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FROM GARRY’S DESK  

"I am not a product of my circumstances. I am a 
product of my decisions." -Stephen Covey 

 

It has been an extremely interesting and positive month with more and 

more organizations recognizing that ACFCS is the most relevant and a 

forerunner in thought leadership.  With our latest edition of Cybint we are 

well positioned to provide cyber-protection training and cyber-discover 

training which will serve to benefit FIs, private investigators, law enforce-

ment, corporate America and governments. (https://cyb-int.com/)  

CAG continues to provide consulting services and partner with organiza-

tions to ensure clients are receiving the same professional service as 

was done in the past.  Through Stealth Investigations, headed by Peter 

Moore we have been able to provide in-depth surveillance and investiga-

tions. 

In the coming weeks, more and more time will be devoted to ACFCS as 

we continue to build out our membership base through the formation of 

Chapters in Toronto, Mid-Atlantic, West Coast, Washington and a re-

launch in New York.  ACFCS Board of Advisors have stepped up and 

taken leadership roles in the Chapters. 

I am extremely excited to confirm that the ACFCS Conference has taken 

shape and we have an exciting line up of speakers that will ensure timely 

and relevant discussions on topics that impact us all.  We will also be an-

nouncing the first ever recipient of the McDonald Award for a lifetime of 

thought leadership in Financial Crime. 

 

 

 

 

https://cyb-int.com/
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Feature Articles 

CRIME AND CORRUPTION IN THE 4TH INDUSTRIAL 

REVOLUTION 

By Garry W.G. Clement, CFE, CAMS, CFCS 

Former Chief of Police and RCMP Superintendent 

(Director National Proceeds of Crime) 

EVP Executive Director ACFCS 

We are well aware that the First Industrial Revolution 

used water and steam power to mechanize production; 

the Second used electric power resulting in a vast indus-

trial sector and the Third saw the beginnings of electron-

ics and information technology to automate production.  

We now have entered the Fourth Industrial Revolution 

which is the fusion of technologies that is blurring the 

lines between the physical, digital, and biological 

spheres. 

With these advances comes the need to recognize that 

the way we have done things in the past is no longer ac-

ceptable.  For a company, a government, a law enforce-

ment agency, a regulatory agency, an academic institu-

tion and/or individual to embrace the future, there is a 

collective need to have the courage to change our past 

approaches. 

The Association of Certified Financial Crime Specialists 

was the first Association to advocate for organizations to 

adopt an enterprise wide risk approach for purposes of 

compliance and to adapt from the past practice of focus-

ing on each individual risk as independent silos.  Over the 

past year we have seen companies continue to be ex-

posed to massive regulatory penalties, which clearly 

demonstrates that a silo’ d approach creates an added 

expense to an organization’s efficiency.  Efficiencies are 

lost as each group creates their own risk strategy, and 

this disparate relationship between each risk group re-

sults in the failure to adopt a strategy that correlates all 

enterprise risk exposure. 

This silo’d and divided approach to financial crime risk 

management is fundamentally at odds with an increas-

ingly diverse and rapidly changing risk landscape, one in 

which cybercrime threats, global corruption and financial 

secrecy, insider threats and rapid technological change 

are all posing unprecedented compliance challenges for 

companies worldwide.  

2016 was rife with examples of risk oversights linked to 

fragmented approaches to financial crime risk manage-

ment, notwithstanding that some of the companies in-

volved were subject to previous regulatory lapses.  2016 

saw Wells Fargo in the news flowing from the revelation 

that the company fired 5,000 employees after discover-

ing they had opened new customer accounts without 

customer permission to meet prohibitive sales targets.  
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This clearly demonstrates that the profit motive is being 

placed above ethics.  In September, Wells Fargo agreed 

to pay $185 million in fines and refund $2.6 million in 

fees charged to customers. The bank apologized and said 

it was taking "responsibility for any instances where cus-

tomers may have received a product that they did not re-

quest." 

While the aforementioned case resonated most with the 

public, in February, Wells Fargo also agreed to pay $1.2 

billion to settle claims that it made reckless loans leading 

up to the housing bubble and then illegally claimed cer-

tain loans were eligible for a federal insurance program. 

This was followed by the Securities and Exchange Com-

mission in March charging the bank with defrauding in-

vestors in a municipal bond deal to finance 38 Studios, a 

Rhode Island start-up video game company founded by 

former Boston Red Sox and Phillies pitcher Curt Schilling 

that eventually went bankrupt, leaving the state on the 

hook for $75 million in debt. 

We also became aware of the €6.4 billion loss at Société 

Générale which allegedly was the result of several risk 

oversights, combining a lack of controls on individual 

traders as well as a failure to implement various checks 

on the trading systems themselves. Overall the finding  

indicated management  did not have a sound risk meth-

odology. 

In December, U.S.-based Credit Suisse Securities LLC 

agreed to pay $16.5 million to the Financial Industry Reg-

ulatory Authority for anti-money laundering violations in-

volving microcap stock transactions. According to FINRA’s 

action, Credit Suisse’s suspicious activity monitoring pro-

gram was deficient as Credit Suisse primarily relied on its 

registered representatives to identify and escalate poten-

tially suspicious trading, including in microcap stock 

transactions, but “high-risk activity was not always esca-

lated and investigated as required. 

 

These examples highlight that major risk events are not 

the result of one risk.  The regulatory findings have 

demonstrated over and over again that institutions have 

a large number of risk exposures crossing various func-

tional lines.  For this reason, companies need to adopt an 

enterprise-wide risk program and adopt a holistic ap-

proach to financial crime compliance.  The days of focus-

ing solely on placement, layering and integration; the 

standard money laundering approach, have long sur-

passed us. 

To quote from Jon Elvin, SVP, Bank Secrecy Act/Anti-

Money Laundering officer with PNC ($286 billion in as-

sets; Pittsburgh), establishing this enterprise-wide view 

of risk should form the basis of any AML program. "You 

must look at your cross-channel exposure," he says. 

"From a risk perspective, particularly when related to 

fraud or an AML event, you either have dollar loss or rep-

utational loss—sometimes both. An organization's ability 

to understand what its exposure is early on is challenging 

for financial institutions. But the ability to understand 

this exposure quickly helps them prepare a response to 

deal with it from the internal, external and regulatory 

points of view." Consequently, companies need to better 

coordinate their risk management functions and establish 

consistent risk reporting mechanisms across their organi-

zations.  

What can be said is that regulators want firms to concen-

trate on the methodology used to arrive at their risk as-

sessments and to ensure that the risk management pro-

cess can be evidenced to be effective and value-added. 

To achieve this in today’s environment organizations 

need to embrace technology in order to ensure they have 

effectively and efficiently used their big data to highlight 

http://www.finra.org/sites/default/files/CreditSuisse_AWC_120516.pdf?utm_source=MM&utm_medium=email&utm_campaign=NewsRelease%5F120516%5FFINAL
http://www.finra.org/sites/default/files/CreditSuisse_AWC_120516.pdf?utm_source=MM&utm_medium=email&utm_campaign=NewsRelease%5F120516%5FFINAL
http://www.pnc.com/
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the real risk exposure of their particular organization. 

This must be accomplished holistically from all of the var-

ious risk silos. 

Relying on my 34-year policing career which enabled me 

to concentrate on investigating organized and financial 

crimes, along with the past nine years of continually 

monitoring criminal and industry trends and regulatory 

failures, supports my view that that a failure to embrace 

change through technology will lead to organizations be-

ing subjected to criminal attacks.  It is a given that orga-

nized crime and rogue states are far more adaptive and 

embrace technology in order to benefit their criminal 

aims. 

The future also dictates that organizations that continue 

to rely on separate legacy systems are opening them-

selves to increased cyber-attacks.  These systems do not 

come close to meeting current standards and fall far 

short of artificial intelligence software systems.  In speak-

ing with many compliance officers and senior managers, 

they recognize that current systems create weaknesses, 

but this recognition has failed within many organizations 

to be translated into change.  Notwithstanding this, com-

panies will be forced in the coming months to either de-

sign their own all-encompassing system or to acquire a 

system that supports enterprise risk processes and re-

porting whilst ensuring the needs of each risk group is 

achieved.  

The same can be said for internal and external auditors.  

We have been witness to many large forensic audit com-

panies being singled out for not providing the expected 

oversight during their annual audits.  Current technology 

involving artificial intelligence should enable the auditing 

profession to capitalize and improve so that past identi-

fied lapses do not occur in the future.  Through use of au-

tomated systems auditors should be able to appropriately 

identify the organizational risks resulting in more in-

formed decisions along with ensuring transparent and ac-

curate reporting.  

Although many organizations have yet to readily accept 

it, artificial intelligence over the past year has  become 

part of our daily lives. The uses range from consumer-fac-

ing applications like self-driving cars, robotic vacuums, 

and drones, to transaction monitoring software that not 

only adapts to a particular organization but serves to 

identify transactional risks using “big data”.   We continue 

to see exponential increases in computing power thereby 

enabling software to conduct detailed analysis on mega 

data through the use of defined algorithms.  We wit-

nessed IBM’s Watson outperform on Jeopardy which 

serves to show that we may be nearing what practition-

ers call the “point of singularity” wherein the computer 

has reached the current capacity of the human brain.  

The future means that computers will soon be teaching 

us and these abilities will be capitalized on by the crimi-

nal element.   

Already, technological advances have been harnessed by 

threat actors in the booming cybercrime industry to great 

effect. It has been estimated that the annual cost to the 

global economy from cybercrime is more than $400 bil-

lion, a figure that most analysts expect to increase in 

coming years.  Clearly cybercrime can be stated as being 

a growth industry with the criminal element long recog-

nizing that they achieve great returns with limited risk. 

Despite increased awareness and spending on cyber de-

fenses among most companies, the human element still 

remains a key weak point in security. Over the last several 

of years, we have witnessed two of the most common 

cyber-attacks that cybercriminals have adopted being so-

cial engineering and vulnerability exploitation.  In the 

case of social engineering, the cybercriminal manipulates 
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targets into providing sensitive information or otherwise 

taking steps that grant attackers access to an individual’s 

or an institution’s computer systems.  Vulnerability ex-

ploitation involves the use of system weaknesses, includ-

ing using backdoors found amongst suppliers and/or cli-

ents.  

Experience has shown that the rate of return on cyber-

crime favours criminals, resulting in an exponential ex-

pansion..  It is the profit motive which leads to wealthier 

countries continuing to witness criminal activities from 

such countries as Nigeria, some Eastern Block and most 

recently Jamaica.  Third world country criminal groups 

are achieving great wealth notwithstanding the fact tar-

geting is based on mass marketing attacks that defraud 

individuals of relatively small amounts in most cases. .  

There is however, examples of individuals having become 

victim of large scale frauds, primarily targeted on seniors 

and those deemed most vulnerable.  Three years ago, I 

assisted two widows who were preyed upon through 

“match.com” and between the two of them they gave up 

$1.7 million with the funds going off-shore. 

The reality is that the response to cybercrime is a busi-

ness decision. Companies and individuals make decisions 

on how to manage the potential for loss from cybercrime 

by deciding how much risk they are willing to accept and 

how much they are willing to spend to reduce that risk. 

The problem is that if companies are unaware of their 

losses or underestimate their vulnerability, they will un-

derestimate risk.  

It is my belief that companies and governments regard-

less of their professed diligence relative to cyber-crime 

controls will continue to be at risk of fraud and corrup-

tion due to their slowness to adapt and embrace what 

the new technologies offer.  For most, they still base their 

decisions whether to invest in technology on risk expo-

sure and their willingness to sustain some level of loss.  

This is especially true for law firms. 

It has been my experience that law firms have been the 

slowest to accept their vulnerability relative to be tar-

geted.  In December of this year, law firms should have 

taken notice of the hack perpetrated by three Chinese 

traders, who earned more than $4 million in illegal prof-

its after they hacked into the computer systems of prom-

inent U.S. law firms and stole non-public information on 

mergers and acquisitions.  I have long argued that law 

firms needed to be far more proactive and become cyber 

savvy but can state that for the most part this fell on deaf 

ears. 

At the end of the day what his means is that companies, 

organizations and governments that fail to adequately 

protect their networks will be at an increasing competi-

tive disadvantage.  It is my strongly held view that we 

have technology that is available now to help thwart the 

advances of cybercriminals and therefore as part of a reg-

ulatory framework it is time governments set expected 

standards and mandated best practices for cyber de-

fenses. 

At times, decision makers in the both the private and 

public sectors have been slow to react to the present re-

ality of a rapidly evolving risk landscape. As Professor 

Klaus Schwab, Founder and Executive Chairman of the 

World Economic Forum, said, “The changes are so pro-

found that, from the perspective of human history, there 

has never been a time of greater promise or potential 

peril. My concern, however, is that decision makers are 

too often caught in traditional, linear (and non-disrup-

tive) thinking or too absorbed by immediate concerns to 

think strategically about the forces of disruption and in-

novation shaping our future. 
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In order to thrive, business leaders will have to actively 

work to expand their thinking away from what has been 

traditionally done, and include ideas and systems that 

may never have been considered. Business leaders must 

begin questioning everything, from rethinking their strat-

egies and business models, to discovering the right invest-

ments in training and potentially disruptive R&D invest-

ments.” 

Events of the past year also shone a harsh light on the 

prevalence and persistence of two other interwoven fi-

nancial crime issues – corruption of high-level public offi-

cials, and the global industry of service providers offering 

financial secrecy that allows it to thrive. In 2016, there 

was a continuous bombardment of global corruption be-

ing highlighted.   

Transparency International in 2016  developed a new 

term for corruption by heads of state and powerful peo-

ple; Grand Corruption ( “the abuse of high-level power 

that benefits the few at the expense of the many and 

causes serious and widespread harm to individuals and 

society. It often goes unpunished.”)  In the past, it was my 

view we should be referring to this level of corruption as 

crimes against humanity due to the impact it has on a 

country’s people and infrastructure. 

The reality is that we still see various levels of corruption.  

This past week I was called in to investigate the alleged 

abuse of power of a Board member at a “House of Wor-

ship” wherein his alleged actions may have resulted in 

upwards of $200,000 being stolen.  We continually read 

about politicians at all levels being corrupted and when 

reviewing each case, it all comes down to greed trumping 

ethics. 

Two recent grand corruption cases highlighted by Trans-

parency International included the former President of 

Panama, Riccardo Martinelli, who fled the country be-

cause of corruption charges after  TI pressured the Pana-

manian government to investigate alleged corruption 

during his administration, and the former president of 

Ukraine Viktor Yanukovych, who  allegedly fled his coun-

try after being accused of stealing more than US$7.5 bil-

lion from the Ukrainian people. 

We have witnessed through the release of the Panama 

Papers and more astonishingly through a Global Witness 

undercover probe of the ease of concealment and collab-

oration available from law firms and legal professionals. 

In the case of the Global Witness probe, the non-profit 

group hired an actor allegedly representing a public offi-

cial of an African nation, who was seeking assistance 

from New York lawyers and law firms to move funds into 

the United States. After visiting with several prominent 

attorneys, the Global Witness findings were: 

• “Lawyers from 12 of the 13 firms we visited sug-

gested using anonymous companies or trusts to 

hide the minister’s assets. All but one of these 

firms recommended using American companies. 

• One of the lawyers who provided suggestions on 

how to move the funds was James Silkenat, the 

President of the American Bar Association at the 

time. 

• Several lawyers suggested using their law firms’ 

own bank accounts to help prevent U.S. banks 

realizing whose money it really was, or to have 

the lawyer act as a trustee of an offshore trust 

and use this position to open a bank account. 

• While most of the lawyers asked for some infor-

mation about the minister, and his source of 

funds, only one lawyer refused to provide assis-

tance during the meeting itself.” 

(https://www.globalwitness.org/shadyinc/) 

http://www.transparency.org/news/feature/transparency_international_chair_jose_ugaz_launches_unmask_the_corrupt_cont
http://www.transparency.org/news/pressrelease/transparency_international_central_american_chapters_no_immunity_for_ex_pan
http://blog.transparency.org/2016/12/16/whats-next-for-ukraine/
http://blog.transparency.org/2016/12/16/whats-next-for-ukraine/
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Over the past decade, I have long argued that lawyers in 

North America need to be brought into the money laun-

dering reporting requirements.  Whilst the Director of the 

Royal Canadian Mounted Police’s Proceeds of Crime Pro-

gram I wrote an affidavit for the Government defending 

the reasons for the need for lawyers to be brought in un-

der the proceeds of crime legislation. I argued that solici-

tor/client privilege is sacrosanct, but when lawyers act in 

a financial advisory capacity or real estate agent capacity, 

they need to be held to the same standard as the rest of 

the financial community. 

The need for this approach has again been highlighted 

in December when it was revealed that global 

investigators believe billions of dollars were misappropriated 

from 1Malaysia Development Bhd., a state-owned economic 

development fund set up by Malaysian Prime Minister Najib 

Razak in 2009. The money allegedly moved through 

Singapore, Switzerland and other wealth centers before being 

used to buy real estate, art, and other assets in New York, 

Beverly Hills and elsewhere. 

 

This December the Wall Street Journal published a com-

pelling and supportive report demonstrating why law 

firms should not be immune from regulatory scrutiny.  

“Tens of billions of dollars every year move through 

opaque law-firm bank accounts that create a gap in U.S. 

money-laundering defenses, according to a Wall Street 

Journal analysis. These accounts were used by suspects in 

a multibillion-dollar scandal involving a Malaysian state 

investment fund known as 1MDB, according to a Justice 

Department description of events. They also played a part 

in a Florida Ponzi scheme, in a case related to an official 

of Equatorial Guinea and in a dozen other U.S. money-

laundering cases over the past decade, case records 

show. 

.While banks and other firms that move money across 

borders face heavy pressure to alert regulators to suspi-

cious activity, U.S. law firms protect the confidentiality of 

their pooled accounts in the name of attorney-client privi-

lege.” (http://www.wsj.com/articles/law-firms-accounts-

pose-money-laundering-risk-1482765003) 

Therefore, based on what we have witnessed and where 

we stand from a technology point of view what can we 

expect to see in the coming year(s); 

➢ We will continue to be exposed to mobile ran-

somware attacks that steals cloud accounts and 

encrypts the data requiring the ransom to be 

paid before gaining back control of data 

 

➢ With more and more mobile financial transac-

tions, and the fact many users and institutions 

have not mandated effective security controls 

we will see an uptake in cyber-attacks focused in 

this arena. 2017 will be the year that fraud goes 

mobile. Apple Pay has now joined Android along 

with many other Fintech firms jumping in the 

mobile payment space, and near-field communi-

cations technology is becoming mainstream. Cy-

bercriminals are following. 

➢ I strongly believe we will continue to see either 

rogue states or major criminal enterprises 

launching large scale denial of service attacks 

and/or launching major viruses (malware) see-

http://www.wsj.com/articles/SB10001424052748704575304575296662423872880
http://www.wsj.com/articles/u-s-reaches-34-million-corruption-settlement-with-equatorial-guinea-official-1412948259
http://www.wsj.com/articles/u-s-reaches-34-million-corruption-settlement-with-equatorial-guinea-official-1412948259
http://www.wsj.com/articles/law-firms-accounts-pose-money-laundering-risk-1482765003
http://www.wsj.com/articles/law-firms-accounts-pose-money-laundering-risk-1482765003
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ing society is moving quickly towards the inter-

net of things without the necessary security 

platforms; 

➢ With better technology, criminals will also be 

able to launch greater point of sale attacks (POS) 

resulting in greater data losses that we have pre-

viously seen; 

 

➢ Cyber-security insurance will need to be fac-

tored in to all future costs; 

 

➢ Organizations will I believe in 2017 recognize 

that they may not be able to handle their cyber 

security needs internally and therefore will 

reach out to organizations like No Panic Compu-

ting who offer a comprehensive managed secu-

rity solution; 

 
➢ We will begin witness how technological innova-

tion will lead to long-term gains in efficiency and 

productivity. Transportation and communication 

costs have the potential of being reduced, as lo-

gistics and global supply chains will become 

more effective, and the cost of trade will dimin-

ish, all of which will open new markets and drive 

economic growth; 

 
➢ 2017 will continue to see the challenge behind 

how technology impacts individual privacy, not-

withstanding that new technologies rely on in-

formation gleaned from its users; 

 
➢ There will be greater pressure from the Financial 

Action Task Force and Transparency Interna-

tional for the Government of Canada and the 

United States to require lawyers and law firms to 

be brought in under proceeds of crime and 

money laundering controls; 

 
➢ Board of Director and Chief Compliance Officers 

will be exposed to more scrutiny when major 

regulatory lapses are exposed, inclusive of a 

need to ensure that the right skills are available 

to effect good oversight; 

 
➢ Beneficial ownership requirements will be en-

trenched; and 

 
➢ There will be a greater requirement for institu-

tions to adopt a holistic compliance approach to 

financial crime controls, inclusive of cyber-crime. 

Here’s what it’s like to punch the prime minis-

ter 

To mark the 5th anniversary of the fight that changed Ca-
nadian politics, a Star contributor jumps into the ring 
with now-Prime Minister Justin Trudeau to check his box-
ing form — and discuss the current state of 

Trudeau marks the fifth anniversary of the fight that 

changed Canadian politics 

Canadian Prime Minister Justin Trudeau took to the ring 

with Star contributor Declan Hill earlier this week and re-

called his famous fight five years ago with Senator Patrick 

Brazeau.(PETER MCCABE) 

By DECLAN HILLSpecial to the Star 

Fri., March 31, 2017 

Five years ago, Canadian politics changed inside a boxing 
ring, when then-Liberal MP Justin Trudeau fought then-
Conservative Sen. Patrick Brazeau. 

Trudeau won so convincingly that he began his rise to 
power. 
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To mark the anniversary of the fight, Toronto Star con-
tributor Declan Hill — who also fought that night — 
jumped into the ring with the now-prime minister to 
check his boxing form and to interview him about the 
fight and the state of our nation. 

In the United States they have presidential press confer-
ences; up here the prime minister tried to punch me in 
the jaw before an interview. I blocked his blow and 
then, as I started a counterattack, realized something 
odd: it is difficult to hit a prime minister. I do not just 
mean that this particular prime minister is six-foot-two, 
has a long, left-handed jab and is a good boxer. I mean 
that, he is, you know, the leader of our country. Regard-
less of one’s politics, fighting such a symbolically im-
portant person is strange. He stood there in the ring 
wearing a black shirt and white shorts with Canadian 
flags on them and for a very brief moment I found it dif-
ficult to attack him. 

Then Justin Trudeau hit me in the face and I forgot 
about any niceties and tried to punch him out. 

 

Prime Minister Justin Trudeau and Star contributor De-

clan Hill warm up prior to a short sparring match in Mon-

treal on March 26 to commemorate the fifth anniversary 

of the fight between Trudeau and then-Conservative Sen. 

Patrick Brazeau.  (PETER MCCABE FOR THE TORONTO 

STAR)   

** 

When historians come to examine one of the moments 
that ended Stephen Harper’s Conservative government, 
they will not write of a speech such as Martin Luther 
King’s “I Have a Dream,” or of a moment such as Viola 
Desmond’s refusal to change from her cinema seat, or 
Gandhi’s protest march across India. Rather, they will 
point to Round 3 of a boxing match on March 31, 2012, 
when one man battered the other against the ropes so 
hard that the fight was stopped. 

It was the Fight for the Cure, an Ottawa fundraising event 
for cancer victims where mostly businessmen, lawyers 
and real estate developers box it out. At the centre of 
this event were two politicians: Patrick Brazeau and Jus-
tin Trudeau. 

At the time, Trudeau was a well-known backbench MP, 
blessed and cursed with the name of his famous father. 
Right-wing journalist Ezra Levant referred to Trudeau as 
the “Shiny Pony:” a rich, privileged kid who just did not 
understand the problems of ordinary people. 

Brazeau was a relatively young Conservative senator with 
a reputation as a tough street fighter in the world of na-
tive politics. He also had a black belt in martial arts and 
was expected to easily beat Trudeau. 

Sun TV was so certain that Trudeau would be defeated 
that it televised the fight nationally. The room was 
packed with Tory supporters and even Levant was there 
to see Shiny Pony’s downfall. 

That night, I had a unique view of the men and the fight 
because I had also taken part in the event, having fought 
the manager of a local pub in the bout just before theirs. 

** 

The whole word goes grey when you fight in a boxing 
ring. To the spectator the fight is a multicoloured theat-
rical event: the uniforms of the fighters, the bow-tied 
referee, the other spectators. To the fighter, the only 
thing that matters is that you are confined in a ring with 
another person who wants to hurt you very badly. Your 
world is focused on one other single fighter. Every other 
sound or detail is removed from your brain. 

** 

 

http://fightforthecure.ca/
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Justin Trudeau, left, then a Liberal MP, fought Senator 

Patrick Brazeau during a charity boxing match for cancer 

research on March 31, 2012 in Ottawa that would turn 

out to be a key moment in Canada's political history. 

Brazeau was heavily favoured to beat Trudeau, but the 

future prime minister won instead, shocking Stephen 

Harper's Conservative government.  (FRED CHARTRAND)   

Trudeau did not just win that night. He pummelled 
Brazeau into submission. Harper’s government was 
stunned. The rest of the country was equally surprised 
and the imagination of the nation was captured. There 
were, for sure, other twists in the story that changed the 
government, but that fight was a key, symbolic moment 
in the political history of Canada. 

At the end of the night — I had also managed to win my 
fight — Trudeau and I stood at the back of the hall. The 
Conservative supporters were streaming out with their 
heads down. The only two tables of Liberals in the vast 
hall were dancing on their chairs. 

I turned to him and said, “This is where it all starts for 
you, isn’t it?” 

Five years later, Trudeau and I got back into the ring for a 
couple of rounds of sparring and then an interview about 
that night. 

Trudeau chose to have us fight at Ali Nestor’s gym in his 
own multicultural riding of Papineau in Montreal. Nestor 
was Trudeau’s secret weapon, a former MMA and boxing 
professional who trained him before the fight. His gym 
boasts not only a string of pro boxers but also classrooms 
where teens who have dropped out of school can get an 
education. On a cold March night, he had us spar in the 
ring at the centre of the room. 

** 

Nestor had us warm up by practising jabs. The point of 
the exercise is for the fighters to get their range and 
timing of their left-handed jabs. At first, Trudeau and I 
circled each other, hitting and blocking. Then, having re-
ceived a jab in the head, I stepped forward and un-
leashed a straight right into the prime ministerial face. 

“My gosh! I am sorry,” I said, putting my arms in the air. 

Trudeau replied through his mouth guard, “If you apolo-
gize again, I am going to hit you even harder . . . .” 

We kept fighting. 

** 

 

Prime Minister Justin Trudeau, left, and Declan Hill take 

pointers from trainer Ali Nestor, right, before hitting the 

ring in their March bout.  (PETER MCCABE)   

“Anyone who steps into a boxing ring. Anyone who 
stands calm even when being punched. Even if you get 
knocked down and you get up again. It gives you a cer-
tain amount of respect and credibility,” Trudeau says. 

At the end of the sparing, Trudeau sits on the side of the 
ring and talks. He is in a reflective mood and speaks of 
“narratives and story arcs” but says he could not have 
become prime minister without winning the fight. 

“If I was going to embark on a high-risk endeavour like 
that (fight) without knowing to a very high degree of con-
fidence that I was going to be able to pull it off, then 
probably I wouldn’t be suitable to be PM, because I 
would have made a very serious miscalculation and I 
would not know myself as much as someone who aspires 
to lead the country should know themselves.” 

It also gave Canadians, many who did not know him well, 
something to talk about, he adds with a smile. “You see a 
backbench politician walking down the street and you 
don’t say, ‘Hey, nice speech in the House of Commons’ . . 
. but then it became, ‘Nice fight,’ and everyone could re-
late . . . .” 

** 

There were only a few people in the gym but one of 
them was a local city councillor. She leaned over the 
ropes screaming for Trudeau to hit me harder. 
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“Hit him! Hit him hard, he is a journalist!” 

Her voice was so loud that it broke my fight concentra-
tion. 

With a round finished, I went over to her, “So a little bit 
of tension between you and journalists?” 

A smile broke across her face. “I’m just joking. There are 
lots of good journalists. But for a politician this is a 
great opportunity to level the playing field.” 

** 

 

Five years ago, the Star ran these images on the front 

page in preparation for a boxing match between Patrick 

Brazeau and Justin Trudeau. Today, Trudeau says he 

couldn't have become Prime Minister without winning 

that fight. 

“The same narrative happened when I became a leader,” 
says Trudeau about the people who thought he would be 
easily beaten by Brazeau. Then he draws the parallel to 
himself as a politician. 

“When I ran for nomination here — 10 years ago this 
week — nobody gave me a snowball’s chance in hell of 
winning. They said, ‘He doesn’t get it. He doesn’t have 
the substance. He doesn’t know the riding. He is not go-
ing to be able to win it.’ 

“I surprised everyone by outworking everyone else on 
the ground, and showing that I am a very quick study . . . 

“But then when I ran in my first national election cam-
paign, people said the same thing: ‘There is no way that 
he is going to be able to win. He is not serious enough’ . . 
. . People had completely written me off and I surprised 
them . . . . 

“Then when I became prime minister I keep waiting for 
pundits, my opposition critics to realize that this isn’t a 
fluke. They do have to take me seriously and they don’t. 
Canadians have always connected with me and kept faith 
with me to a great degree. And that’s why I have won, 
because I relied on my constituents or Liberals for the 
leadership, or Canadians in general.” 

Given Trudeau’s international appeal it is odd that he has 
this Rodney Dangerfield “I don’t get no respect” view of 
the Canadian political class. But when asked about the 
challenges of dealing with Donald Trump and the new 
American political elite, he replies: 

“I respond by finding common ground. He (Trump) got 
elected on improving the middle class and that is what I 
got elected on. We are going to have points of agree-
ment because we both want to get things done. It is not 
a zero sum gain between Canada and the U.S. Where one 
side does well, the other side does well and we can actu-
ally amplify our success by being properly complimen-
tary. So we find the common ground on things that we 
agree on and we work hard to make sure that we are 
benefitting people.” 

** 

Ten seconds left in the sparring round. Trudeau came at 
me with three uppercuts. I blocked and then grabbed 
him into a clinch. We tussled briefly against the ring. 
Then the referee blew the whistle. The fight with the 
prime minister was over. 

 
 
 
By Michele Edwards | Tuesday, February 28, 2017  

The Justice Department's “Evaluation of Corporate 
Compliance Programs” outlines 11 topics and 119 ques-
tions that the Fraud Section commonly considers when 
evaluating corporate compliance programs in the wake of 
criminal misconduct. 
Data lies at the core of the recent guidance. As the DOJ 
makes clear, compliance and legal professionals are ex-
pected to leverage data, metrics, and other objective evi-
dence to demonstrate a compliance program is working 
effectively.   

Data analysis extends far beyond the basics. Training pro-
gram completion rates and code of conduct confirmation 
statistics are no longer sufficient. Companies need to use 

http://www.fcpablog.com/blog/author/medwards
http://www.fcpablog.com/blog/2017/2/20/doj-publishes-evaluation-of-corporate-compliance-programs.html
http://www.fcpablog.com/blog/2017/2/20/doj-publishes-evaluation-of-corporate-compliance-programs.html
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meaningful data to assess and remediate corporate com-
pliance programs, as well as to prove program effective-
ness.  

Here are examples of some compelling metrics to 
demonstrate the effectiveness of a compliance program 
specific to criminal investigations of alleged FCPA viola-
tions and related anti-bribery and anti-corruption pro-
grams. 

Look at the number of transactions or deals that were 
stopped, modified or more closely examined as a result of 
compliance concerns. For example, how many payment 
transactions were more closely examined by Compliance 
or Legal for bribery and corruption concerns? How many 
new business deals were cancelled as a result of rejecting 
a prospective customer’s request for consideration be-
cause it demonstrated characteristics of a bribe? 

Examine the number of requests for resources by Compli-
ance and Control functions that have been denied. 

How many audits did Internal Audit perform in an area 
related to misconduct? For example, how many payments 
did Internal Audit flag because they demonstrated char-
acteristics of bribery and corruption?  How many new in-
ternal controls were implemented in response to Internal 
Audit findings surrounding bribery and corruption? 

Examine the number of red flags identified as a result of 
due diligence on third parties.  

How many third parties were suspended, terminated or 
audited for compliance issues? For example, how many 
vendor relationships were terminated as a result of brib-
ery and corruption concerns?   

Look at the number of third parties an acquisition target 
re-evaluated under the acquirer’s standards/policies. For 
example, how many consultants, distributors, or joint 
venture partners did the acquirer re-perform third-party 
due diligence on if the target’s third-party anti-corruption 
due diligence procedures were deemed ineffective? 

How many audits were conducted on acquired business 
units? The new guidance also makes clear that data ana-
lytics and metrics are a critical part of the execution of a 
corporate compliance program, including in areas such 
as: 

▪ Analysis and remediation of underlying misconduct. A 
root cause analysis of identified misconduct is ex-
pected.  It is often the case that data analyses can be de-
veloped to identify situations in which the root causes ei-
ther would have prevented or detected the misconduct, 

and would be expected as part of the remediation pro-
cesses. Establishing and testing the effectiveness of those 
analyses requires multi-disciplinary skill sets. 

▪ Risk assessment and continuous improvement, periodic 
testing and review. The DOJ guidance makes it clear that 
companies must collect data and metrics to help detect 
potential misconduct as part of the information gathering 
and data analysis stage of risk assessments. In addition, 
monitoring, internal control testing and auditing should 
collect and analyze compliance data in order to property 
monitor and audit for red flags. Tailored data analytical 
procedures must be applied in order to root out potential 
misconduct. 

The DOJ has provided a roadmap, though not a checklist 
or “silver bullet,” on its anticipated evaluation of the ef-
fectiveness of corporate compliance programs. Data can 
prove extremely effective in helping compliance and legal 
professionals to successfully make their case for the ef-
fectiveness of these programs and meet increasing levels 
of regulatory scrutiny.  

____ 

Michele Edwards is a Managing Director with StoneTurn 
in Chicago. Michele has more than 20 years of combined 
experience in fraud and compliance risk management and 
financial statement auditing. She specializes in assessing 
and implementing antifraud and compliance programs, 
risk assessments, fraud and compliance training, fraud 
detection and forensic investigations. 

- See more at: http://www.fcpa-
blog.com/blog/2017/2/28/michele-edwards-data-analysis-
underlies-new-doj-guidance.html#sthash.6rL20vQP.dpuf 
 

MARTIN KENNEY: PUT YOUR OWN TAX HAVENS IN OR-

DER, AMERICA 

By Martin Kenney | Wednesday, April 5, 2017 at 7:28AM 

http://stoneturn.com/our_team/michele-edwards/
http://www.fcpablog.com/blog/2017/2/28/michele-edwards-data-analysis-underlies-new-doj-guidance.html#sthash.6rL20vQP.dpuf
http://www.fcpablog.com/blog/2017/2/28/michele-edwards-data-analysis-underlies-new-doj-guidance.html#sthash.6rL20vQP.dpuf
http://www.fcpablog.com/blog/2017/2/28/michele-edwards-data-analysis-underlies-new-doj-guidance.html#sthash.6rL20vQP.dpuf
http://www.fcpablog.com/blog/2017/4/5/martin-kenney-put-your-own-tax-havens-in-order-america.html
http://www.fcpablog.com/blog/2017/4/5/martin-kenney-put-your-own-tax-havens-in-order-america.html
http://www.fcpablog.com/blog/author/mkenney
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The 
United States champions itself as a nation policing the 
rest of the world, preventing money laundering, tax eva-
sion and foreign corrupt practices. Yet there is hypocrisy 
afoot. 
When news of the Panama Papers scandal broke, my 
place of residence -- the British Virgin Islands (BVI) -- 
came under extreme pressure and scrutiny. It seemed 
like the rest of the world, America included, wanted to 
close down the BVI’s offshore company facilities for 
good. 

The man in the street cannot be pleased when reading 
that multinational companies and the very rich are avoid-
ing paying taxes by placing them offshore, while every-
one else has to pay their fair share of tax. As tax avoid-
ance is legal, this is a public policy issue that needs to be 
addressed onshore. Onshore countries need to change 
their tax laws to prevent tax avoidance: if they so wish. 
But they won’t. 

Why? Because they understand that companies and indi-
viduals affected may move elsewhere, taking their jobs 
and assets with them. 

Tax evasion (which is illegal) is another matter: it unlaw-
fully bleeds the financial lifeblood away from countries 
and the ordinary people who need it. The best way to 
counter tax evasion is by ensuring that the administra-
tors of offshore companies and trusts are regulated and 
required to collect and house the identities of the ulti-
mate beneficial owners (UBOs) of the asset-holding vehi-
cles that they form. 

The BVI, for example, has tightened up this process to 
ensure that UBO identification documentation is availa-
ble when required. It is available to foreign tax and law 

enforcement agencies. Cross-border taxpayer infor-
mation sharing mechanisms are in place. It is also availa-
ble to professionals such as me, as long as we can show 
an element of wrongdoing to the court on the part of a 
BVI company when making a disclosure application on 
behalf of clients. By June 2017, a new 24-hour electronic 
UBO disclosure system will be in place to accommodate 
requests from UK officials to the BVI government. 

This brings me back to my point about hypocrisy being 
afoot. The European Parliament released a re-
port on March 7 concluding that the United States is now 
a major “tax haven," due to its refusal to adopt the global 
standards signed up to by most OECD countries in the de-
veloped world. 

The report explains that: 

▪ in 14 states in the U.S. companies may be formed with-
out the need to identify or disclose the names of share-
holders, directors, officers or UBOs 

▪ the United States has refused to join the trend for the 
multi-lateral automatic exchange of bank account infor-
mation 

▪ the United States holds 20 percent of the global market 
for financial services for non-residents with foreign as-
sets held in the U.S., to the sum of $16.75 trillion (2013), 
and foreign direct investment of $3 trillion (2014). 

And yet the United States' “transparency legal frame-
work is not consistent with the responsibility involved in 
being a major financial hub,” according to this EU report. 

The United States posits many righteous opinions about, 
and upon, the rest of the world. There's an old saying 
that when America sneezes, Britain catches a cold. So it is 
unsurprising that the British and Europeans, in general, 
are dismayed by the report’s conclusion -- namely that 
America needs to sort out its own backyard before com-
plaining about anybody else. 

I have experience in obtaining court disclosure orders 
and presenting them to company formation agents in 
Delaware, Nevada and Wyoming. They don’t collect UBO 
identification documentation in those states. This often 
renders a disclosure order effectively pointless. (I usually 
do get to know who has paid $300 to form a Delaware 
company -- oftentimes a law firm in Manhattan which 
acts on behalf of an anonymous client as a "cut-out" -- 
but this usually entails a $100,000 fight in legal fees over 
the allegedly “privileged” nature of the law firm’s client 
identification information.) 

http://www.transparency.org/news/feature/british_virgin_islands_have_they_cleaned_up_since_the_panama_papers
http://www.bbc.co.uk/news/business-31324023
http://www.bbc.co.uk/news/business-31324023
http://www.sven-giegold.de/wp-content/uploads/2016/05/The-US-as-a-tax-haven-Implications-for-Europe-10-May-clean-EMBARGOED.pdf
http://www.sven-giegold.de/wp-content/uploads/2016/05/The-US-as-a-tax-haven-Implications-for-Europe-10-May-clean-EMBARGOED.pdf
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So imagine how the tiny BVI feels when getting a self-
righteous "shoeing" from America. 

I have seen quotes in response to the EU report such as 
“how ironic” and “how perverse”. Yet some U.S. states 
are deliberately turning a blind eye. Their shadowy off-
shore company facilities are the worst kept secret in 
global economic regulation and enforcement. The sancti-
monious position of the U.S. Treasury and the Depart-
ment of Justice towards smaller and much better regu-
lated jurisdictions, therefore, is a disgrace. 

Many offshore entities are now migrating from the BVI 
and Cayman Islands to America, partly as a result of this 
compliance pressure brought by the United States (and 
others). The U.S. is thus effectively forcing offshore busi-
ness out of the Caribbean (where it is the main income 
stream for these small islands), and transplanting it into 
America where UBO data falls into a black hole. You 
couldn’t make this stuff up! 

Academics researched the U.S. offshore services, looking 
at their compliance regime for a 2014 book called Global 
Shell Games: Experiments in Transnational Relations, 
Crime, and Terrorism. Pretending to be investors, they 
approached various formation agents across the globe, 
recording what Know Your Customer (KYC) information 
they were asked in order to set up their offshore com-
pany. 

The results, as far as the United States was concerned, 
were damning. Only 25 percent of company formation 
agents in the United States asked for KYC/UBO proof. 
Worst of all was Delaware, where only 6 percent of pro-
spective clients were asked for KYC identification docu-
mentation. The authors of the academic study concluded 
that: “Obtaining an anonymous shell company is there-
fore easier in the U.S. than the rest of the world.” 

Around the globe, countries have jumped through hoops 
to appease the American demand for information and fi-
nancial intelligence on organized crime and terrorism. 
Much of the rest of the world has a vested interest in 
complying with regulatory edicts from the United States. 
Many are now concerned by the march of extremism and 
resultant terror attacks. But given that the U.S. is appar-
ently slow to regulate its own offshore company for-
mation agents, it’s not entirely beyond the realms of pos-
sibility that ISIS could be operating companies and trust 
funds domiciled in Delaware. 

The Victorian English author Arnold Bennett said: “False-
hood often lurks upon the tongue of him, who, by self-
praise, seeks to enhance his value in the eyes of others.” 
This sums up America’s two-faced stance to the rest of 

the world where anti-money laundering compliance is 
concerned. 

America needs to put its own house in order before rain-
ing pressure down onto little Caribbean islands -- espe-
cially when the likes of Delaware and Nevada are benefit-
ing commercially from the very issues they are purport-
ing to address. 

___ 

Martin Kenney is Managing Partner of Martin Kenney & 
Co., Solicitors, a specialist investigative and asset recov-
ery practice based in the BVI and focused on multi-juris-
dictional fraud and grand corruption cases www.mar-
tinkenney.com |@MKSolicitors. He was selected as one 
of the Top 40 Thought Leaders of the Legal Profession in 
2017 by Who's Who Legal International. He's the only 
fraud and asset recovery lawyer included in this list of 
Thought Leaders drawn from 16 different practice areas. 

- See more at: http://www.fcpa-
blog.com/blog/2017/4/5/martin-kenney-put-your-own-
tax-havens-in-order-america.html#sthash.9RSI5oHO.dpuf 

 

UPCOMING 

PROFESSIONAL DEVELOPMENT OPPORTUNITIES 

 

International Arab Summit 
London, England May 1st and 2nd. 
Moderating Panel on “The Impact of new Regula-
tory and Supervisory Requirements on Global 
Banking & 
Moderating a Panel on “Brexit: The changing eco-
nomic and financial relations between the UK and 
the EU” 
 

Canadian Institute AML Conference and Fi-

nancial Crime May 9th and 10th Hyatt Re-

gency Toronto, supported by ACFCS 

Special Rate for ACFCS Members and Siren sub-

scribers on AML Forum Hosted by The Canadian In-

stitute - Save 10% 

https://www.bookdepository.com/Global-Shell-Games-Michael-G-Findley/9781107638839
https://www.griffith.edu.au/__data/assets/pdf_file/0008/454625/Oct2012-Global-Shell-Games.Media-Summary.10Oct12.pdf
https://en.wikipedia.org/wiki/Arnold_Bennett
http://www.martinkenney.com/
http://www.martinkenney.com/
http://www.twitter.com/MKSolicitors
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It is my pleasure to invite you to join me at The Canadian 
Institute’s 16th Annual Forum on Anti-Money Launder-
ing and Financial Crime on May 9-10, 2017 in Toronto. I 
have secured a special 10% discount for all ACFCS mem-
bers to attend. Furthermore, this conference is applica-
ble towards 15 CFCS Credits and each workshop is appli-
cable towards 3 CFCS credits. For more details, please 
view the agenda below. 

The 16th Annual Forum on Anti-Money Laundering and 
Financial Crime, May 9-10, 2017 in Toronto, will feature 
the latest updates to regulation and enforcement in Can-
ada from OSFI, FINTRAC, the Ontario Provincial Police 
and more. 

Ensure that you are familiar with updates to the 
PCMLTFA and sharpen your organization’s anti-money 
laundering framework in 2017 and beyond. You will: 

• Learn about recent money laundering cases di-

rectly from law enforcement officers and know 

how to recognize new financial crime schemes 

• Gain access to key regulators including OSFI and 

FINTRAC and receive the latest updates on the 

regulatory pipeline and get answers to your 

most pressing questions 

• Engage in interactive peer-to-peer networking to 

collaborate on best practices for implementing 

new KYC and PEP regulations, as well self-as-

sessing your risk management strategies 

And much more! 

AGENDA | WORKSHOPS | REGISTER 

This is your chance to network with industry regulators, 
AML professionals from financial services and money ser-
vice businesses, as well as law enforcement from across 
Canada. 

ACFCS Members save 10%*. Please mention your ACFCS 
registration code D10-413-413BX02 when you register. 
REGISTER NOW. Call 1-877-927-7936, email the Canadian 
Institute or register online at www.CanadianInsti-
tute.com/AML. 

Chathm House, Illicit Financial Flows 

Chatham House, Illicit Financial Flows 
London, England  May 15th  
Chair and Moderate “The Banking System 
and Financial Institutions 
 
 
International Association for Intelligent Edu-
cation 
Charles Town – May 22-24 
Keynote address 

October 16TH & 17TH, Boston at Hyatt.  To-

tally revamped format. (http://www.finan-

cialcrimeconference.com/) 

Stay tuned for the announcement of our 

ACFCS Speaker Faculty enabling organiza-

tions to contract webinars and workshops 

with subject matter experts. 

 

 

and other World Regulatory Updates:  

Amendments to regulations under the Pro-

ceeds of Crime (Money Laundering) and Ter-

rorist Financing Act (PCMLTFA) 

This guidance provides information about certain amend-
ments to the Proceeds of Crime (Money Laundering) and 
Terrorist Financing Regulations (the Regulations) which 
were made in June 2016. Please note that guidance relat-
ing to client identification and Politically Exposed Persons 
(PEP) and Heads of International Organizations (HIO) is 
already published on FINTRAC's guidance webpage and 
are therefore not covered in this document. Some of the 
regulatory changes came into force in June 2016, while 
others will come into force in June 2017. 

What changes were made? 

The changes relate to the following: 

• signature (in force June 2016); 

• signature card (in force June 2016); 

• the definition of: 

http://financialcrime.acfcs.org/e1t/c/*W89s7LS6SPx2cVFfhS63r3DwC0/*W90LKmT9j10lMW8JzTsr4SjqyD0/5/f18dQhb0S65P7w2QxyVWp8qz3cN23rW6cZKjw513Wg6W1rkZgb9cPmh9W1cbZr745sqNsW2VtX-F7BFcf8W37k2nx6Cc4LWW6BtlNh2wfgg7W8tWqWB7-BLj9W7McVp54stFRWW8D8hNN6KSR_SW7Fy_dl8hGjq8W6Gr-c05-W9l5Vvbctv1LPjMWMZS1xfFbyDMM9gb1q8WDx0VfsXxk8lngxjMnNrys1_dDvW5lsrtb7lhn_SW74SWqK1b85X3W1wCz7z26_5zTW67vnql2HxxxgW7k_4X05173p8W3zrMkD57lVDGW5DQG_-26R6DvW5kW9X95QN-DJVYDY3s1vmcxnW3_wzdh3yMJKdW3CVJsf6KbXYLW6XJfLr1rNpn2W5ZP1lv6c89tfW5HTqXw29D_QhW4RxPTc3k7lj8W8T_K6K1ZwDrqW627gGh4s_Z7BW2_WKNL6l3m03W801DFg8MnddsW7c_Tfs8wx_kbW4SBZGT7n8gkqW8YDcR-2Zc4jCW2Wx8bm49nxfNW1Mkk_52QVc7xW6Yv1X58Dgyl8W9m1Hhk8r5wFyW5J2dcy9dbkvTW3gKQnj6RVbrff4DKzHg11
http://financialcrime.acfcs.org/e1t/c/*W89s7LS6SPx2cVFfhS63r3DwC0/*W6d03_45CDnLfVRGNzT83bG7-0/5/f18dQhb0S65N2WdLmGW12h5Np5lDYpmW22yZDm2k_12xW6ShttG1ffGQWW695n6f3MyysXW2TQtR26zzC4YN8GXMgpBXXwmW5g_pF41lvZBNW72qB1p3xSMjKW7nxnDZ28VP2mW7G-xC767XybtW59Snqq6bM0lMW79F4h9630fCJW2nnvyc3CGBB2W1jFgn497qshTW31TShc35j0mPW6fwcl31xYC0vW6d0-gz5B7TgKVc600F7yhxrzW1NwwDy4ZBS5GW2WBrzS6l4BGBW2v_Cxd11fZx_W3wb-_D3wPtKLV45Gj218qX0kW2gMlNZ3RlPqHW7NnVd71Ld289W6Wyt4K51tbM6W3-qqH26w20SrW7k4p-X2j_RyJW5tQgyk1Y5KMqW5Vm4713fcRjKVTwrCN8vhlX3W1KstjZ95NjFsW3pbxs83Kbz_SW5L18rv1rQVHcW20kpVc2K-bJ1W5sjwlN9bGqj9VVZJW27r3JfGN6hK141gpf7yW4hZ3r5472qPjW1G3FDQ7frDZmW3K35831b1kFqW7Z56vy6Ym3m-W2hy5QW4Bn7FLVrPWB_4D49nDW5bvPh86hljK0f3Hjj_-11
http://financialcrime.acfcs.org/e1t/c/*W89s7LS6SPx2cVFfhS63r3DwC0/*W78b0qP54FdX7W4Y8wlD70C3KM0/5/f18dQhb0S1W97vS8kmT_jP35jGyjLW1w1Btv4Shk2JW4GKScV8_1_YrW1ydlGB8xzs38W5NstVq4kfFMmW4nPqTq8dsKRDW6M633P6VY5K8W8rDW-s7TB9ZjW8M_ymt1gYH1ZW4RG5zf6v8LsXW59LHQt4Ns_zkW45S7F-7ntg1FV82FWt5TTNspW8pXCHk3QkXf6W5bKsTS7Mrs5PW7CLhjn7RNgBtN2lxKt8h-SfKW4RDDCp2sl_gXW3Ls6LM1Ys3w4W2qKV6W3XNvpvW50cqqw3VSpm5W2Fr_221f4RQhW5cdDYD37xJf3W19B8Mh6Lq8JmW7gVGTg59vh7zW3Zy1zz8bQRTXW3kYKJ38wny4zW5741Cz2Ty5v6W141pqF2_vFZwMsnz3hpM9PDW545xmh7-rj26W6Tqz8n5yplMXW893_GB2YK12LW2MXGnD2q4cx3W5tGfj17zMFB4VpCmpn6G1gQjW3cJVhG57lsJMW4T1QjB6PffvlMb9nZ7tX4sfV1DTgb14Jmv8W4Q-RWy85ZQxmW1rbp6V21rDM_W8tqrc589bJ3pW4M7rmy7VPjbsW4-KlXP7510s0f4cjfbD02
mailto:customerservice@canadianinstitute.com
mailto:customerservice@canadianinstitute.com
http://financialcrime.acfcs.org/e1t/c/*W89s7LS6SPx2cVFfhS63r3DwC0/*W7-LwK73kX6TNW6vtYhG5z4kJh0/5/f18dQhb0S5fk8XJ8hgW7ZLv932qwv1fW32Gk_93Dv9-kMf5qvWXD6prW39Dr-N8pCDMPW51frrQ5CYQL8W4sg8KJ1ngZfhW4vgKM198m_ZCW999f656PVKcrW6N3nBL8xGZNnW3KBKJr3VpvNdW9dSlS635rgClW94-4T07sLfyrW5DBw5F7v70xcW34mKvy8mQMWvW5Tc1Y98SCB2lW8QKpyr4sj3hVW2BcyM91mGWmCW7Ym2c36ZFczDW631hS-7m40QdW6p2STK6-zsNmW87LYDQ5Wm6L7W8pCx095d26nNN8d5Xm3blBDGW4V7Wkr8xMGXLW2HbPZL86BJXhW2zjWyC7mNzSMW5Cr69B4Vc8lPMDP0-9dpJZ0W7fJWXF6SSJNcMcb1klVzQv-VVn7DD8G3Sq2N8SFxggJq2bgN32SfglHBXWzN1RT4J1FhtQ-W8j1VZF4lH4LNW6N_lnh1Jwy1qW20q9jC9kdhF_W5w5WPk8BGPVQN7-chz2rKGtgW5wG3mF2glhJ60
http://financialcrime.acfcs.org/e1t/c/*W89s7LS6SPx2cVFfhS63r3DwC0/*W7-LwK73kX6TNW6vtYhG5z4kJh0/5/f18dQhb0S5fk8XJ8hgW7ZLv932qwv1fW32Gk_93Dv9-kMf5qvWXD6prW39Dr-N8pCDMPW51frrQ5CYQL8W4sg8KJ1ngZfhW4vgKM198m_ZCW999f656PVKcrW6N3nBL8xGZNnW3KBKJr3VpvNdW9dSlS635rgClW94-4T07sLfyrW5DBw5F7v70xcW34mKvy8mQMWvW5Tc1Y98SCB2lW8QKpyr4sj3hVW2BcyM91mGWmCW7Ym2c36ZFczDW631hS-7m40QdW6p2STK6-zsNmW87LYDQ5Wm6L7W8pCx095d26nNN8d5Xm3blBDGW4V7Wkr8xMGXLW2HbPZL86BJXhW2zjWyC7mNzSMW5Cr69B4Vc8lPMDP0-9dpJZ0W7fJWXF6SSJNcMcb1klVzQv-VVn7DD8G3Sq2N8SFxggJq2bgN32SfglHBXWzN1RT4J1FhtQ-W8j1VZF4lH4LNW6N_lnh1Jwy1qW20q9jC9kdhF_W5w5WPk8BGPVQN7-chz2rKGtgW5wG3mF2glhJ60
http://www.financialcrimeconference.com/
http://www.financialcrimeconference.com/
http://www.fintrac.gc.ca/publications/guide/guide-eng.asp
http://www.fintrac.gc.ca/publications/guide/guide-eng.asp


 

 

GARRY’S SIREN  \  16 

o securities dealer (in force June 2016); 
o casino (in force June 2017); 
o affiliate (in force June 2016); 
o client credit file (in force June 2017); 

• elements that must be considered in your risk 
assessment: 

o new technologies and developments 
(in force June 2017); 

o risk resulting from the activities of affili-
ates (in force June 2017); and 

• records you must keep of “reasonable 
measures” that you have taken (in force June 
2017) 

Why were these changes made? 

The changes were made to clarify the type of client infor-
mation that reporting entities must obtain and keep as 
part of the client due diligence process, to strengthen 
Canada's Anti-money Laundering and Anti-Terrorist Fi-
nancing Regime, to strengthen information sharing and 
to address technical issues. 

Signature 

What is a signature? 

A signature can now include a handwritten signature or 
an electronic signature which is numeric, character-
based, or even biometric, so long as it is unique to the cli-
ent and a record of it can be kept. The definition of signa-
ture was amended in the Regulations to include an elec-
tronic signature as long as it is unique to an individual or 
entity. Prior to this amendment, a signature was limited 
to the handwritten form. 

Why is this change being made? 

This change provides increased flexibility in non-face-to-
face situations, such as online account openings. 

What is an example of an electronic signature? 

An electronic signature can be a personal identification 
number (PIN), since it is unique to the individual client 
and used to authorize transactions and provide account 
access. Another example is a password for an online bank 
account. 

What is NOT an electronic signature? 

The electronic signature must be unique to the person or 
entity, so merely clicking on something like a “click to ac-
cept” button would not meet the requirement of 
“uniqueness” for an electronic signature. 

Signature card 

How has the definition of signature card changed? 

The definition of signature card was amended to include 
electronic data that constitutes the signature of a per-
son.  This change would be relevant for financial entities, 
securities dealers and casinos at account opening when 
they create a signature card.  

Why has the definition of signature card changed? 

The definition has changed as a result of the modification 
of the definition of signature, which now includes elec-
tronic signatures. The changes to the definition provide 
increased flexibility in non-face-to-face situations, such 
as online account openings. 

What is an example of an electronic signature card? 

An electronic signature card can be an electronic record 
of your client's PIN. As another example, an electronic 
record of your client's password to their online banking 
account is an electronic signature. The data for the PIN 
and password could be encrypted. FINTRAC would expect 
you to provide a record that demonstrates you have met 
the requirements of a signature card even if it is on a 
computer system (versus a physical copy). The electronic 
signature on a computer system does not need to be 
available in unencrypted format. 

Definition of securities dealer 

How has the definition of securities dealer changed? 

The definition of securities dealer was changed to align 
with the definition in the Proceeds of Crime (Money 
Laundering) and Terrorist Financing Act (the Act). 

Why was the definition of securities dealer amended? 
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The definition of securities dealer in the Regulations was 
updated to align with the recently amended definition of 
securities dealer in the Act.  The definition was amended 
to clarify that any broker employed by a securities dealer 
is not considered a reporting entity. 

Example: 

If you are a broker-dealer employed by and authorized to 
sell securities on behalf of a securities dealer firm such as 
XYZ Wealth Management, it is your employer, XYZ 
Wealth Management, that is considered to be the securi-
ties dealer according to the Regulations. Therefore, XYZ 
Wealth Management is the reporting entity in this exam-
ple. 

Definition of casino 

How has the definition of casino changed? 

The definition of casino in the Regulations has been 
amended to clarify who is the reporting entity under the 
Act when it relates to casino or lottery schemes for which 
they are legally responsible. A lottery scheme is a term 
used in Canada's Criminal Code which can generally be 
defined as anything related to casino games or betting. 

The Regulations refer to the term ‘conduct and man-
age' to identify the entity legally responsible for the gam-
ing activities at a casino.  The revised definition is now in 
line with the Criminal Code terminology that sets out 
who can oversee, carry out or license out the gaming ac-
tivities. The entities that conduct and manage, as author-
ized by the Criminal Code, must do so in line with the 
provincial legislation on gaming. 

In Canada, the provincial and territorial governments del-
egate legal responsibility to entities that can conduct and 
manage the gaming activities at a casino.  The reporting 
entity subject to the Act, is the entity that is authorized 
by the province to conduct and manage a casino.  

In some cases, the entity that conducts and manages a 
casino is not necessarily the same person or entity that 
operates the casino activities on a day-to-day basis. 

A provincial entity that conducts and manages a casino, 
such as a lottery corporation, has obligations under the 
Act when the casino is: 

• located at a fixed place of business that includes 
games of roulette or card games; or 

• located at a fixed place of business, where there 
are more than 50 slot machines or similar elec-
tronic games in the establishment.This could in-
clude a place of business such as a restaurant 
that has these electronic gaming machines; or 

• accessible to the public through the Internet or 
another digital network.This does not include an 
entity if it is solely offering online bingo or the 
sale of lottery tickets. 

It should be noted that if a provincial lottery corporation 
has been delegated the conduct and manage authority 
by the province, and that it then further delegates its re-
porting obligations to another entity, the lottery corpora-
tion remains the reporting entity responsible for ensuring 
compliance with the Act. 

Why was the definition of casino amended? 

The definition of casino was updated in both the Act and 
the Regulations to align with the conduct and manage 
provisions outlined in the Criminal Code. It was also 
amended to clarify that online casinos are subject to the 
Act. 

Examples of casinos as defined in the Regulations 

• A provincial government entity that conducts 
and manages a casino in a fixed place of busi-
ness, and has 51 electronic gaming machines. 

• A charitable organization that conducts and 
manages a casino in a fixed place of business for 
more than two days. The casino has, among 
other activities, games of roulette and card 
games. 

• The board of a fair that decides to open their 
community fair year-round, if they conduct and 
manage two games of roulette and card games 
in a permanent establishment, i.e. a fixed place 
of business. 

• A provincial casino that offers online slot and ta-
ble games, such as poker and roulette, which 
are accessible from any network or the internet. 

Casino client identification 

Under the changes relating to casinos, the language of 
the obligation was changed so that you now must ascer-
tain the identity of every person for whom a signature 
card is created in respect of an account that your casino 
opens. 
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The timing of when the obligation must be fulfilled was 
also changed. Now you must identify every person for 
whom a signature card is created before any funds are 
disbursed from the account. For example, a client has to 
be identified before an online casino can disburse funds 
to that client. 

Definition of affiliate 

How has the definition of affiliate changed? 

Previously there were two definitions of affiliate. The 
Regulations have been revised to include just one defini-
tion, as follows: an entity is affiliated with another entity 
if one wholly owns the other, if both are wholly owned 
by the same entity, or if their financial statements are 
consolidated. 

The reporting entities required to consider their affiliates 
are those referred to in paragraphs 5(a) to (g) of the Act, 
which include banks, credit unions, caisses populaires, fi-
nancial services cooperatives, credit union centrals, trust 
and/or loan companies, life insurance companies regu-
lated by provincial legislation, or a life company or for-
eign life company to which the Insurance Companies Act 
applies, and securities dealers. 

What are some examples of affiliates? 

The following are examples of affiliated entities: 

• if ABC life insurance company wholly owns XYZ 
life insurance company, then ABC company and 
XYZ company are affiliated; 

• if Bank D and securities dealer ABC are both 
owned by Bank E, then Bank D, securities dealer 
ABC, and Bank E are all affiliated; and 

• if the financial statements of one bank are con-
solidated with those of another bank, then 
these two banks are affiliated with one another. 

Client credit file 

Financial entities must keep a record of every client 
credit file they create in the course of normal business. 

How has the definition of client credit file changed? 

The definition of client credit file has been repealed from 
the Interpretation section of the Regulations. Record 

keeping obligations now specifically set out what infor-
mation must be collected when entering into a credit ar-
rangement with a client. 

What specific information are you required to keep? 

You are required to keep the following information with 
respect to a credit arrangement that you have entered 
into with a client:  

• a record of your client's financial capacity; 

• the terms of the credit arrangement; and 

• if your client is a person, the address of their 
business or place of work. 

Please note that it continues to be a good practice to also 
keep a record of the name of the business or place of 
work. 

Elements that must be considered in your risk assess-
ment 

Developments relating to new technologies and their 
impact 

As part of your compliance program, you have to assess 
and document your exposure to the risk of money laun-
dering offences or terrorist activity financing offences. 
You will also have to consider money laundering or ter-
rorist financing risks that may arise because of new prod-
ucts and new business practices, including new delivery 
channels, and the use of new or developing technologies 
for both new and existing products. 

Why was this requirement added? 

The requirement was added to ensure that reporting en-
tities are aware of the money laundering and terrorist fi-
nancing vulnerabilities posed by implementing new tech-
nologies, in order for them to mitigate the risk. This regu-
latory requirement was added to strengthen Canada's 
Anti-Money Laundering and Anti-Terrorist Financing Re-
gime and bring it in line with international standards. 

Consideration of affiliates – financial entities, life insur-
ance companies, securities dealers 

Risk-based assessments relating to your affiliates 
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As part of the compliance program, financial entities, life 
insurance companies and securities dealers will have to 
consider any risk resulting from the activities of: 

• an entity that is affiliated with them and that is 
a financial entity, life insurance  company,  or 
securities dealer; 

• a foreign entity that is affiliated with them and 
that carries out financial entity, life insurance 
company, or securities dealer activities. 

The implementation of new technology and the activities 
of affiliates should be included as part of the overall risk-
based approach. 

Keep a record of any “reasonable measures” you have 
taken 

What are reasonable measures? 

The term “reasonable measures” refers to activities you 
are expected to undertake in order to meet certain obli-
gations. The Regulations explicitly state when you must 
take reasonable measures to meet an obligation. For ex-
ample, every person or entity that is required to keep a 
large cash transaction record must take reasonable 
measures to determine whether or not an individual is 
acting on behalf of a third party when conducting a large 
cash transaction, and then keep a record of that infor-
mation.  If, even after taking reasonable measures, cer-
tain information cannot be determined, gathered or con-
firmed; you have met the obligation. 

It should be noted that reasonable measures must not be 
confused with, and do not apply to data elements that 
are mandatory, that is, where information must be ob-
tained before the transaction or activity can be com-
pleted. For example, if you are unable to obtain the 
name of the conductor in a large cash transaction, then 
that transaction cannot be completed. 

Documenting reasonable measures 

The Regulations have been changed to require that a rec-
ord be kept when reasonable measures were taken, but 
were unsuccessful. A reasonable measure is unsuccessful 
when you do not obtain a response, such as a yes or no 
and you are unable to make a conclusive determination. 
When reasonable measures are unsuccessful, you must 
record the following information: 

• the measure(s) taken; 

• the date on which the measure(s) was taken; 
and 

• the reason why the measure(s) was unsuccess-
ful. 

You must outline the reasonable measures that you take 
in your compliance policies and procedures. 

Examples of documenting reasonable measures when 
they are unsuccessful: 

1. If you, as a casino, are making a disbursement to 
a person and you ask if the person is receiving 
the funds on behalf of a third party and the indi-
vidual refuses to answer yes or no.You would 
need to record that you asked the person, the 
date you asked and the fact that the person re-
fused to answer. 

2. If you have already asked, and know that a for-
eign bank will not provide information on a cli-
ent ordering an EFT to be received in Canada, 
you may document this once for all the transac-
tions related to this foreign bank to demon-
strate that reasonable measures were taken. In 
other words, you do not need to document this 
for every single EFT. However, as part of the un-
derlying obligation to take reasonable measures, 
you are expected to follow up with the foreign 
bank periodically to see if you are able to obtain 
information on the client ordering the EFT. 

You are required to assess any potential threats and vul-
nerabilities to money laundering and terrorist financing 
to which your business is exposed. You should consider a 
client's refusal to provide, or your inability to obtain cer-
tain information as part of your overall assessment of cli-
ent risk.  Even if you have met your obligation to obtain 
information based on reasonable measures, the refusal 
or unwillingness to provide information may form part of 
your reasonable grounds to suspect that a transaction is 
related to a money laundering or terrorist financing of-
fence and therefore, a Suspicious Transaction Report 
(STR) may be required to be submitted to FINTRAC. 

Retention: You must keep records of your unsuccessful 
reasonable measures for at least five years following the 
date they were created. 

THE MONEY LAUNDERING RISK POSED 

BY LAWYER TRUST ACCOUNTS 
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In December 2016, the Financial Action 

Task Force (FATF), an intergovernmental organi-

zation established during the 1989 G7 summit, 

released a report on the United States’ efforts to 

combat money laundering and terrorist financ-

ing. This report grades the United States in 51 

categories based on how well the country is ad-

hering to international standards. While the 

United States performed well overall, the FATF 

gave the lowest possible score in five catego-

ries, each of which singled out the lack of finan-

cial regulation for American lawyers. 

  

A particular weak point was the lack of regula-

tion regarding how lawyers handle client funds 

in interest on lawyer trust accounts (commonly 

referred to as IOLTA or IOLA). Congress passed 

regulation allowing the use of IOLTAs in the 

1980s, following changes to federal banking 

laws that allowed certain checking accounts to 

bear interest. Attorneys use IOLTAs to hold either 

small or short-term client funds. The interest gen-

erated by these funds is then donated to chari-

table legal organizations (normally through a 

state IOLTA program). 

  

Generally, when an attorney or a law firm is 

holding funds from a client (such as for a re-

tainer or in preparation for the closing of a real 

estate or business transaction), a trust account is 

opened so the client can receive interest on the 

money. Like other trust accounts, these individ-

ual accounts must include the client’s taxpayer 

identification number and normally go through 

a Patriot Act screening. 

  

However, if a lawyer is holding small or short-

term funds, it usually does not make sense to 

open an individual account for the client due to 

the costs and time involved. Instead, the money 

is pooled with other client funds in an IOLTA. Be-

cause funds are commingled in these trust ac-

counts, a client’s taxpayer identification num-

ber does not need to be disclosed. Instead, 

these accounts carry the name of the lawyer or 

law firm they belong to and normally use the 

taxpayer identification number for the state 

IOLTA program. This means that lawyers or 

fraudsters can use IOLTAs to potentially disguise 

the sources of illicit transactions. 

  

Lack of Regulation 

The American Bar Association (ABA) has long 

opposed rules that would require lawyers to 

help identify money laundering or terrorist fi-

nancing. This is primarily out of concern for client 

confidentiality and attorney independence 

from federal oversight. The ABA fears that regu-

lations requiring attorneys to help identify suspi-

cious transactions could undermine the attor-

ney-client privilege and jeopardize the confi-

dentiality of the attorney-client relationship. As a 

result, there is very little regulation regarding 

how lawyers manage client funds or their trust 

accounts. This is in contrast to regulation in the 

United Kingdom and the European Union that 

has required attorneys to adhere to money 

laundering rules for more than a decade. 

  

Similarly, the Bank Secrecy Act (BSA) introduced 

reporting requirements to the American bank-

ing industry in 1970. The primary purpose of the 
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BSA is to require financial institutions to report 

certain transactions and to collaborate with the 

U.S. government to combat money laundering 

and fraud. Lawyers in the U.K and EU bear anal-

ogous responsibilities. 

  

While the ABA resists the expansion of elements 

of the BSA to attorneys, it does offer guidance 

to help American lawyers identify questionable 

transactions. In 2010, the ABA issued a detailed 

document of suggested best practices in-

tended to help lawyers detect and combat 

money laundering and terrorist financing. The 

FATF report acknowledges and commends the 

ABA’s guidance, but also indicates that it is un-

clear how many lawyers actually adhere to 

these suggested, voluntary practices. Law firms 

and solo practitioners are under no obligation 

to follow the ABA’s recommended practices, 

and many attorneys might not even be aware 

of them. 

  

Abuse of Lawyer Trust Accounts 

It is possible that many attorneys, especially 

those at small firms, are ill-informed of how cli-

ents might seek to take advantage of lawyer 

trust accounts. Even major law firms might inad-

vertently assist clients with money laundering. 

  

For example, in a civil asset forfeiture case 

opened in July 2016, the U.S. Department of Jus-

tice (DOJ) alleged that major law firms were 

used to launder approximately $1 billion stolen 

from the Malaysian government into the United 

States. The scheme allegedly involved promi-

nent multinational law firms Shearman & Sterling 

and DLA Piper. 

  

While the government did not charge either firm 

with improper conduct, it alleges that Shear-

man & Sterling held $368 million of the illicit 

funds in an IOLTA, and DLA Piper held more 

than $218 million. The laundered money was al-

legedly used as part of an extravagant spend-

ing spree by Riza Aziz, the stepson of Malaysia’s 

current prime minister, and one of Aziz’s close 

friends, Malaysian financier and agent Low 

Jaek Jho. The money was spent on a private jet, 

a Beverly Hills mansion, Van Gogh and Monet 

paintings, and other lavish items. Additionally, 

Aziz’s film production company, Red Granite 

Pictures, Inc., allegedly used some of the money 

to help fund the production of “The Wolf of Wall 

Street.” 

  

The DOJ asset forfeiture case is part of an ongo-

ing scandal regarding the misappropriation of 

at least $3.5 billion of Malaysian government 

funds. Several foreign law enforcement agen-

cies are investigating the alleged embezzle-

ment of money from Malaysia’s state invest-

ment fund 1MDB by the current Malaysian 

prime minister as well as Aziz, Low and a number 

of other individuals with close ties to the govern-

ment.  

 

Lawyers might also knowingly use their trust ac-

counts for illicit purposes. In September 2016, a 

San Diego lawyer was sentenced to five years in 

prison and ordered to forfeit $12 million after 

pleading guilty to operating an unlicensed 

money transmitting business. Richard Medina, 

Jr. used his law firm’s trust accounts to disguise 

funds and transmit them out of the U.S. for cli-

ents.  
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Medina funneled at least $12 million through his 

trust accounts for clients and collected a com-

mission for each transaction. In his plea agree-

ment, Medina also admitted to knowing that 

the transactions routed through his accounts 

were likely the proceeds of illegal activities or 

were used to promote illegal activities. Because 

the Currency Transaction Reports filed by the 

banks involved in the transactions only included 

information identifying Medina’s law firm, the 

actual source of the money remains unknown.  

Medina is not the first attorney to be accused of 

deliberately misusing lawyer trust accounts. In 

2011, a Boston-based criminal defense attorney 

pleaded guilty to laundering at least $2 million 

of drug money through his trust account. He re-

ceived 66 months in prison.  

Based on the amount of interest generated by 

IOLTAs in 2015, a Wall Street Journal report esti-

mated that at least $36 billion passed through 

lawyer trust accounts that year. However, be-

cause money frequently moves out of these ac-

counts before it generates interest, the actual 

number is likely much higher.  

Due to the high volume of money moving 

through lawyer trust accounts and the lack of 

regulation, attorneys and anti-fraud profession-

als should educate themselves about the asso-

ciated risks. In particular, attorneys should exer-

cise due diligence when vetting clients, and 

maintain a degree of skepticism if a client spe-

cifically asks for money to be placed in an 

IOLTA. This is especially true if it is a large sum of 

money, or if the client is vague or elusive re-

garding the purpose or source of the funds. It is 

likely that the FATF’s report and the recent spate 

of controversies regarding lawyer trust accounts 

will lead to greater scrutiny of law firm practices 

by federal and state authorities in the future. 
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Tabcorp fined $45m for money laundering, terror fi-

nancing breaches, court confirms  

SARAH-JANE TASKER  

Reporter, Sydney  

The Australian March 16, 2017 3:38 PM  

http://www.theaustralian.com.au/business/compa-

nies/tabcorp-fined-45m-for-money-laundering-terror-

financing-breaches-court-confirms/news-

story/cf2a6ae33bd95ea008572366d9d0d9ef  
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Wagering giant Tabcorp has been hit with a more than $90 

million bill for failings in its anti-money laundering and 

counter terrorism systems, which included a punter anony-

mously obtaining a $100,000 windfall.  

The Federal Court today agreed to a settlement finalised 

between Tabcorp and Australia’s financial intelligence 

agency, Austrac, which included a $45 million fine - the 

highest ever civil penalty in corporate Australia. Austrac 

was also awarded costs, which takes Tabcorp’s financial 

hit for its failings to more than $90m.  

The court determined that Tabcorp had contravened the 

anti-money laundering and counter terrorism financing act 

on 108 occasions. The wagering giant admitted to 

breaches that related to unlawful activity, including money 

laundering and credit card fraud. Tabcorp also admitted it 

failed to identify a customer who collected $100,000 in 

winnings.  

Austrac chief executive Paul Jevtovic said the identity of 

that customer remained unknown.  

“These are the things that are important to us. Who the 

person is and who are they associated to, who they may 

be acting on behalf of. This is the kind of intelligence that 

allows us and law enforcement to do the work we need to 

do to keep our community safe.”  

Mr Jevtovic said Tabcorp had a corporate culture indiffer-

ent to meaningful AML/CTF compliance and risk mitigation 

until the agency intervened.  

“In my view the non-compliance arises from a corpo-

rate culture that is indifferent to AML/CTF compli-

ance,” he said.  

“Cultures such as this put not only the organisation at risk 

but the community by creating opportunities for organising 

crime groups, serious criminals and others to divert their 

criminal wealth to the black market and fund other illegal 

activities such as drug trafficking.”  

Tabcorp chief executive David Attenborough said Tabcorp 

had made a significant investment in enhancing its 

AML/CTF compliance over the last three years.  

 

He added that the company remained firmly committed to 

continuing to work co-operatively with AUSTRAC into the 

future.  

 

 
 
 

Bitcoin wobbles as traders turn to other cryp-

tocurrencies amid uncertain future 

Luke Graham | @LukeWGraham 
Monday, 27 Mar 2017 | 10:41 AM ET 

It's been a volatile period for bitcoin investors, as holders 

of the cryptocurrency prepare for a potential 'fork' in the 

blockchain. 

From Friday morning until Monday afternoon, bitcoin 

was trading under the $1,000 level, and even fell be-

neath $900 on Saturday. This is significant as, barring the 

weekend of March 18 and 19, bitcoin has traded above 

$1,000 since early February and hit a fresh all-time high 

of around $1,325 on March 10. 

Bitcoin is currently back above the $1,000 handle, but is 

well off these recent highs, wiping billions off of its mar-

ket cap value. 

http://www.cnbc.com/luke-graham/
http://twitter.com/LukeWGraham
http://data.cnbc.com/quotes/BTC%3D-USS
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Chris Ratcliffe | Bloomberg | Getty Images 

There are several causes for the recent volatility: Chinese 

regulators cracked down on bitcoin exchanges, while U.S. 

authorities rejected a proposal for a bitcoin-backed ex-

change-traded fund (ETF). The current concern is 

over the future of the bitcoin technology. 

Bitcoin faces a scaling issue, where the number of bitcoin 

transactions that can happen on the blockchain at any 

one time is limited. This is creating a backlog of transac-

tions that are needed to be processed and slowing down 

the system. 

A group called Bitcoin Unlimited advocates for increasing 

the size of the blocks on the blockchain in order to pro-

cess more transactions, but this has split the community. 

To increase the block size would involve splitting the 

blockchain, causing a fork and creating two major block-

chains. This would effectively create two different coins 

and it's not clear which would become dominant. 

As a result, investors are hedging their bets or selling out 

of bitcoin, waiting to see whether or not the fork will 

happen, and if so, which blockchain will be favored by 

the market. 

Data from Bitfinex indicates around 49 million more 

coins have been sold than bought, or roughly 5 percent 

of total coins traded, in the last 30 days. Through March, 

the number of long bitcoin positions held by investors 

has decreased from 26,858 to above 23,142, while the 

number of short positions has increased from 9,820 to 

14,731. 

Meanwhile, the market cap of blockchain assets other 

than bitcoin, such as ether, dash and monero, has more 

than doubled since March 10 from $3.5 billion to more 

than $7 billion, according to Chris Burniske, blockchain 

products lead analyst at ARK Invest. 

"At the same time, bitcoin's market cap has gone from 

$19 billion to $16 billion. Hence, bitcoin's market cap has 

lost $3 billion in value while the combined market cap of 

all other blockchain assets has added more than $3 bil-

lion," he told CNBC via email. 

"Given these market indicators, it would appear investors 

are diversifying their blockchain asset holdings, position-

ing themselves for a generally rising tide in this emerging 

asset class." 

Whether or not the fork happens is hard to tell, but it 

may harm bitcoin's brand, according to Jani Valjavec, co-

founder of ICONOMI, a digital asset management plat-

form for cryptocurrencies. Valjavec argues the brand is 

the main thing behind bitcoin's value. 

"It has wide acceptance now, real world use cases, it can 

be a great store of value, and it is currently trusted by 

the community. Our understanding is that a hard fork, in-

stigated by two parties with very competing interests, 

will primarily weaken the brand," he told CNBC via email. 

"The next biggest brand in the distributed economy is 

ethereum, and that's why we believe it will benefit the 

most." 

However, Fran Strajnar, co-founder & CEO of data and 

research company Brave New Coin, says the market is 

still within the parameters of a bitcoin bull cycle. 

http://www.cnbc.com/2017/03/17/bitcoin-price-blockchain-fork-ethereum.html
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"The proposed contentious fork is unlikely but better to 

happen now than in the distant future. We would end up 

with the original bitcoin and remaining miners activating 

segwit (a well-designed package of system upgrades) and 

a new, much smaller, privatized alternative version of 

bitcoin," he told CNBC via email. 

"The sum result of all the network fork (fear, uncertainty 

and doubt) is we are seeing investors hedge by buying 

into ether. We expect a price drop if there is a fork but a 

similar outcome to ethereum, where the long term mar-

ket capitalization increases for both assets." 

http://www.cnbc.com/2017/03/27/bitcoin-wobbles-as-

traders-turn-to-other-cryptocurrencies-amid-uncertain-

future.html 

 

 

Alarming Cybersecurity Stats You Should 

Know  

Named #2 Top Tech Voice To Follow By 

LinkedIn. 2017 Cybersecurity Marketer of 

The Year. Security, Tech, & IoT Evangelist 

2016 was an alarming year for tallying increases in 

data breaches and analyzing the sophistication of 

cybersecurity attacks and threats. It is clear that 

companies and individuals are playing games of 

catch up from a growing array of cyber adversaries. 

The following links are compiled from recent statis-

tics pulled from a variety of articles and blogs. As we 

head into 2017 and plan to defend our PCs, 

smartphones, and networks, it it worth taking note to 

prepare for the potential cybersecurity implications in 

our changing digital landscape.  

• Hackers Attack Every 39 Seconds 

http://www.securitymagazine.com/arti-

cles/87787-hackers-attack-every-39-sec-

onds#%2EWJ8WgHOJVzg%2Elinkedin 

• One in Three Americans Hacked in the 

Past Year https://www.muni-

chre.com/HSB/hack-survey/index.html 

• 95 percent of breached records came 

from three industries in 2016: Govern-

ment, retail, and technology 

http://www.techrepublic.com/article/forrester-

what-can-we-learn-from-a-disastrous-year-

of-hacks-and-breaches/ 

• Around one billion accounts and records 

were compromised worldwide in 2016. 

That's roughly three for every American 

citizen http://www.techrepublic.com/arti-

cle/forrester-what-can-we-learn-from-a-dis-

astrous-year-of-hacks-and-breaches/ 

• 43 percent of cyber attacks target small 

business https://smallbiz-

trends.com/2017/01/cyber-security-statis-

tics-small-business.html 

• The average cost of a data breach in 2020 

will exceed $150 million by 2020, as more 

business infrastructure gets connected 

https://www.juniperre-

search.com/press/press-releases/cyber-

crime-cost-businesses-over-2trillion 

• 64% of companies have experienced 

web-based attacks.  62% experienced 

phishing & social engineering at-

tacks. 59% of companies experienced 

http://www.cnbc.com/2017/03/27/bitcoin-wobbles-as-traders-turn-to-other-cryptocurrencies-amid-uncertain-future.html
http://www.cnbc.com/2017/03/27/bitcoin-wobbles-as-traders-turn-to-other-cryptocurrencies-amid-uncertain-future.html
http://www.cnbc.com/2017/03/27/bitcoin-wobbles-as-traders-turn-to-other-cryptocurrencies-amid-uncertain-future.html
http://www.securitymagazine.com/articles/87787-hackers-attack-every-39-seconds#%2EWJ8WgHOJVzg%2Elinkedin
http://www.securitymagazine.com/articles/87787-hackers-attack-every-39-seconds#%2EWJ8WgHOJVzg%2Elinkedin
http://www.securitymagazine.com/articles/87787-hackers-attack-every-39-seconds#%2EWJ8WgHOJVzg%2Elinkedin
http://www.techrepublic.com/article/forrester-what-can-we-learn-from-a-disastrous-year-of-hacks-and-breaches/
http://www.techrepublic.com/article/forrester-what-can-we-learn-from-a-disastrous-year-of-hacks-and-breaches/
http://www.techrepublic.com/article/forrester-what-can-we-learn-from-a-disastrous-year-of-hacks-and-breaches/
http://www.techrepublic.com/article/forrester-what-can-we-learn-from-a-disastrous-year-of-hacks-and-breaches/
http://www.techrepublic.com/article/forrester-what-can-we-learn-from-a-disastrous-year-of-hacks-and-breaches/
http://www.techrepublic.com/article/forrester-what-can-we-learn-from-a-disastrous-year-of-hacks-and-breaches/
http://smallbiztrends.com/2016/04/cyber-attacks-target-small-business.html
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malicious code and botnets and 51% ex-

perienced denial of service attacks 

https://nudatasecurity.com/blog/scary-cyber-

halloween/ 

• In 2016, 40% of companies expect a data 

breach caused by malicious insid-

ers https://www.ekransys-

tem.com/en/blog/cyber-security-statistics-

2016 

• Since 2013 there are 3,809,448 records 

stolen from breaches very day , 158,727 

per hour, 2,645 per minute and 44 every 

second of every day https://nudatasecu-

rity.com/blog/scary-cyber-halloween/ 

• Study: 70 percent of US oil, gas compa-

nies hacked last year http://www.business-

wire.com/news/home/20170216005632/en/S

tudy-Reveals-Cybersecurity-Readiness-

Gaps-America%E2%80%99s-Oil 

• Over 75% of health care industry has 

been infected with malware over last year 

https://www.scmagazine.com/75-of-

healthcare-industry-hit-with-malware-re-

port/article/569614/ 

• Cybercrime damage costs to hit $6 tril-

lion annually by 2021 http://www.darkread-

ing.com/attacks-breaches/global-cost-of-cy-

bercrime-predicted-to-hit-$6-trillion-annually-

by-2021-study-says/d/d-id/1326742  

• Large-scale DDoS attacks up 140 percent 

in 2016's fourth quarter http://gsnmaga-

zine.com/node/47957?c=cbrne_detection 

• The median number of days that attack-

ers stay dormant within a network before 

detection is over 200 https://swim-

lane.com/10-hard-hitting-cyber-security-sta-

tistics/ 

•  Average time to detect a malicious or 

criminal attack by a global study sample 

of organizations was 170 days 

https://heimdalsecurity.com/blog/10-surpris-

ing-cyber-security-facts-that-may-affect-

your-online-safety/ 

• THE SCOPE OF IDENTITY 

THEFT:The 2016 Identity Fraud Study, re-

leased by Javelin Strategy & Research, 

found that $15 billion was stolen from 

13.1 million U.S. consumers in 2015, 

compared with $16 billion and 12.7 mil-

lion victims a year earlier 

http://www.iii.org/fact-statistic/identity-theft-

and-cybercrime 

• Cybersecurity spending to exceed $1 tril-

lion from 2017 to 2021 http://www.csoon-

line.com/article/3083798/security/cybersecu-

rity-spending-outlook-1-trillion-from-2017-to-

2021.html 

• CYBERCRIME WILL COST BUSINESSES 

OVER $2 TRILLION BY 2019 

https://www.juniperre-

search.com/press/press-releases/cyber-

crime-cost-businesses-over-2trillion 

• Cybersecurity Ventures reportedly esti-

mates that the global cybersecurity 

space will grow at a CAGR of 9.8% from 

around $106.3 billion in 2015 to around 

$170.2 billion by 2020. Approximately $1 

trillion is expected to be spent globally 

on cybersecurity from 2017 to 2021 

https://www.zacks.com/stock/news/249933/

why-cisco-csco-is-increasing-focus-on-cy-

bersecurity 

• IDC estimates that worldwide businesses 

will spend $101.6 billion on cybersecurity 

in 2020, a 38% increase from the esti-

mated $73.7 billion spend in 2016 with 

the banking sector spending the most. 

Geographically, the U.S. will lead with 

http://nudatasecurity.com/blog/scary-cyber-halloween/
http://nudatasecurity.com/blog/scary-cyber-halloween/
http://nudatasecurity.com/blog/scary-cyber-halloween/
http://nudatasecurity.com/blog/scary-cyber-halloween/
http://gsnmagazine.com/node/47957?c=cbrne_detection
http://gsnmagazine.com/node/47957?c=cbrne_detection
http://www.microsoft.com/en-us/server-cloud/products/advanced-threat-analytics/overview.aspx
http://www.javelinstrategy.com/coverage-area/2016-identity-fraud-fraud-hits-inflection-point
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$31.5 billion on cybersecurity tools and 

services and Western Europe will be sec-

ond with $19.5 billion 

https://www.zacks.com/stock/news/249933/

why-cisco-csco-is-increasing-focus-on-cy-

bersecurity 

• $19 billion: The proposed federal cyber-

security budget for 2017 

http://www.fedtechmagazine.com/arti-

cle/2016/02/president-obama-s-2017-

budget-proposes-19-billion-cybersecurity-

35-increase-2016 

• $11.8 billion: The estimated global cloud 

security market in 2022 https://techbea-

con.com/38-cybersecurity-stats-matter-most 

• Unfilled cybersecurity jobs will reach 1.5 

million by 2019 http://www.streetin-

sider.com/Press+Releases/Cybersecu-

rity+Jobs+Report%3A+Workforce+Short-

age+to+Reach+1.5+mil-

lion+by+2019/11145582.html 

• More than 209,000 cybersecurity jobs in 

the U.S. are unfilled, and postings are up 

74% over the past five year 

http://www.forbes.com/sites/stevemor-

gan/2016/01/02/one-million-cybersecurity-

job-openings-in-2016/#2bbf85027d27 

• The risk is real with IoT and its growing. 

According to figures compiled within a 

recent Symantec Internet Security Threat 

Report, there are 25 connected devices 

per 100 inhabitants in the US 

http://www.darkreading.com/endpoint/iot-se-

curity-by-the-numbers/d/d-id/1325583?im-

age_number=2 

• 2017 Will See 8.4 Billion Connected 

'Things' https://campustechnology.com/arti-

cles/2017/02/09/gartner-2017-will-see-8.4-

billion-connected-things.aspx 

• 50 to 200 billion connected devices by 

2020 https://www.fool.com/investing/gen-

eral/2016/01/18/internet-of-things-in-2016-6-

stats-everyone-should.aspx 

• Human attack surface to reach 4 billion 

people by 2020  http://www.csoon-

line.com/article/3153707/security/top-5-cy-

bersecurity-facts-figures-and-statistics-for-

2017.html?ref=yfp 

• 99% of computers are vulnerable to ex-

ploit kits https://heimdalsecu-

rity.com/blog/10-surprising-cyber-security-

facts-that-may-affect-your-online-safety/ 

• The top three cyberthreat concerns for 

2016 were social engineering, insider 

threats and advanced persistent threats 

(APTs) https://www.isaca.org/pages/2016-

cybersecurity-snapshot.aspx 

• 66%: The proportion of a survey of pro-

fessionals who identified phishing and 

social engineering as top threats 

https://techbeacon.com/38-cybersecurity-

stats-matter-most 

• 2,500 cases of ransomware costing vic-

tims $24 million in the US alone were re-

ported to the Internet Crime Complaint 

Center for 2015 (Turkel, 2016) 

https://www.clearswift.com/blog/2016/05/24/

10-shocking-malware-and-ransomware-sta-

tistics 

• 56,000 ransomware infections in March 

2016, alone https://blog.barkly.com/ransom-

ware-statistics-2016 

• More than 4,000 ransomware attacks 

have occurred every day since the begin-

ning of 2016 https://blog.barkly.com/cyber-

security-statistics-2017 

http://peninsulapress.com/2015/03/31/cybersecurity-jobs-growth/
http://www.csoonline.com/article/3153707/security/top-5-cybersecurity-facts-figures-and-statistics-for-2017.html?ref=yfp
http://www.csoonline.com/article/3153707/security/top-5-cybersecurity-facts-figures-and-statistics-for-2017.html?ref=yfp
http://www.csoonline.com/article/3153707/security/top-5-cybersecurity-facts-figures-and-statistics-for-2017.html?ref=yfp
http://www.csoonline.com/article/3153707/security/top-5-cybersecurity-facts-figures-and-statistics-for-2017.html?ref=yfp
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• 97% of malware is unique to a specific 

endpoint, rendering signature-based se-

curity virtually useless (Webroot, 2015) 

https://www.clearswift.com/blog/2016/05/24/

10-shocking-malware-and-ransomware-sta-

tistics 

• 52% of organizations that suffered suc-

cessful cyber attacks in 2016 aren't mak-

ing any changes to their security in 2017 

https://blog.barkly.com/cyber-security-statis-

tics-2017 

• Only 38 percent of global organizations 

claim they are prepared to handle a so-

phisticated cyberattack https://swim-

lane.com/10-hard-hitting-cyber-security-sta-

tistics/ 
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Wealthy Canadians exposed in KPMG off-

shore tax 'sham' 

$5-million ‘minimum’ entry fee to get into off-

shore scheme 

By Harvey Cashore, Kimberly Ivany, Frederic Zalac, 

Gillian Findlay, CBC News Posted: Mar 03, 2017  

A billionaire Ontario developer with an Order of Can-

ada, a senior vice-president with media giant Rogers 

Communications and the owners of Winnipeg's 

famed Nutty Club candy factory are among numer-

ous wealthy Canadians who appear to be linked to a 

secret tax dodge in the Isle of Man, according to an 

investigation by CBC's the fifth estate and Radio-

Canada's Enquête. 

In its internal marketing pitches, KPMG solicited Ca-

nadians with a "minimum" of $5 million to invest in 

an "Offshore Company Structure," charging clients 

http://www.isaca.org/cyber/Documents/2015-Global-Cybersecurity-Status-Report-Data-Sheet_mkt_Eng_0115.pdf
http://www.cbc.ca/news/cbc-news-online-news-staff-list-1.1294364
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$100,000 simply to start it up. KPMG also guaran-

teed confidentiality. 

In its Isle of Man scheme developed in 1999, 

KPMG also promised "no tax" on offshore invest-

ments — a scheme the Canada Revenue Agency 

later described as a "sham" in court documents.   

The Canada Revenue Agency eventually offered a 

secret amnesty to the accounting firm's clients who 

had been using the scheme. 

But now, some of that secrecy has been exposed. 

Using the Isle of Man's public corporate registry and 

a unique search method developed by journal-

ists, the fifth estate and Enquête discovered the 

names of numerous shell companies connected to a 

KPMG tax avoidance scheme that the CRA had al-

leged "intended to deceive" the federal treasury. 

Shell companies are paper structures set up with no 

real employees, often located in offshore tax havens 

like the Isle of Man. They frequently use local "nomi-

nee" directors that obscure the true identity of real 

owners. 

Still, using the public registry, CBC journalists 

combed through thousands of documents related to 

those Isle of Man shell companies and --- mixed in 

with local Isle of Man "nominee" residents -- found 

dozens of names of wealthy Canadians, their rela-

tives and investment advisers. 

Marwah Rizqy, a tax professor at Sherbrooke Uni-

versity, says it's time for the government to call a full-

scale inquiry and call KPMG and its clients as wit-

nesses. 

"It's time for a real investigation," she said. "I think 

there's a lot that need to be discovered and to make 

sure that we know everything about the deal." 

Whether or not that happens, the Isle of Man docu-

ments yield important clues about who is involved 

with some of those hidden fortunes. 

SKH Limited 

One of the shell companies set up in the Isle of Man 

by KPMG was called SKH Limited.   

SKH documents obtained by the fifth estate point to 

Vic De Zen, a Toronto-area manufacturer and recipi-

ent of the Order of Canada. Canadian Business 

listed De Zen's net worth at $1.16 billion in 2017. 

In December 2001, one of the directors listed for 

SKH was Tisiana Cavarzan. At the time, she was 

also the director of finance of a beach resort and ca-

sino set up by De Zen in St. Kitts in the Caribbean. 

Cavarzan did not respond to numerous phone calls 

and emails. 

After the Canada Revenue Agency began probing 

KPMG's offshore company structure in the Isle of Man in 

2012, SKH pulled up stakes in the Isle of Man and moved 

across the Atlantic. Its new location was 858 Zenway 

Blvd., Frigate Bay, St. Kitts, the exact address of De 

Zen's resort and casino 
 

Bank staff trained to spot cash scams as they 

take place 

By Tony Bonsignore Reporter, Money Box 
4 March 2017 
 
All bank staff are to be trained to spot signs that a 
customer may be withdrawing cash to give to a 
scammer. 

Police hope the scheme will help reduce financial 
crime by spotting scams before money has been 
handed over. 

The plan is to train every single front-facing em-
ployee of banks, building societies and Post Offices. 

Cash payments to fraudsters are typically much 
harder to trace than online payments with the vast 
majority of cases going unsolved. 
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Typical frauds of this kind include paying rogue 
builders, romance scams and elderly abuse.  

'It just didn't add up' 

Staff at one bank which has trialled the scheme 
helped stop a customer being swindled out of 
£13,000. 

Ray, who is in his 60s, was approached by a builder 
at his home in London about some work on his 
house. 

He had withdrawn £6,000 from his local branch after 
explaining to staff what it was going to be used for. 

But when he returned a week later to take out an-
other £13,000 he was recognised by staff member 
Ann-Marie. 

She asked him questions about his cash withdrawal 
which raised suspicions. 

Ray handed over the flier he had been given with 
the builder's contact details and staff gave him a call. 

Ann-Marie added: "The person that answered wasn't 
very professional and the alarm bells started to ring. 
Plus the amount he [Ray] wanted to cash and the 
work he needed done just didn't add up." 

Staff contacted the police who visited Ray the next 
day when the builder was at his property. 

Officers did a background check on the builder and 
which uncovered suspicious activity and he was ar-
rested. 

The new scheme, known as the Banking Protocol, is 
aimed at ensuring banks and police are more active 
in protecting customers. 

It is being run as a joint venture between the police, 
Financial Fraud Action - which represents banks - 
and National Trading Standards.  

All customer-facing bank staff will be told to look out 
for specific signs that a client may be the victim of 
ongoing fraud.  

If they have suspicions, they are encouraged to call 
the police and give a special password. 

Sixteen arrests 

Police trained under the protocol will also commit to 
investigating the fraud as a priority - often visiting the 
bank branch, or the customer's home, immediately.  

In some cases, they may be able to catch the crimi-
nal waiting outside the bank or the victim's home to 
collect the cash. 

Bank staff taking part in the trial scheme in London 
made 178 calls to police which resulted in 16 ar-
rests. 

Banks say £1.4m has already been stopped from 
leaving customer accounts. 

Police, Financial Fraud Action and National Trading 
Standards have hailed the trial a success. 

The scheme is expected to begin in the next few 
weeks with the first 16 police forces trained by the 
end of June 

http://www.bbc.com/news/business-39166130 

March 1, 2017 

19 Indicted in International Fraud and Money 

Laundering Schemes  

Investigators in the U.S. and Abroad Arrest 17  

FBI Washington Field Office Assistant Director in 
Charge Andrew Vale—with U.S. Attorney for the Dis-
trict of Columbia Channing Phillips (right) and other 
officials—discusses the four indictments announced 
in Washington, D.C. today involving a transnational 
organized crime enterprise allegedly responsible for 
the theft of more than $13 million from victims 
around the world. 

Federal indictments unsealed today in Washington, 
D.C., charged 19 people in the U.S. and abroad with 
participating in various international fraud and 
money laundering conspiracies that resulted in the 
theft of more than $13 million from more than 170 
victims, primarily in the U.S. 

Seventeen of those individuals have been taken into 
custody—some in the U.S. and some overseas—
and two remain at large. The Bureau is working with 
our foreign counterparts to locate and apprehend the 
two fugitives. 

http://www.bbc.com/news/business-39166130
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The multi-agency investigation—led by the FBI and 
the Office of the Inspector General of the U.S. De-
partment of Treasury—involved a number of other 
federal agencies and international partners abroad 
joining together to target multi-million-dollar fraud 
and money laundering schemes committed by a 
transnational organized crime network. This particu-
lar case resulted in four indictments involving interre-
lated online vehicle fraud and business e-mail com-
promise (BEC) schemes along with unlicensed 
money transmitting and international money launder-
ing. 

The investigation began in 2011, when the Bureau’s 
Washington Field Office received information about 
abandoned property in a hotel room in Washington, 
D.C. From that, the FBI was able to link the recov-
ered evidence to a transnational organized crime op-
eration involving an online vehicle fraud scheme. 

 

As part of the online vehicle fraud scheme, a net-
work of individuals in Europe allegedly advertised 
cars for sale on various websites. When car buyers 
wired the money to the purported sellers’ bank ac-
counts in Washington, D.C. and elsewhere, other co-
conspirators who had traveled to the U.S. and 
opened bank accounts using counterfeit identifica-
tion documents immediately withdrew the money, 
laundered it, and then sent it to their associates in 
Europe. And of course, the buyers never received 
the vehicles they paid for, but the criminals were 
able to line their pockets with more than $3 million. 
Eight defendants were indicted in this scheme. 

 “Unfortunately, honest individuals with hard-
earned money to spend and enterprising busi-
nesses—two essential elements in our global 
marketplace—were the main targets for these 
criminals.” 

The investigation into the online vehicle fraud 
scheme led to the realization that some of the crimi-
nals involved in that scheme had branched out to 

much more lucrative activity—a BEC scheme that 
resulted in losses of more than $10 million from vic-
tim companies. Four additional defendants were 
charged in this indictment.   

According to the indictment related to the BEC 
scheme, co-conspirators identified and spoofed the 
e-mail accounts of CEOs or other high-level execu-
tives of various international corporations. Using 
these spoofed accounts, they sent e-mails—ostensi-
bly from a company executive—to mid-level employ-
ees working in these corporations’ finance depart-
ments. The employees were instructed to wire large 
sums of money to what they thought were bank ac-
counts they normally dealt with, but the account 
numbers referenced in the e-mails had slightly differ-
ent numbers and were under the control of the crimi-
nal enterprise. Once the funds were transferred, the 
fraudsters allegedly wired that money out of the 
bank accounts and into overseas bank accounts be-
fore the businesses ever realized they had been 
duped. 

 

While investigating the above fraud schemes and 
the efforts to launder the illegal proceeds, investiga-
tors uncovered an unlicensed money transmitting 
network—often referred to as an unlicensed hawala 
system—operating in the U.S., Europe, and Israel, 
which allegedly allowed the fraudulent proceeds of 
the schemes to be distributed from the U.S. to other 
members of the criminal enterprise in Europe and Is-
rael. Six defendants were indicted for operating an 
unlicensed money transmitting business after inves-
tigators followed FBI undercover funds moving 
through the unlicensed hawala network in separate 
transactions in New York and Los Angeles.   

And in the fourth indictment, one person was 
charged with generating hundreds of thousands of 
dollars in proceeds from various fraud schemes and 
international money laundering. 
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The unsealing of the indictments was announced at 
a press conference today at the U.S. Attorney’s Of-
fice for the District of Columbia. U.S. Attorney Chan-
ning Phillips called the indictments “more than just a 
simple set of fraud schemes—the investigation un-
covered an interconnected web of money launderers 
and fraudsters and individuals who enabled their 
criminal activity.” He also said that the criminals 
“could face decades in prison and significant finan-
cial penalties” if convicted. 

Focusing on the victims, FBI Washington Field Office 
Assistant Director in Charge Andrew Vale said, “Un-
fortunately, honest individuals with hard-earned 
money to spend and enterprising businesses—two 
essential elements in our global marketplace—were 
the main targets for these criminals.” But according 
to Vale, because of “the dedication and persever-
ance by our law enforcement partners in the U.S. 
and abroad, the FBI’s multi-year investigation into 
these schemes and this international criminal net-
work has yielded the disruption or return of more 
than $56 million in victim funds.” 

https://www.fbi.gov/news/stories/19-indicted-in-inter-

national-fraud-and-money-laundering-

schemes?utm_content=buffer0b647&utm_me-

dium=social&utm_source=linkedin.com&utm_cam-

paign=buffer 

February 27, 2017 

Business E-Mail Compromise 

Cyber-Enabled Financial Fraud on the Rise 

Globally 

Since 2013, when the FBI began tracking an emerg-
ing financial cyber threat called business e-mail 
compromise (BEC), organized crime groups have 
targeted large and small companies and organiza-
tions in every U.S. state and more than 100 coun-
tries around the world—from non-profits and well-
known corporations to churches and school sys-
tems. Losses are in the billions of dollars and climb-
ing. 

At its heart, BEC relies on the oldest trick in the con 
artist’s handbook: deception. But the level of sophis-
tication in this multifaceted global fraud is unprece-
dented, according to law enforcement officials, and 
professional businesspeople continue to fall victim to 
the scheme. 

 

 

Carried out by transnational criminal organizations 
that employ lawyers, linguists, hackers, and social 
engineers, BEC can take a variety of forms. But in 
just about every case, the scammers target employ-
ees with access to company finances and trick them 
into making wire transfers to bank accounts thought 
to belong to trusted partners—except the money 
ends up in accounts controlled by the criminals. 

“BEC is a serious threat on a global scale,” said 
Special Agent Martin Licciardo, a veteran organized 
crime investigator at the FBI’s Washington Field Of-
fice. “And the criminal organizations that perpetrate 
these frauds are continually honing their techniques 
to exploit unsuspecting victims.”  

Those techniques include online ploys such as 
spear-phishing, social engineering, identity theft, e-
mail spoofing, and the use of malware. The perpe-
trators are so practiced at their craft that the decep-
tion is often difficult to uncover until it is too late. 

According to the FBI’s Internet Crime Complaint 
Center (IC3), “the BEC scam continues to grow, 
evolve, and target businesses of all sizes. Since 
January 2015, there has been a 1,300 percent in-
crease in identified exposed losses, now totaling 
over $3 billion.” 

Although the perpetrators of BEC—also known as 
CEO impersonation—use a variety of tactics to fool 
their victims, a common scheme involves the crimi-
nal group gaining access to a company’s network 
through a spear-phishing attack and the use of mal-
ware. Undetected, they may spend weeks or months 
studying the organization’s vendors, billing systems, 
and the CEO’s style of e-mail communication and 
even his or her travel schedule. 

https://www.fbi.gov/news/stories/19-indicted-in-international-fraud-and-money-laundering-schemes?utm_content=buffer0b647&utm_medium=social&utm_source=linkedin.com&utm_campaign=buffer
https://www.fbi.gov/news/stories/19-indicted-in-international-fraud-and-money-laundering-schemes?utm_content=buffer0b647&utm_medium=social&utm_source=linkedin.com&utm_campaign=buffer
https://www.fbi.gov/news/stories/19-indicted-in-international-fraud-and-money-laundering-schemes?utm_content=buffer0b647&utm_medium=social&utm_source=linkedin.com&utm_campaign=buffer
https://www.fbi.gov/news/stories/19-indicted-in-international-fraud-and-money-laundering-schemes?utm_content=buffer0b647&utm_medium=social&utm_source=linkedin.com&utm_campaign=buffer
https://www.fbi.gov/news/stories/19-indicted-in-international-fraud-and-money-laundering-schemes?utm_content=buffer0b647&utm_medium=social&utm_source=linkedin.com&utm_campaign=buffer
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“The best way to avoid being exploited is to ver-
ify the authenticity of requests to send money by 
walking into the CEO’s office or speaking to him 
or her directly on the phone. Don’t rely on e-mail 
alone.” 

Martin Licciardo, special agent, FBI Washington 
Field Office 

When the time is right, often when the CEO is away 
from the office, the scammers send a bogus e-mail 
from the CEO to a targeted employee in the finance 
office—a bookkeeper, accountant, controller, or chief 
financial officer. A request is made for an immediate 
wire transfer, usually to a trusted vendor. The tar-
geted employee believes he is sending money to a 
familiar account, just as he has done in the past. But 
the account numbers are slightly different, and the 
transfer of what might be tens or hundreds of thou-
sands of dollars ends up in a different account con-
trolled by the criminal group. 

If the fraud is not discovered in time, the money is 
hard to recover, thanks to the criminal group’s use of 
laundering techniques and “money mules” worldwide 
that drain the funds into other accounts that are diffi-
cult to trace. 

“The ability of these criminal groups to compromise 
legitimate business e-mail accounts is staggering,” 
Licciardo said. “They are experts at deception. The 
FBI takes the BEC threat very seriously,” he added, 
“and we are working with our international partners 
to identify these perpetrators and dismantle their or-
ganizations.” 

The Art of Deception 

The organized criminal groups that engage in busi-
ness e-mail compromise scams are extremely so-
phisticated. Here are some of the online tools they 
use to target and exploit their victims: 

• Spoofing e-mail accounts and websites: 
Slight variations on legitimate addresses 
(john.kelly@abccompany.com vs. john.kel-
ley@abccompany.com) fool victims into 
thinking fake accounts are authentic. The 
criminals then use a spoofing tool to direct 
e-mail responses to a different account that 
they control. The victim thinks he is corre-
sponding with his CEO, but that is not the 
case. 

• Spear-phishing: Bogus e-mails believed to 
be from a trusted sender prompt victims to 
reveal confidential information to the BEC 
perpetrators. 

• Malware: Used to infiltrate company net-
works and gain access to legitimate e-mail 
threads about billing and invoices. That in-
formation is used to make sure the suspi-
cions of an accountant or financial officer 
aren’t raised when a fraudulent wire transfer 
is requested. Malware also allows criminals 
undetected access to a victim’s data, includ-
ing passwords and financial account infor-
mation.  

If you or your company have been victimized by a 
BEC scam, it’s important to act quickly. Contact your 
financial institution immediately and request that 
they contact the financial institution where the fraud-
ulent transfer was sent. Next, call the FBI, and also 
file a complaint—regardless of dollar loss—with the 
FBI’s Internet Crime Complaint Center (IC3). 

Don’t be a Victim 

The business e-mail compromise scam has resulted 
in companies and organizations losing billions of dol-
lars. But as sophisticated as the fraud is, there is an 
easy solution to thwart it: face-to-face or voice-to-
voice communications. 

“The best way to avoid being exploited is to verify 
the authenticity of requests to send money by walk-
ing into the CEO’s office or speaking to him or her 
directly on the phone,” said Special Agent Martin Lic-
ciardo. “Don’t rely on e-mail alone.” 

Here are other methods businesses have employed 
to safeguard against BEC: 

• Create intrusion detection system rules that 
flag e-mails with extensions that are similar 
to company e-mail. For example, legitimate 
e-mail of abc_company.com would flag 
fraudulent e-mail of abc-company.com. 

• Create an e-mail rule to flag e-mail commu-
nications where the “reply” e-mail address is 
different from the “from” e-mail address 
shown. 

• Color code virtual correspondence so e-
mails from employee/internal accounts are 
one color and e-mails from non-em-
ployee/external accounts are another. 

• Verify changes in vendor payment location 
by adding additional two-factor authentica-
tion such as having secondary sign-off by 
company personnel. 

• Confirm requests for transfers of funds by 
using phone verification as part of a two-fac-
tor authentication; use previously known 
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numbers, not the numbers provided in the e-
mail request. 

• Carefully scrutinize all e-mail requests for 
transfer of funds to determine if the requests 
are out of the ordinary. 

•  

Zeljka Zorz - Managing EditorMarch 15, 2017  

 

Online fraudsters’ preferred tools and tech-

niques revealed 

• April 2017: The 8th annual Hack In The 

Box Security Conference in Amsterdam 

• A new report by DataVisor Threat Labs 

has provided unprecedented insight into 

the behaviors and attack techniques of 

some of the world’s largest online crime 

rings, and revealed their favorite tools 

and attack techniques for creating ac-

counts and evading detection. 

 
• Fraudsters prefer desktop machines 

• The report, compiled by analyzing te-

lemetry signals gathered by the DataVi-

sor User Analytics Service over the last six 

months of 2016, showed that 82% of fake 

accounts originated from desktop ma-

chines, compared to only 18% from mo-

bile platforms.  

• “It is not hard to see why fraudsters pre-

fer desktop — there is no reliable device 

fingerprint that can be used to uniquely 

track web users,” the researchers noted. 

“Creating the appearance of a different 

user can be as simple as clearing the 

browser cookie and/or spoofing the 

user-agent string. By contrast, mobile 

apps sit directly on the devices and col-

lect more accurate device identifiers, or 

monitor user behavior within the app, 

making it harder for fake accounts to 

avoid detection.” 

• Another reason is that, on desktop, it’s 

easy to use emulation software to cre-

ate hundreds or thousands of virtual de-

vices, which appear as uniquely legiti-

mate users. 

• When it comes to mobile, criminals pre-

fer Android 

• On mobile devices, fraudsters prefer An-

droid to iOS (74% vs 25%), as the former 

are more easily customizable, and there 

are more Android apps for spoofing GPS 

location services on the device, forging 

network requests, automating human-

like activities, etc. 

• Fraudsters favour using the same brows-

ers most regular users prefer: Chrome, 

Firefox, and IE.  

• But, interestingly enough, the browser 

with the highest fraction of fraudulent 

accounts (94% of its users) is Comodo 

Dragon, a Chromium-based browser 

that includes extensive security and pri-

vacy features, such as disabling web 

tracking, using Comodo’s DNS servers in-

stead of the ones hosted by the internet 

service provider, etc. It seems obvious 

that fraudsters like it for its privacy fea-

tures. 

•  
• Cloud services are a boon for fraudsters, 

and 18% of accounts originating from 

cloud service IP ranges are fraudulent. 

• “Fifty-four percent of the fraudulent ac-

counts on social platforms originated 

from cloud hosting networks, while two-

thirds of fraudulent accounts on finan-

cial services are from residential net-

works. This difference can be attributed 

to the nature of the attacks — social 

platforms are frequented by massive 

waves of fake account registrations 

made scalable by cloud infrastructure, 

whereas financial fraudsters are more 

stealthy, conducting attacks with a 

https://www.helpnetsecurity.com/author/zeljkazorz/
https://www.helpnetsecurity.com/hns/hitb-2017t/
https://www.helpnetsecurity.com/hns/hitb-2017t/
https://www.helpnetsecurity.com/images/posts/fraud-crime.jpg
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combination of scripts and manual 

work,” the researchers explained. 

• For mobile gaming, where one of the 

most costly fraud attacks is user acquisi-

tion fraud, fake app installs are com-

monly performed from cloud hosting 

networks located in the targeted region, 

with subsequent engagement activities 

(e.g., logins, in-app events) generated 

by mechanical Turks from offshore sites.” 

• Like most regular users, fraudsters prefer 

Gmail, Outlook and Yahoo for setting up 

new fraudulent accounts. “We believe 

fraudsters use these common email do-

mains, such as Gmail, to appear more 

like a legitimate user, since domains 

from suspicious sources like Fake Mail 

Generator are more likely to be black-

listed by rules-based fraud detection so-

lutions,” the researchers noted. 

• Finally, most fraudulent accounts are 

short-lived. 54% of them are created, 

used, and abandoned within a day. But 

there is also a considerable percentage 

(37%) of accounts that are left “sleep-

ing” for months, and will be used mostly 

in social attacks, as they require trust 

from the victim to be successful – and 

older accounts are inherently seen as 

more likely to be legitimate. 

• https://www.helpnetsecu-

rity.com/2017/03/15/online-fraudsters-

tools-trade/ 

 

 

'I will do anything I can to make my goal': TD 

teller says customers pay price for 'unrealis-

tic' sales targets 

Bank employees say their jobs depend on 
upselling customers for products that can put 
them into debt 

By Erica Johnson, CBC News Posted: Mar 06, 2017 
2:00 AM PT Last Updated: Mar 06, 2017 6:19 AM PT  

Longtime TD Bank Group employees say there has 
always been a sales component to the job, but that 
'incredible pressure' to meet 'unrealistic' quarterly 
sales revenue goals has increased in recent years 
— and customers are paying the price. (CBC )  

Erica Johnson 
Investigative reporter 

Erica Johnson is an award-winning investigative 
journalist. She hosted CBC's consumer program 
Marketplace for 15 years, investigating everything 
from dirty hospitals to fraudulent financial advisors. 
As co-host of the CBC news segment Go Public, Er-
ica continues to expose wrong-doing and hold cor-
porations and governments to account. 

Three TD Bank Group employees are speaking out 
about what they say is "incredible pressure" to 
squeeze profits from customers by signing them up 
for products and services they don't need. 

The longtime employees say their jobs have become 
similar to that of the stereotypical used car sales-
man, as they're pushed to upsell customers to reach 
rising sales revenue targets. 

They say there has always been a sales component 
to the job, but the demand to meet "unrealistic" quar-
terly goals has intensified in recent years as profits 
from low interest rates have dropped and banks be-
came required — after the financial meltdown of 
2008 — to keep more capital on hand to protect 
against a downturn in the market.  

"I'm in survival mode now," says a teller who has 
worked at TD for more than 15 years, "because it's a 
choice between keeping my job and feeding my fam-
ily … or doing what's right for the customer."  

She and the two managers who contacted Go Public 
have worked more than 50 years combined at the 

https://www.helpnetsecurity.com/2017/03/15/online-fraudsters-tools-trade/
https://www.helpnetsecurity.com/2017/03/15/online-fraudsters-tools-trade/
https://www.helpnetsecurity.com/2017/03/15/online-fraudsters-tools-trade/
http://www.cbc.ca/news/cbc-news-online-news-staff-list-1.1294364


 

 

GARRY’S SIREN  \  36 

bank. CBC has agreed to conceal their identities and 
location because they are worried about being fired. 

"When I come into work, I have to put my ethics 
aside and not do what's right for the customer," says 
the teller. 

TD has steadily increased profits from 2012-2016. 
(TD 2016 annual report ) 

Documents provided to Go Public show the teller's 
sales revenue goals have more than tripled in the 
past three years. 

"You don't know what it's like to go to bed at night, 
knowing your job is now to set people up for finan-
cial failure," says the teller, her voice cracking. 

Go Public has heard from TD tellers in several Ca-
nadian cities who say they quit their jobs because 
the pressure to push products was so extreme. 

"I was made to feel as if I was committing a huge 
wrong for looking out for the best interests of my 
customer over the interests of the bank," says Da-
lisha Dyal, who worked as a TD teller in Vancouver 
for four years. 

Another TD teller says the relentless pressure to 
meet sales numbers is so severe, the teller is cur-
rently on a medical leave. 

Teller screens highlight potential sales 

The three bank employees who initially contacted 
Go Public explained how tellers upsell customers: 
when a customer keys in a PIN at the teller counter, 
a gold star lights up on the teller's computer screen, 
indicating that "Advice Opportunities Exist." 

When customers enter their PIN at a teller counter, a 
gold star informs the teller of 'opportunities' to sell 
the customer products. (CBC) 

When a teller clicks on the star, products and ser-
vices the customer hasn't purchased pop up, such 
as overdraft protection, credit card or line of credit. 

Each time a teller gets a customer to sign up for one 
of those options, it counts towards meeting 
their sales targets. 

"Customers are prey to me," says the teller. "I will do 
anything I can to make my [sales] goal." 

TD disputes pressure to sell 

TD Bank Group declined a request to be inter-
viewed, but sent an email that disputes the allega-
tions that products and services are sold to ill-in-
formed customers who may not need them or realize 
how much they cost. 

'We will only achieve our goals by doing the right 
thing for our customers.'- Daria Hill, TD Bank Group 

"Our expectations are that our employees should 
never sell a customer a product that doesn't fill a 
need," spokesperson Daria Hill wrote.  

Hill said having "metrics" and "goals" is a good busi-
ness strategy, but that "we will only achieve our 
goals by doing the right thing for our customers." 

Hill says customers have said they want TD employ-
ees "to know them, understand their needs, give 
them proactive advice and ask them about how we 
can best meet their financial needs." 

That explains why customer profiles are flagged for 
products, services and pre-approved offers, Hill 
says. 

TD reports record profits  

The employees' allegations come amid reports last 
week of record profits for Canadian banks.  

TD Bank Group reported fiscal first quarter earnings 
of $2.5 billion — up 14 per cent from a year 
ago. Revenue rose six per cent to $9.1 billion — 
making it the largest bank in Canada, based on as-
sets, surpassing RBC. 

The TD employees say elderly customers are a 
common target because they've grown to trust their 
tellers over the years. 

"There are elderly customers who have fought for us 
— they have an army pension," says the teller. "And 
here I am, setting them up with all these service fees 
and they don't have a clue what's going on." 

Both the managers sometimes work the front coun-
ter and say there's a big push by their branch man-
ager to sign up people for overdraft protection, so 
sometimes clients with large balances get it, too. 

"Customers pay enough in service charges," says 
one manager. "They shouldn't have to worry ... 
'What has my teller added to my profile today?'"  

https://www.documentcloud.org/documents/3479620-Tdemailtous.html
http://www.cbc.ca/news/business/canada-banking-interest-housing-1.4002725
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'More pressure on us' 

"The higher-ups are also putting more pressure on 
us to get tellers to achieve these goals," says the 
other manager. 

"And if they don't … our job is to make sure that they 
understand that they're no longer right for this job." 

"I feel bad for what they're making me do," she says. 

The TD employees Go Public interviewed say the 
push to make higher profits is turning some custom-
ers away. (CBC) 

When the managers expressed concerns to their 
branch manager and district vice-president, they say 
they were asked to consider whether they were still 
"a good fit" for the job. 

Documents obtained by Go Public show tellers who 
fail to reach their sales goals are called "underper-
formers" and placed on a "Performance Improve-
ment Plan," which involves daily coaching and moni-
toring by managers. If sales performance doesn't im-
prove, employees are warned "employment could be 
terminated." 

In the statement from TD, Hill says "Performance Im-
provement Plans are intended to support our leaders 
and people managers in helping employees improve 
their overall job performance and are intended to 
help employees be successful in their role." 

Short-term gains 

Pushing products on customers to maximize share-
holder profits may produce short-term gains, but it's 
not in a bank's long-term interest, says Laurence 
Booth, a professor of finance at the University of To-
ronto's Rotman School of Management.  

Laurence Booth of the University of Toronto's Rot-
man School of Management says pushing products 
on customers to maximize shareholder profits may 
produce short-term gains, 'but sooner or later, these 
things come back to bite you.' (CBC) 

"If their [TD's] employees start looking at everybody 
that comes into the bank as … somebody to try to 
make as much money off as possible, then the result 
is they're going to be squeezing short-run profits," he 
says. 

"But sooner or later, these things come back to bite 
you."   

Booth says all banks want to be known as "trustwor-
thy," but that trust can erode quickly if a bank gets a 
poor reputation. 

Hidden camera test 

Go Public conducted a hidden camera test at five 
Vancouver TD branches to see what happens at the 
teller counter. 

One teller offered to "activate" overdraft protection 
— not mentioning that there would be a fee. 

She also suggested opening an account with 
monthly service fees of $29.95, when a "basic 
chequing account" — with fees of $3.95 — was re-
quested. 

Another TD teller put a Go Public tester in an ac-
count with fees of $14.95 — never mentioning the 
$3.95 account that would have met her stated 
needs. He also tried to sell a TD Aeroplan credit 
card, with annual fees of $120, and suggested the 
tester open two other accounts. 

Tellers at three TD branches didn't try to upsell the 
testers. 

Tellers now called 'front-line advisers' 

One manager pointed out that tellers are no longer 
called "customer service reps" — an example, she 
says, of how far TD has shifted the focus from its 
customers. 

"We're now called front-line advisers," says the teller. 
"That would be funny, if it wasn't so sad." 

All three TD employees say they've considered look-
ing for work elsewhere, but what they want most is 
for their employer to listen to their concerns — for 
the sake of its employees, and its customers. 

http://www.cbc.ca/news/canada/british-columbia/td-
tellers-desperate-to-meet-increasing-sales-goals-
1.4006743 

 
 

http://www.rotman.utoronto.ca/
http://www.cbc.ca/news/canada/british-columbia/td-tellers-desperate-to-meet-increasing-sales-goals-1.4006743
http://www.cbc.ca/news/canada/british-columbia/td-tellers-desperate-to-meet-increasing-sales-goals-1.4006743
http://www.cbc.ca/news/canada/british-columbia/td-tellers-desperate-to-meet-increasing-sales-goals-1.4006743
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AT A GLANCE 

Illicit trade involves goods & services that are deemed illegal 
as they threaten communities and society as a whole.  Illicit 
trade has a negative impact on economic stability, social 
welfare, public health, public safety & our environment - 
examples include: 
 

Health & Safety - narcotics, fake medicines & foods, defec-
tive materials.   

• Environment - endanger wildlife & rainforests 
through illegal environmental crimes. 

• Exploitation - forced human trafficking, prostitution 
and slavery. 

• Terrorism - financing criminality and terrorism. 

• Government - reduction of tax revenues & legiti-
mate employment. 

 
GLOBALISATION  

• Globalisation has fundamentally changed the business op-
portunities for criminal entrepreneurs. 

• Geographic scope, volume & range of illegally traded goods 
have increased their negative, economic & political impacts. 

• Criminal networks have acquired a global outlook for new 
illicit markets. 

 
TECHNOLOGY 

• Illicit networks have adapted to the latest technology to com-
mit crimes such as cyber extortion. 

• Social media networks are used to identify new clients and 
make payments. 

 
SPORTING EVENTS 

• Globalisation of sporting events has led to an increase in 
unregulated sports betting. 

• Betting on sporting events is increasingly used for money 
laundering and is connected to corruption in sport. 

http://www.keepeek.com/Digital-Asset-Manage-

ment/oecd/governance/charting-illicit-

trade_9789264251847-en#.WMwVglXyvIU#page1 

 

 

 

Mafia Threats and the To Do List for Euro-

pean Football 

 Dr. Declan Hill 

He is one of the most powerful men in world football. 

 

Yet another goal in the Eldnese 12-0 loss to Barcelona B 

We met at the offices of a very prominent European Foot-

ball Association.  He was there with a colleague. 

I was there to speak to them about match-fixing.  The of-

ficials were interested, purportedly, in better protecting 

http://www.keepeek.com/Digital-Asset-Management/oecd/governance/charting-illicit-trade_9789264251847-en#page1
http://www.keepeek.com/Digital-Asset-Management/oecd/governance/charting-illicit-trade_9789264251847-en#page1
http://www.keepeek.com/Digital-Asset-Management/oecd/governance/charting-illicit-trade_9789264251847-en#page1
http://declanhill.com/wp-content/uploads/2017/04/serveimage.jpeg
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their sport.   However, when his colleague, briefly, left the 

room.    The official leaned forward and said deliberately, 

“Listen, if you fuck us over I have friends in Naples of the 

kind that you know and I will make sure that they will fuck 

you over.” 

I am not a particularly cool person, but this time I did ex-

actly the right thing.  I laughed and I said, “Really?  Well 

maybe your ‘friends’ in Naples should speak to my 

‘friends’ in Asia. I am sure they could do a lot of business 

together.” 

Then he laughed. 

The other European football official came back into the 

room and neither of us said anything more about his 

“friends” from Naples. 

The incident came to mind as I read news of the alleged 

fixed in Spain featuring Eldense who lost 12-0 to the Bar-

celona B team.   Now there are reports that at least four 

other of their matches may have been fixed this year 

against Atletico Baleares, Villarreal B, Cornella and Gava. 

The connection is that these alleged fixes were purport-

edly masterminded by people close to the N’drangheta – 

the mafia who are based in Calabria south of Naples. 

Fixing occurs regularly in Spanish football and the league 

there has, like most European leagues, taken very little ef-

fective action to stop the corruption. 

The Italians and Asian mobs did eventually get together. 

They successfully fixed dozens of games in Italy.  The po-

lice did a fantastic investigation.   The man who made the 

connection between the Asian gambling fixers and the lo-

cal Italian mafia – Dan Tan – is shut away in a Singaporean 

prison.   He still has not been put on trial in a country 

where all his evidence could be gathered and interna-

tional football could be properly cleaned up. 

The To Do List for European Football 

Here is what European football officials should be doing. 

1)    Italian and Spanish leagues are so full of match-fixing 

that the end of the season games are joke.   It is the same 

in many other European leagues.   The easiest way of stop-

ping this nonsense is just move to a play-off system. The 

play-off system works this way:  about two months before 

the end of the season the bottom six teams only play each 

other.     These are winner takes all games. 

This system stops the lucrative ‘sistema’ where teams buy 

and sell points at the end of the season to save themselves 

from relegation or to win the championship.   The owners, 

managers and coaches of the teams come in to the dress-

ing rooms and order their players to either win or lose at 

their command.  The best example of this type of match-

fixing was shown in Joe McGinniss’s superb book  ‘The 

Miracle of Castel di Sangro’. 

This type of fixing – arrangements – is an open-door to 

gambling match-fixing.   After all, if a player is being or-

dered to lose a game they may as well make some money 

by betting against themselves. 

2)    Make reporting on match-fixing easy.   It is still more 

difficult to be an honest player in the Spanish or Italian 

leagues than it is to be corrupt.  The Spanish league needs 

a whistle-blower hotline run by an independent agency 

where an honest player can report safely and anony-

mously any corruption. 

3)    When the leagues catch people fixing punish them se-

verely.   The rewards for being corrupt are so great and 

the punishment for being caught is so low that there is lit-

tle incentive for a player to be honest.   Antonio Conte, the 

current Chelsea manager, once found out that his players 

were fixing matches. He did not tell anyone so the fixing 

continued.   It is not clear why he did not do anything – 

Fear? Money? Laziness? –   however, when it was found 

out Conte received a slap on the wrist suspension of a few 

months.  Now, he is the one of the most praised managers 

in international football.  What kind of lesson does it give 

players thinking about being honest when this is the usual 

behaviour. 

Words are Cheap 

After incidents like the Eldense 12-0 loss, there is lots of 

talk, lots of cliches, lots of motherhood statements about 

the need for integrity in international football.  There are 
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interminable ‘education courses’, usually run by the be-

fuddled or compromised, that do little except teach the 

players lessons in hypocrisy. 

However, few leagues do what I recommend above. So 

why has no serious action been taken? 

Well one indication is that man who threatened me with 

his mob connections is still very, very prominent in inter-

national football. 

 

 

Two Very Different Views of Terrorism and 

What to do About Them 

 
Daniel M. Gerstein 

April 6, 2017 

Recently, the world was exposed to the effects of terror-

ism through two very different events that prompted 

varied reactions from governments and the public based 

largely on the perception of risk. These differing reac-

tions provide insights into the need for tailored ap-

proaches to terrorism and for enhanced communication. 

The first development was the announced electronics 

ban targeting direct flights to the United States-

from some airports in the Middle East and North Africa, 

which drew skepticism from some travelers who felt gov-

ernments were going too far in seeking to counter the 

threat posed by explosives disguised as electron-

ics.The second was the terrorist attack outside Parlia-

ment in London, which left five dead including the at-

tacker. The London attack was met with outrage and calls 

for increased vigilance and greater law enforcement 

presence. 

So does the public want fewer government initiatives 

aimed at fighting terrorism, or more? The answer could 

lie in individual perceptions of risk and how much incon-

venience people are willing to accept in the name of pub-

lic safety. The type of attack involved could also play a 

role in influencing public reaction. 

Terrorist interest in using explosives to target aircraft 

goes back decades. Over the past 15 years, this interest 

has grown. In contrast, the tactics employed in the Lon-

don attack are seen as part of a new and growing trend 

towards vehicle terrorism. Over the past year terrorists 

have used motor vehicles as weapons, with deadly re-

sults in Nice, Berlin, Ohio, Jerusalem, Quebec and now 

London. 

http://nationalinterest.org/profile/daniel-m-gerstein
http://www.cnn.com/2017/03/21/world/electronic-travel-ban-impact-trnd/
http://www.cnn.com/2017/03/21/world/electronic-travel-ban-impact-trnd/
https://urldefense.proofpoint.com/v2/url?u=http-3A__www.cnbc.com_2017_03_22_shots-2Dreported-2Dfired-2Doutside-2Duk-2Dparliament-2Dbuilding-2Din-2Dlockdown-2Dparliamentary-2Dofficial.html&d=DwMF-g&c=W8uiIUydLnv14aAum3Oieg&r=r82WDc4_qDGh5sP0ueQDWFqoFL9eUTR_POmp0UfYuTs&m=YR38xigEftHAu-u2CURlqY_fwFyAWl-VFPKwOS5tRc4&s=e9ubHGCvR3q_helb2OPpdzA3jhgY-oBp5ecX11LAe3s&e=
https://urldefense.proofpoint.com/v2/url?u=http-3A__www.cnbc.com_2017_03_22_shots-2Dreported-2Dfired-2Doutside-2Duk-2Dparliament-2Dbuilding-2Din-2Dlockdown-2Dparliamentary-2Dofficial.html&d=DwMF-g&c=W8uiIUydLnv14aAum3Oieg&r=r82WDc4_qDGh5sP0ueQDWFqoFL9eUTR_POmp0UfYuTs&m=YR38xigEftHAu-u2CURlqY_fwFyAWl-VFPKwOS5tRc4&s=e9ubHGCvR3q_helb2OPpdzA3jhgY-oBp5ecX11LAe3s&e=
http://www.cnn.com/2017/03/22/world/vehicles-as-weapons/
http://www.cnn.com/2017/03/22/world/vehicles-as-weapons/
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So why is there such a difference in the reaction to an an-

nouncement of new restrictions aimed at airborne ter-

rorism, and the reaction to a deadly act of terror on the 

streets of London?  

For one thing, the London attack has already occurred 

and the tragedy was very real. Global media coverage, in-

cluding witness interviews describing first-hand accounts 

of the carnage, brought the tragedy to life so that ordi-

nary citizens could almost place themselves at the scene. 

In contrast, the aviation ban may seem more abstract, an 

initiative aimed at deterring some unknown attack at 

some unknown future time and place. Why only certain 

airports and airlines? What is special about the larger 

electronics? Why should airline travelers be inconven-

ienced in this way? 

Some airline travelers may feel they are already better 

protected than average people walking down the street. 

Since 9/11, passenger screening has been greatly en-

hanced, cockpit doors have been hardened to prevent 

access by terrorists, liquids have been banned, no-fly lists 

have been established. While some may find these 

measures excessive, they do provide a degree of reassur-

ance for the traveling public. 

The perception of vulnerability for the average pedes-

trian, however, has likely increased since the recent wave 

of vehicle attacks. While increased law enforcement 

presence does occur for special events or when particu-

lar threats are identified, the openness and ready availa-

bility of the means—a vehicle—could be disconcerting. 

Who hasn’t looked over one’s shoulder when a car 

comes racing up from behind? 

Another factor could be optimism bias, that comforting 

feeling that "it could never happen to me." Those inter-

viewed at airports complaining about the inconvenience 

of placing their electronics in the cargo hold are acting on 

this bias, while those interviewed immediately after the 

vehicle attack had their optimism bias shaken to the 

core. 

So what can be done to reconcile the views of those who 

demand increased security with those who believe new 

restrictions are not worth the trouble? Communication 

and transparency are key. The most immediate goal 

should be to give people the information they need to 

make informed decisions about their safety, whether 

that information concerns new regulations or a fresh at-

tack. 

http://nationalinterest.org/blog/the-buzz/two-very-dif-

ferent-views-terrorism-what-do-about-them-20054 

Swedish PM says deadly truck attack in 

Stockholm was terrorism 

DAVID KEYTON AND JAN OLSEN 
STOCKHOLM — The Associated Press 
Published Friday, Apr. 07, 2017  
 

A hijacked beer truck crashed into an upscale depart-
ment store in central Stockholm on Friday, killing at least 
two people, according to Swedish Prime Minister Stefan 
Lofven, who called the crash a terror attack. 

Live television footage showed smoke coming out of the 
upscale Ahlens department store on the city’s pedestrian 
street Drottninggatan, the store the truck smashed into 
about 3 p.m. 

Raw footage shows aftermath of Sweden truck at-
tack (The Associated Press) 

People in the downtown area fled in panic. Authorities 
evacuated the city’s nearby Central Station, which links 
regional trains with the Swedish capital’s subway system. 

https://urldefense.proofpoint.com/v2/url?u=http-3A__psychonline.eku.edu_insidelook_-25E2-2580-259Cit-2Dwon-25E2-2580-2599t-2Dhappen-2Dme-25E2-2580-259D-2Doptimism-2Dbias&d=DwMF-g&c=W8uiIUydLnv14aAum3Oieg&r=r82WDc4_qDGh5sP0ueQDWFqoFL9eUTR_POmp0UfYuTs&m=YR38xigEftHAu-u2CURlqY_fwFyAWl-VFPKwOS5tRc4&s=UnnyWrfML_hHrrZ_74PIhr_IXZ-9pNC22OpxpEP0BHo&e=
http://nationalinterest.org/blog/the-buzz/two-very-different-views-terrorism-what-do-about-them-20054
http://nationalinterest.org/blog/the-buzz/two-very-different-views-terrorism-what-do-about-them-20054
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All trains to and from the main station were halted and 
two large shopping malls in the capital were shut down. 

“Sweden has been attacked,” Lofven said in a nationally 
televised press conference. “This indicates that it is an 
act of terror.” 

Broadcaster SVT said at least five people were killed in 
the attack while Swedish radio reported three dead, but 
police could not immediately confirm either report. The 
country’s intelligence agency said a large number of peo-
ple were wounded in the crash. 

“We stood inside a shoe store and heard something ... 
and then people started to scream,” witness Jan 
Granroth told the Aftonbladet daily. “I looked out of the 
store and saw a big truck.” 

There was no immediate claim of responsibility for the 
attack and police at a later news conference said no one 
had been arrested so far, contradicting earlier Swedish 
media reports that one person was in custody. 

“We have no contact with the person or persons who 
drove the truck,” Sweden’s top police chief, Dan Eliasson, 
told reporters. 

“Right now, we have no one arrested,” said Jan Evensson 
of the Stockholm police, who urged people not to drive 
into central Stockholm. 

Swedish beer maker Spendrups said one of its trucks had 
been hijacked earlier Friday. 

“It is one of our delivery trucks. In connection with a de-
livery to a restaurant called Caliente, someone jumped 
into the truck and drove it away while the driver was un-
loading his delivery,” Spendrups spokesman Marten Luth 
told the Swedish news agency TT. 

He said the original beer truck driver was not injured. 

Mats Loving of the national police’s operational unit said 
police presence across the Scandinavian country had 
been stepped up. The TT news agency reported that 
checkpoints were set up on the Oresund bridge to Den-
mark. 

Sweden’s security agency boss, Anders Thornberg, said 
the SAPO agency was working with police on the case 
and had no indications earlier that an attack was immi-
nent. 

Swedish government spokeswoman Tina Israelsson said 
the “government is following developments and is in 
close contact with officials who are responsible for deal-
ing with the situation.” 

Swedish King Carl XVI Gustaf cut short a visit to Brazil to 
return earlier than planned and sent the royal family’s 
condolences to the families of the victims and those who 
were wounded. 

The truck crash appeared to be the latest attack in Eu-
rope using a vehicle. 

Last month, in an attack claimed by the Islamic State 
group, a man drove into a crowd on London’s Westmin-
ster Bridge, killing three people and injuring many others 
before stabbing a policeman to death. He was shot dead 
by police. A fourth person, a woman thrown into the 
Thames by the force of the car attack, died Thursday. 

The IS group also claimed responsibility for a truck attack 
that killed 86 people in Nice, France, in July during a Bas-
tille Day festival last year and another truck attack that 
killed 12 people at a Christmas market in Berlin. 

Condolences poured into Sweden on Friday from top Eu-
ropean Union officials and German Chancellor Angela 
Merkel. 

In neighbouring Finland, President Sauli Niinisto said he 
was shocked by the “maniac act of terror” in Stockholm. 

“Every terror attack is to be equally condemned. But it 
touches us deeply when such an attack takes place in our 
Nordic neighbourhood,” Niinisto said. 

The Finnish Border Guard stepped up security measures 
at airports and harbours following the Stockholm attack 
and Helsinki police tightened security in the Finnish capi-
tal. 

The mayor of Paris said the Eiffel Tower will go black 
from midnight Friday in homage to the victims in Stock-
holm. Mayor Anne Hidalgo expressed her “strong emo-
tion” over “this new terrorist attack of immense coward-
ice.” 

EU Council President Donald Tusk said in a tweet Friday 
that “my heart is in Stockholm this afternoon. My 
thoughts are with the victims and their families and 
friends of today’s terrible attack.” 
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European Commission President Jean-Claude Juncker 
said “one of Europe’s most vibrant and colorful cities ap-
pears to have been struck by those wishing it — and our 
very way of life — harm.” 

Juncker also said “an attack on any of our (EU) member 
states is an attack on us all” and that Sweden can count 
on EU help. 

Friday’s crash is near the site of a December 2010 attack 
in Stockholm in which Taimour Abdulwahab, a Swedish 
citizen who lived in Britain, detonated a suicide bomb, 
killing himself and injuring two others. 

Abdulwahab had rigged a car with explosives in the hope 
the blast would drive people to Drottninggatan — the 
street hit Friday — where he would set off devices 
strapped to his chest and back. The car bomb never went 
off, and Abdulwahab died when one of his devices ex-
ploded among panicked Christmas shoppers. 

http://www.theglobeandmail.com/news/world/stockholm-sweden-truck-incident-

attack/article34627170/ 

 

 

 

‘Serious cash’: A glimpse into Phil Mickel-

son’s gambling world 

By Justin Terranova 

April 7, 2017 | 10:55am 

Modal Trigger  
Phil Mickelson and Charley Hoffman at a tournament in 
2016.Getty Images 

MORE ON: 

PHIL MICKELSON 

Phil Mickelson's gambling pal convicted in insider trading 

scheme 

Arnold Palmer honored in emotional first-tee ceremony 

'It was a dream': How 1st-round leader dominated windy 

Augusta 

Jack Nicklaus: Phil Mickelson can match my historic feat 

A leaked Phil Mickelson voicemail provides some insight 

into his gambling world. 

The affable lefty is well known to love action on the golf 

course in the days leading up to a tournament or in his 

spare time. The message, obtained by Deadspin, is Mick-

elson setting up a match on a course in San Diego. It’s un-

clear whose phone the voicemail is left on. 

“Hey, it’s Phil,” said Mickeslon in audio from July 2015 

published by Deadspin. “Hey, Sunday morning, we’re on. 

Yeah, it’s you and I, we’re partnered against Charley and 

one of his partners. Where would you like to play? 

“We could play Rancho Santa Fe if you want, or we could 

play Coronado early and even some place else after if we 

play early enough. But you and I are partnered, wanted 

to see if you wanted to play Coronado and take these 

guys for some serious cash. So let me know. Talk to you 

later. Bye.” 

 

Phil Mickelson once spent nearly $2M to pay off a gam-

bling debt 

 

http://nypost.com/2017/03/30/phil-mickelson-once-spent-nearly-2m-to-pay-off-a-gambling-debt/
http://nypost.com/2017/03/30/phil-mickelson-once-spent-nearly-2m-to-pay-off-a-gambling-debt/
http://www.theglobeandmail.com/news/world/stockholm-sweden-truck-incident-attack/article34627170/
http://www.theglobeandmail.com/news/world/stockholm-sweden-truck-incident-attack/article34627170/
http://nypost.com/2017/04/07/serious-cash-a-glimpse-into-phil-mickelsons-gambling-world/
http://nypost.com/2017/04/07/serious-cash-a-glimpse-into-phil-mickelsons-gambling-world/
http://nypost.com/author/justinterranova/
http://nypost.com/2017/04/07/serious-cash-a-glimpse-into-phil-mickelsons-gambling-world/
http://nypost.com/tag/phil-mickelson/
http://nypost.com/2017/04/07/phil-mickelsons-gambling-pal-convicted-in-insider-trading-scheme/
http://nypost.com/2017/04/07/phil-mickelsons-gambling-pal-convicted-in-insider-trading-scheme/
http://nypost.com/2017/04/06/arnold-palmer-honored-in-emotional-first-tee-ceremony/
http://nypost.com/2017/04/06/it-was-a-dream-how-1st-round-leader-dominated-windy-augusta/
http://nypost.com/2017/04/06/it-was-a-dream-how-1st-round-leader-dominated-windy-augusta/
http://nypost.com/2017/04/05/jack-nicklaus-phil-mickelson-can-match-my-historic-feat/
http://deadspin.com/leaked-voicemail-phil-mickelson-plans-to-hustle-sucker-1794072763
http://nypost.com/2017/03/30/phil-mickelson-once-spent-nearly-2m-to-pay-off-a-gambling-debt/
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Two sources told the site the “Charley” referenced in the 

message is Charley Hoffman, who is also from the San Di-

ego area. Hoffman is the talk of the golf world for a dif-

ferent reason after he opened the Masters with 7-under 

65 on Thursday, putting him four shots clear of the field. 

Mickelson is tangentially involved in the high-profile 

fraud case against Las Vegas gambler Billy Walters, cur-

rently taking place in US District Court in Manhattan. 

Mickelson was not charged in the case, nor will he be a 

witness, but was forced to pay back $1 million to the 

SEC in money authorities came from an illegal insider tip 

from Walters. Mickelson also had to pay back $2 million 

in gambling debts to Walters in 2012, according to prose-

cutors in the case. 

Mickelson has avoided most questions relating to the 

case when he’s been asked by golf reporters. 
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ACFCS is fast becoming the most relevant Association for 

the current regulatory environment through the provision 

of value-added training and a holistic certification with a 

full financial crime focus. 

 

 

I am delighted to indicate that ACFCS has white-; labeled 

the TAMLO training products and that we are now offer-

ing them as part of the ACFCS training suite of courses. 

 

 

  

ABOUT Mindbridge formerly SQUANTO 

http://www.mindbridge.ai/ 

Augmenting 

human intelligence 

MindBridge is leveraging new advancements in ma-
chine learning and data science for near real-time 
data analytics, pattern recognition and anomaly de-
tection to help organizations of all sizes save time 
and money whether it be investigating or auditing 
past activity, detecting active inadmissible behav-
iour or preventing potential transgression. 
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NPC is a proud Canadian success story. Based in 
the Toronto area, we're a subsidiary of The 
Keating Group, Canada's leading branch out-
sourcing service to the high-tech industry for 
more than 25 years, and an award winning spe-
cialist in customer care and technical support… 
the heart of NPC. You can read more about our 
leadership team, and our advisors to the corpo-
ration 

Our experience with customer care and IT sup-
port was the inspiration for NPC. From our 
unique vantage point, we could see that the 
risks and challenges of do-it-yourself computing 
for companies of every size were multiplying 
constantly, even if time to deal with them was-
n't. And we could also see that the security 
challenges facing the solo professional through 
to large enterprises were about to explode. 
Managing computing was quickly becoming a 
hidden tax on productivity. NPC was born in 
2008, the first service of its kind to help every 
professional and business stay firmly ahead of 
these challenges, and save time and money in 
the process. 

When our customers choose NPC, they also 
benefit from some of the most respected and 
successful brands in the industry, our technol-
ogy partners HP, Hewlett Packard Enterprise 
(formerly Iron Mountain Digital), Intel® and 
Rogers. 

www.npcdataguard.com 

w 

 

Founded by Matthew McGuire, one of the 

world's leading experts in Financial Crime, the 

AML Shop is the only partner you need when it 

comes to Anti-Money Laundering. 

Bringing together a dynamic team of industry ex-

perts, the AML Shop provides advice, regulatory 

compliance support, audits, training and staffing 

solutions to ensure you can meet and exceed 

your business objectives 

 

& 

 

POWER IN PARTNERSHIP - VALUE-ADDED FOR CLIENTS 

 

 

 

Garry W.G. Clement, CFE, CAMS, CFCS 

President and CEO 

Clement Advisory Group 

Executive Vice President and Executive Director 

Association of Certified Financial Crime Specialists 

http://www.npcdataguard.com/leadership.php
http://www.npcdataguard.com/leadership.php
http://www.npcdataguard.com/advisors.php
http://www.npcdataguard.com/advisors.php
http://www.npcdataguard.com/
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gclement@clementadvisorygroup.ca 

garry.clement@barbri.com 

CAG:905-355-1066 

Cell: 905-375-5076 

www.clementadvisorygroup.ca 

gclement@clementadvisorygroup.ca 

skype: garryw.g.clement 

 

We are what we repeatedly do. Excellence, then, is not an act, but a habit. 

mailto:gclement@clementadvisorygroup.ca
http://www.clementadvisorygroup.ca/

