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FROM GARRY’S DESK  

 

Sign up today if you are a non-ACFCS member and you get a one year 

membership free – Value:$250.00 

This past month as afforded an opportunity to meet some of the most in-

fluential compliance officers, MENA Region Bank Governors, British 

Banker Association representatives, and experts within the UK Legal 

Community.  It has been a tremendous honor to be able to participate 

and converse with truly recognized professionals, all of whom want the 

same goal, to reduce organized crime and terrorist’s abilities from relying 

on our legitimate financial institutions. 

With respect to Clement Advisory Group the partnership with both the 

AML Shop and Stealth Investigations has become fully solidified and we 

are now working extremely cooperatively which has enabled me to focus 

on my role at ACFCS whilst providing ongoing dialogue to my partners 

and my clients.  

It has become very clear that the need for financial crime training, which 

enables organizations to breakdown their silos and ensure an enterprise-

wide risk and compliance approach is on the right path.  The founders of 

ACFCS were correct in recognizing that a narrow AML or Fraud focus 

was no longer achieving the results expected by our regulators. 
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Feature Articles 

The Importance of Partnerships between BSA/AML 

and IT Teams 

MAY 12, 2017 

 

Did you ever start a project or a task and work on it 

hard only to realize that you could do no more? Per-

haps you came to a point where you had to either 

abandon your project or seek someone’s expertise 

to meet your end goals. Maybe you realized that 

you could finish your project alone, but that it 

would be so much better if you had help from 

someone with a different skillset than your own. I 

have been in this spot more than once. What I have 

learned is that teaming up with others can some-

times really make your life easier and result in a bet-

ter end product. 

As a manager of a team of bank examiners who spe-

cialize in the Bank Secrecy Act (BSA), I have had the 

opportunity to work with and observe bankers 

whose job it is to operationalize BSA, to identify and 

mitigate the associated risks and to make sure their 

companies comply with this broad-reaching law. 

AML professionals have a tough job and it is getting 

tougher. The current market is ripe for acquisitions 

and they are happening and challenging anti-money 

laundering (AML) professionals even more. They 

have to make the right decisions about system con-

versions, data acquisition and management, along 

with making the business case to their board for the 

right BSA/AML resources and infrastructure for their 

larger organization. 

What I am seeing and what BSA officers are telling 

me is that the information technology (IT) skillset is 

needed more than ever in this current environment. 

It is almost as if the market is demanding that AML 

professionals have at least a working knowledge of 

IT to effectively perform the role. Why? Well there 

are the aforementioned mergers, which generally 

require the merging of automated systems used for 

BSA. There is also the regulatory landscape, which is 

currently necessitating that BSA officers implement 

the Financial Crimes Enforcement Network’s (Fin-

CEN) final rule on customer due diligence (CDD) and 

beneficial ownership. There are also banking market 

innovators, who are constantly introducing new 

products and services to offer in an electronic envi-

ronment. And there are many more reasons. If you 

do not have the IT skillset, do what I do: reach out 

to your IT team. Here are top 10 reasons you should 
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get to know your IT partners, both internally and ex-

ternally. 

Number One: FinCEN’s CDD Rule 

FinCEN has amended the BSA to require explicit 

CDD procedures, including the collection of benefi-

cial ownership information for legal entity custom-

ers. Compliance is required in May 2018. Your ap-

proach to complying with the rule will likely involve 

your core provider and possibly your automated 

tool. Therefore, you will need to have conversations 

with your IT partners to figure out what adjust-

ments to your process might be needed (e.g., how 

you will gather the ownership information, how you 

will store it, etc.). 

Number Two: You are Getting Bigger 

For some of you, mergers are a fact of life right now, 

necessitating an understanding of what AML sys-

tems the acquired entity is using and whether 

and/or how they will work with your systems and 

data. How will you use the historical data on cus-

tomers you have acquired through the merger in 

your system? As your companies merge and grow, 

you may also have to make decisions about your 

systems like whether the system you are currently 

using makes sense for your expanded organization. 

Does it have the capacity and features you need? 

Your IT partners can help you understand these is-

sues. 

Number Three: FinCEN’s Advisory to Financial Insti-

tutions on Cyber-Events and Cyber-Enabled Crimes 

In October 2016, FinCEN published an advisory en-

couraging collaboration between in-house “cyberse-

curity units” to identify suspicious activity. This 

means you will need to know when your organiza-

tion has been attacked, as well as when any bank 

customers have been attacked, so that you can com-

ply with suspicious activity report filing require-

ments associated with cyber events. 

Number Four: Customer Demands and Product In-

novation 

Customers are demanding higher levels of conven-

ience, which likely means faster electronic transac-

tions. Market innovators continue to supply new 

products that you may have to initiate or offer elec-

tronically. IT partners can help you do this. 

Number Five: Vendor Issues 

The IT group at your organization can help you solve 

challenges you may be having with your core pro-

vider or software provider(s)/vendor(s). Their 

knowledge can be invaluable to helping you make 

suggestions to your vendors on adjustments or re-

finements to their tools or software to help you 

comply with the BSA. For example, adjustments or 

parameter/threshold changes can be discussed with 

your AML software provider. Also, when asked why 

it is important for BSA to partner with IT, Rebecca 

Robertson, senior vice president and director of 

AML compliance at South State Bank responded, 

“External IT partners must be able to identify how 

the systems a bank is running will work with their 

system to determine data feed challenges and/or 

how to correct issues that may arise. Without this 

understanding, the system will work minimally, or 

maybe not at all.” 

Number Six: Your Career 



 

 

GARRY’S SIREN  \  4 

Gaining IT exposure and experience as a BSA/AML 

officer makes you a more valuable AML profes-

sional. In a recent ACAMS Today article titled Re-

sume Tips for the AML Professional, Amy Wotapka 

advises that “you ensure your resume highlights in-

dustry-specific systems you have worked in or with. 

When possible, list the experience you have with 

the system (e.g., implemented BAM+, including test-

ing and setting parameters for a $4.3 billion commu-

nity bank).” So having experience with various sys-

tems used for AML may help in securing a job. 

Number Seven: Project Management 

You will need your IT partners in most compliance 

projects that you undertake, at least those that in-

volve data. They may have project management 

software that can help or you may need them on 

your project team to help resolve data or other is-

sues. 

Number Eight: Incident Response Requirements of 

Regulators 

Federal and now some state regulators require the 

reporting of cyber incidents to them and the filing 

of SARs as warranted. For example, New York State’s 

cyber law went into effect on March 1. Financial in-

stitutions must follow certain steps to protect their 

networks and customer data. As the filer of SARs 

within your organization, your IT partners will need 

to keep you in the loop when cyber incidents occur. 

Number Nine: Data Validation/Model Validation 

With the expectation of model and system valida-

tion, internal IT departments must be able to assist 

if/when needed to verify file creation, file size, num-

bers of items within the files, etc., for file transfer to 

the system vendor if using an external provider, ac-

cording to Robertson. This is also critical if using an 

in-house system because the same needs are pre-

sent for validation. 

Number Ten: Automated Systems 

Most of you use automated systems to comply with 

the BSA. Many automated systems come in the 

form of tools used to monitor suspicious activity. 

Your IT partners need to understand dataflow into 

these systems. If the wrong data is going in or the 

needed data is omitted, you may have trouble iden-

tifying suspicious activity, which is a serious mat-

ter—take it from a regulator. 

If you’re struggling with technology in your job, get 

to know the IT team within your organization and 

your vendors. They can help you understand what’s 

needed to make the technology more effective; 

thus, making life as an AML professional easier and 

your compliance program stronger. 

Elaine Yancey, CAMS, MBA, managing examiner, 

Federal Reserve Bank of Richmond, Richmond, VA, 

USA, elaine.yancey@rich.frb.org 

A STRONG ARUMENT THAT FULLY SUPPORTS THAT 

ACFCS IS THE MOST RELEVANT ASSOCIATION 

BASED ON OUR HOLISTIC APPROACH TO COMPLI-

ANE AND ENTERPRISE-WIDE RISK. - GARRY 

 

UPCOMING 

PROFESSIONAL DEVELOPMENT OPPORTUNI-

TIES 

 

mailto:elaine.yancey@rich.frb.org
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9th KAW Management AML/CFT, Anti-Fraud and 

Financial Crimes Conference  

Main Conference: July 10th & 11th, 2017  

Sandals Grande Antigua Resort & Spa  

Dickenson Bay, St. John’s, Antigua 

October 16TH & 17TH, Boston at Hyatt.  Totally 

revamped format. (http://www.financialcrime-

conference.com/) 

Stay tuned for the announcement of our ACFCS 

Speaker Faculty enabling organizations to con-

tract webinars and workshops with subject 

matter experts. 

 

 

and other World Regulatory Updates 

After breaking rules, Manulife warned feds it 

could sue 

By Carl Meyer in News, Politics | May 1st 2017 

 

Manulife has admitted that it was the bank penal-

ized by FINTRAC for violating money laundering 

rules more than 1,200 times. File photo by Aaron 

Vincent Elkaim/Canadian Press 

Canada's financial intelligence agency was warned it 

could face a lawsuit if it released almost any details 

about why a major Canadian bank paid a $1.15 mil-

lion penalty for breaking money-laundering rules, 

newly released correspondence shows. 

The federal agency announced the penalty in April 

2016, but kept the bank's identity and details of its 

violations under wraps as part of a secret deal. 

The penalty against Manulife Bank Canada was the 

first of its kind against a Canadian bank under 

money-laundering legislation. As part of the secret 

settlement, Manulife admitted to committing more 

than 1,200 violations, including its failure to report a 

series of large money transfers as well as a failure to 

report a suspicious transaction by a client who it 

knew was under criminal investigation. 

After the bank was unmasked by a CBC report last 

February, the Financial Transactions and Reports 

Analysis Centre of Canada (FINTRAC) defended that 

deal as a way to enforce rules while avoiding lengthy 

court proceedings. Manulife has described its viola-

tions as "administrative errors" and it has also noted 

that none of the violations enabled or facilitated 

money laundering. 

But the agency has also admitted that the secret 

deal interfered with the government's obligations 

under freedom of information law. That has led crit-

ics to question whether it was in the public interest 

for the agency to enter into the agreement. Others 

wonder whether such deals are even legally en-

forceable. 

http://www.financialcrimeconference.com/
http://www.financialcrimeconference.com/
http://www.nationalobserver.com/u/carl-meyer
http://www.nationalobserver.com/news
http://www.nationalobserver.com/sections/politics
http://www.nationalobserver.com/2017/02/27/news/manulife-confirms-its-mystery-bank-fined-115-million-fintrac
http://www.nationalobserver.com/2017/04/13/news/head-intelligence-agency-explains-why-it-signed-secret-deal-bank
http://www.nationalobserver.com/2017/04/18/news/ottawas-secret-deal-manulife-has-consequences
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It now appears that not only did Manulife believe its 

contract was legally binding, it also believed the 

deal afforded it protection from the release of al-

most any information about the investigation into 

the bank's violations that would have been provided 

through Canada’s access to information legislation. 

The bank told the agency that it could sue the 

agency if much of this information were to have 

been released — and warned that if this happened, 

it would seek not only its money back, but also 

damages for reputational injury. 

“Our client’s position is that if FINTRAC discloses any 

information about this matter beyond what is cur-

rently disclosed on the FINTRAC website, it will be in 

breach of the terms of settlement,” reads a letter 

sent to the agency’s freedom of information office 

on May 11, 2016. 

“Accordingly...our client would be in a position to 

seek damages from FINTRAC for breach of the set-

tlement agreement. Those damages could include, 

in addition to repayment of the [administrative 

monetary penalty] paid in this matter, damages for 

injury to our client’s reputation caused by the im-

proper disclosure of information.” 

A section of a letter written by an individual or or-

ganization representing Manulife that was sent to 

Canada's financial intelligence agency, detailing how 

Manulife would seek damages in the event the 

agency broke its deal. Screenshot of letter released 

under Access to Information Act 

FINTRAC took months to respond to several re-

quests under access to information legislation, but 

eventually provided new details in some of those re-

sponses including information about one of the 

bank's clients, who also happened to be a convicted 

felon. 

A copy of the Manulife letter, sent to the agency’s 

access to information co-ordinator John Widdis, was 

released to National Observer under access to infor-

mation law. It was responding to an April 26, 2016 

letter from Widdis requesting that the bank provide 

a response to three requests for records under the 

access law. 

The letter was written by someone claiming to rep-

resent the bank, but the author’s name has been 

censored for public release. 

National Observer asked Manulife to identify the 

person or organization claiming to act on behalf of 

the bank. It also asked the bank to provide evidence 

as to why it believed its deal with FINTRAC was le-

gally binding to the point that damages could be 

sought in court, and why it felt that this could go 

over and above the repayment of the penalty. 

In response to all questions, Manulife spokesperson 

Sean Pasternak referred to the bank's Feb. 27 state-

ment, issued shortly after it was named in media re-

ports. In the statement, the bank claims that the 

penalty "essentially related to administrative lapses" 

and that "there is no evidence” of any financial mis-

conduct, before saying it would not be providing 

further comment. 

FINTRAC spokeswoman Renée Bercier also an-

swered questions about the deal’s legality by reiter-

ating that the agency signed the deal in order to 
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conclude court proceedings and still send a “mes-

sage of deterrence” to other businesses. 

Democracy 

Watch founder Duff Conacher said the legal situa-

tion the agency found itself in could have been 

avoided if the rules governing the agency were 

changed. File photo by The Canadian Press 

FINTRAC should require disclosure when it signs 

deals with wrongdoers, says Democracy Watch 

founder 

The legislation that the agency operates under, 

called the Proceeds of Crime (Money Laundering) 

and Terrorist Financing Act, includes a section em-

powering FINTRAC to enter into contracts with third 

parties. 

But some legal experts have been skeptical whether 

such a private contract would be enforceable if it 

contains clauses that require agencies to change 

how they approach other laws, like access to infor-

mation legislation. 

The agency's director, Gérald Cossette, for example, 

has said that while "normally" the agency follows 

the legislation, this time "the issues were very dif-

ferent." 

Democracy Watch founder Duff Conacher said the 

legal situation the agency found itself in could have 

been avoided if the rules governing the agency were 

changed. 

“Their whole tactic of settling with secrecy is some-

thing that no enforcement agency should ever do, 

because then there’s really no public accountability 

for the wrongdoer,” said Conacher, now a visiting 

professor at the University of Ottawa's Faculty of 

Social Sciences. 

Conacher believes the legislation needs to be 

changed to include a provision that, in every case 

where an agreement was reached concerning a vio-

lation, the violator’s identity would be disclosed by 

the agency. 

“The discretion should be taken away from FINTRAC 

to do any kind of deal where the wrongdoer’s iden-

tity would not be disclosed,” said Conacher. 

“The public always has the right to know the iden-

tity of a wrongdoer.” 

Prime Minister Justin Trudeau's Liberals promised to 

make federal information more accessible and 

"open by default, but after some initial adjustments, 

have indefinitely postponed major changes to the 

Access to Information Act. 

http://www.na-

tionalobserver.com/2017/05/01/news/after-breaking-

rules-manulife-warned-feds-it-could-sue 

DOJ HITS TROUBLED CITI SUBSIDIARY WITH NEARLY 

$100 MILLION AML PENALTY 

Thursday, May 25, 2017 

Posted by: Brian Monroe  

 

https://www.liberal.ca/realchange/access-to-information/
https://www.liberal.ca/realchange/access-to-information/
https://www.liberal.ca/realchange/access-to-information/
http://www.nationalobserver.com/2017/05/01/news/after-breaking-rules-manulife-warned-feds-it-could-sue
http://www.nationalobserver.com/2017/05/01/news/after-breaking-rules-manulife-warned-feds-it-could-sue
http://www.nationalobserver.com/2017/05/01/news/after-breaking-rules-manulife-warned-feds-it-could-sue
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By Brian Monroe 

bmonroe@acfcs.org 

May 25, 2017 

The US Department of Justice hit a subsidiary of one 

of the country's largest banks with a nearly $100 

million penalty as part of a non-prosecution agree-

ment (NPA) on Monday, in an enforcement action 

spearheaded by federal investigators rather than 

regulators. 

The $97.4 million forfeiture is the second major ac-

tion against Citigroup-owned financial institution 

Banamex in the past two years for broad and 

longstanding anti-money laundering (AML) failures. 

In 2015, the Federal Deposit Insurance Corp. (FDIC) 

and California's banking regulator penalized the 

bank $140 million for key program gaps, including a 

lack of adequate staffing, poor transaction monitor-

ing and failing to file suspicious activity reports 

(SARs) – at one point for two straight 

years. Banamex is being shut down by Citi at the 

end of next month. 

 

The agreement is one of the first high-profile AML 

enforcement actions against a financial institution 

under the Trump administration and new Attorney 

General Jeff Sessions. It may be an early indicator 

that intensive scrutiny of financial crime compliance 

in the U.S. is not wavering, despite the administra-

tion's overall focus on cutting regulations.  

In the latest action, federal prosecutors revealed a 

compliance department completely overwhelmed 

as Banamex focused on capitalizing on the burgeon-

ing growth of Mexican remittances through the mid-

2000s. The institution believed at one point that, 

through its remitter partnerships, it could poten-

tially get nearly half of the multi-billion dollar mar-

ket between the U.S. and Mexico. 

Unfortunately, that growth did not translate into 

more compliance officers able to handle the ava-

lanche of alerts now flooding the mostly manual 

transaction monitoring system. Soaring activity bur-

ied the two designated AML compliance staffers, 

one of which had much of her bandwidth taken up 

by also being the IT person, according to the agree-

ment.  

 

The action notes that between 2007 and 2012, the 

monitoring system issued more than 18,000 suspi-

cious activity alerts involving some $142 million – a 

sliver of the $8.8 billion in remittances to Mexico 

during that time – but Banamex conducted less than 

10 investigations and filed only nine SARs on 30 mil-

lion remittance-related transactions representing 

just more than $340,000. 

Banamex USA (BUSA) also failed to file any SARs be-

tween 2010 and 2012. Part of the reason the bank 

was inundated with so many alerts – even though it 

had only rudimentary pre-tuned monitoring scenar-

ios – is that the bank also had insight into actual re-

mitter transactions, in essence the customer's cus-

tomer, rather than just batched MSB company 

transactions. 

Lax staffing, monitoring, senior level support 

The NPA also chastised BUSA for employing a “lim-

ited and manual transaction monitoring system, 

running only two scenarios to identify suspicious ac-

tivity on the millions of remittance transactions it 

processed.” 

As a result of the lax staffing and monitoring, the 

bank missed or was not able to further investigate 

key red flags, according to the order. 

Bank staff, and the board, knew that the average re-

mittance to Mexico was “$300 and primarily in-

volved individuals periodically sending money to 

family members in Mexico. Yet, from 2007 to 2012, 

mailto:bmonroe@acfcs.org
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BUSA processed approximately $1.3 billion in remit-

tances with a value greater than $1,500 – five times 

the expected family remittance.” 

Many of the anecdotes in the NPA follow a familiar 

refrain from past actions where a compliance officer 

realizes the program is not strong enough, impor-

tunes senior management to improve systems, staff-

ing or controls, and is rebuffed or given token im-

provements far out of line with what is actually 

needed. 

At one point, one of the two unnamed compliance 

officers in the Banamex action was saddled with 

both doing their job and installing a new automated 

transaction monitoring system. Under so much 

stress and pressure, the individual quit. 

Many penalties, but similar threads 

The latest settlement mirrored many of the details 

from the 2015 joint penalty levied by the FDIC and 

California’s state banking regulator. 

In the FDIC order, the compliance issues surround-

ing Banamex USA centered on the inability to hire 

and retain a qualified compliance officer with skill in 

line with the risk of the operation, have properly 

trained officers and a sufficient overall number of 

staff. 

Exacerbating the bank’s inability to correct these is-

sues was that is also had an ineffective independent 

testing program, the AML-mandated backstop to 

prevent minor program weaknesses into systemic 

failures, according to the FDIC. 

Banamex USA at that time had assets of roughly 

$500 million, with some 300 employees in branches 

in California and Texas. Citi bought the institution in 

2001 from a Mexican bank. 

But the FDIC just two months ago went further, hit-

ting several top executives, one in a compliance 

role, with individual penalties and putting a prover-

bial scarlet letter on their careers in the banking 

space. 

In March, the FDIC stated that it had individually pe-

nalized Banamex’s former chief compliance officer 

(CCO), also its AML officer, $70,000, and banned the 

person from working in banking again. 

The former chief executive officer, and executive 

vice president of corporate and international bank-

ing befell similar fates and permabans, with penal-

ties of $90,000 and $30,000. The FDIC also banned 

the former senior vice president of operations, but 

didn’t hand down a penalty. 

The larger government push for compliance officer 

liability in regulatory failures at an institution is a 

flashpoint issue in financial crime compliance circles 

because it appears any officer can be named or 

shamed if they are found to have a poor program, 

even if they attempted repairs and asked senior 

management for support and resources that were 

never provided.  

 

Prosecutors leave room for potential future actions 

 

The 24-page settlement directs Banamex and 

Citigroup to “use their best efforts to make available 

for interviews, testimony…present or former offic-

ers, directors, employees, agents and consultants.” 

The obligation of these parties includes “sworn tes-

timony before a federal grand jury or in federal trials 

as well as interviews with domestic or foreign law 

enforcement and regulatory authorities." Such com-

mitments are a fairly standard component in non-

prosecution and deferred prosecution agreements, 

though not always seen in regulatory enforcement 

actions.  

 

Further, and potentially boding ill for the bank, the 

settlement does not mince words, stating that the 

NPA “does not provide any protection against prose-

cution for any individuals regardless of their affilia-
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tion” with Banamex or present or former subsidiar-

ies and “shall not restrict the ability” of DOJ to 

“charge any individual for any criminal offense and 

to seek the maximum term of imprisonment.” 

The information gathered from these current or for-

mer consultants can also be used against Citigroup, 

with the settlement “tolling” or extending the stat-

ute of limitations for related crimes between one 

year and five years, depending on when investiga-

tors are made aware of a problem or find out on 

their own. 

That wording opens the door for further actions 

against Citi if more faults come to light. 

That's not a good thing as the ceiling in AML-related 

enforcement actions against banks in recent years, 

including settlements with U.S. and foreign banks, 

have had figures as high as $9 billion, more than a 

billion dollars and hundreds of millions of dollars in 

individual agreements, though in some cases that 

was tied in part to violating sanctions rules.  

Citi reiterated its commitment to compliance on 

Monday in a statement. 

“Among our most serious obligations as a bank is to 

achieve the strongest possible system for anti-

money-laundering and sanctions compliance to pro-

tect the integrity of the financial system,” Citigroup 

stated in responses to queries about the health of 

its overall financial crime countermeasures. 

 

•   
 

http://www.reuters.com/article/us-kik-blockchain-

offering-idUSKBN18L1IW 

 

 

 

FORMER MONEYGRAM COMPLIANCE CHIEF 

PAYS $250,000 PENALTY FOR AML FAILURES 

By Richard L. Cassin | Friday, May 5, 2017  

The former Chief Compli-

ance Officer of MoneyGram International, Inc. 

reached a settlement Thursday with FinCEN and the 

DOJ after he was held personally responsible for his 

company's anti-money laundering failures. 

Thomas E. Haider agreed to pay a $250,000 penalty 

and be barred from working as a compliance officer 

for any money transmitter for three years. 

The settlement ended the DOJ's action against 

Haider to enforce a $1 million fine that FinCEN im-

posed against him in December 2014. 

FinCEN said then that Haider failed to ensure that 

MoneyGram complied with the anti-money launder-

ing provisions of the Bank Secrecy Act. 

Haider didn't file suspicious activity reports on 

agents he knew or suspected were engaged in 

fraud, money laundering, or other criminal activity, 

FinCEN said. And he failed to perform adequate due 

diligence or audits or terminate known high-risk 

agents. 

http://www.reuters.com/article/us-kik-blockchain-offering-idUSKBN18L1IW
http://www.reuters.com/article/us-kik-blockchain-offering-idUSKBN18L1IW
http://www.fcpablog.com/blog/2017/5/5/former-moneygram-compliance-chief-pays-250000-penalty-for-am.html
http://www.fcpablog.com/blog/2017/5/5/former-moneygram-compliance-chief-pays-250000-penalty-for-am.html
http://www.fcpablog.com/blog/author/fcpablog
http://www.fcpablog.com/blog/2014/12/22/former-moneygram-compliance-chief-penalized-1-million-for-wi.html
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His lawyers argued that the Bank Secrecy Act didn't 

allow individuals to be held responsible for corpo-

rate AML failures. They also said FinCEN's actions vi-

olated Haider's due process rights. 

But federal judge David Doty cited language in the 

Bank Secrecy Act allowing penalties against a “part-

ner, director, officer, or employee.” 

“The plain language of the statute provides that a 

civil penalty may be imposed on corporate officers 

and employees like Haider, who was responsible for 

designing and overseeing MoneyGram’s AML pro-

gram,” Judge Doty said. 

In a 2012 federal settlement, Dallas-based 

MoneyGram paid $100 million to compensate fraud 

victims. 

Scammers told victims they'd won the lottery or 

been hired for a “secret shoppers” program. Others 

were duped to believe they'd been approved for a 

guaranteed loan or had won a cash prize. 

The fraudsters convinced victims to use 

MoneyGram’s transfer system to send them up front 

taxes, customs duties, or processing fees. Many vic-

tims were elderly. 

The government said Haider could have stopped the 

fraud. He ran MoneyGram's compliance program 

and anti-fraud department from 2003 to 2008. 

In late 2014, FinCEN filed a complaint with the U.S. 

Attorney for Manhattan to enforce the $1 million 

penalty and to bar Haider from working in the finan-

cial industry. The case was transferred to Minneap-

olis, where Haider moved to dismiss the DOJ's en-

forcement action. 

One of Haider's lawyers, Ian Comisky, said in 2014 

that FinCEN's action was overreaching. "While the 

current government mantra is for heightened indi-

vidual responsibility, this is the wrong case to try to 

establish this principle." 

Judge Doty approved Thursday's settlement to end 

the litigation. 

In the settlement, Haider admitted that he failed to 

terminate specific MoneyGram outlets "after being 

presented with information that strongly indicated 

that the outlets were complicit in consumer fraud 

schemes." 

FinCEN is the Treasury Department's Financial 

Crimes Enforcement Network. 

Jamal El-Hindi, FinCEN's acting director, said Thurs-

day that "compliance professionals occupy unique 

positions of trust in our financial system. . . . Holding 

[Haider] personally accountable strengthens the 

compliance profession by demonstrating that be-

havior like this is not tolerated within the ranks of 

compliance professionals.” 

Haider told news outlets Thursday that proposals 

made by MoneyGram's fraud department to termi-

nate and discipline agents at its outlets had been 

blocked  by the sales division. He said MoneyGram's 

anti-money laundering programs were audited by 

state regulators more than three dozen times. 

"The AML compliance program was deemed satis-

factory by the regulators as well as the outside ex-

pert consultants," he said. 

China's Ant Financial is now trying to acquire 

MoneyGram. The acquisition needs U.S. regulatory 

approval. 

http://www.justice.gov/usao/pam/news/2012/MoneyGram_11_28_2012.htm
http://www.justice.gov/usao/nys/pressreleases/December14/ThomasHaiderComplaintPR.php
http://www.justice.gov/usao/nys/pressreleases/December14/ThomasHaiderComplaintPR.php
https://www.fincen.gov/news/news-releases/fincen-and-manhattan-us-attorney-announce-settlement-former-moneygram-executive
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_____ 

Richard L. Cassin is the publisher and editor of the 

FCPA Blog. 

- See more at: http://www.fcpa-

blog.com/blog/2017/5/5/former-moneygram-com-

pliance-chief-pays-250000-penalty-for-

am.html#sthash.AzlKOsbI.dpuf 

Fraser Valley realtors warned of illegal practice 

around foreign money 

Real estate board says warning is proactive, not in 

response to a specific incident 

By Karin Larsen, CBC News Posted: May 26, 2017  

 

Realtors in the Fraser Valley are being warned about 

illegally accepting funds from overseas clients to 

complete real estate transactions. (David Hore-

mans/CBC) 

The Fraser Valley Real Estate Board (FVREB) has is-

sued an alert to its member realtors, warning about 

accepting property purchase money from overseas 

into their private bank accounts. 

In a memo, the board says such transactions are ille-

gal and violate money-laundering and tax laws. 

"It has come to our attention that overseas clients 

may be asking realtors to allow money to be trans-

ferred to their personal accounts so that the realtors 

can arrange a bank draft to give to the sellers/devel-

opers for their purchase," says the written notice. 

"It's important everyone understands that this vio-

lates federal income tax laws, FINTRAC laws and the 

Real Estate Services Act. It is extremely important to 

ensure that any exchange of funds is legitimate, le-

gal and ethical before members agree to partici-

pate." 

FINTRAC is Canada's anti-money laundering watch-

dog. 

Proactive move, says board  

FVREB President Gopal Sahota says the notice was 

not a response to a specific incident or investiga-

tion, but rather a proactive measure to educate and 

protect consumers and realtors. 

"We're commonly providing these alerts, these 

teachable opportunities to educate members on an 

ongoing basis," Sahota said. 

He says the FVREB has provided many similar alerts 

to members in the past, warning of suspicious buy-

ers or con artists, for example. 

Craig Munn of the Real Estate Board of Greater Van-

couver said his organization has never heard of for-

eign buyers transferring money to the personal ac-

counts of realtors, nor has his organization ever felt 

the need to issue a warning about it. 

"It's in breach of the professional and legal responsi-

bilities of our industry," said Munn. 

http://www.cbc.ca/news/canada/british-colum-

bia/fraser-valley-realtor-warning-1.4133925 

http://www.fcpablog.com/blog/2017/5/5/former-moneygram-compliance-chief-pays-250000-penalty-for-am.html#sthash.AzlKOsbI.dpuf
http://www.fcpablog.com/blog/2017/5/5/former-moneygram-compliance-chief-pays-250000-penalty-for-am.html#sthash.AzlKOsbI.dpuf
http://www.fcpablog.com/blog/2017/5/5/former-moneygram-compliance-chief-pays-250000-penalty-for-am.html#sthash.AzlKOsbI.dpuf
http://www.fcpablog.com/blog/2017/5/5/former-moneygram-compliance-chief-pays-250000-penalty-for-am.html#sthash.AzlKOsbI.dpuf
http://www.cbc.ca/news/cbc-news-online-news-staff-list-1.1294364
http://www.cbc.ca/news/canada/british-columbia/fraser-valley-realtor-warning-1.4133925
http://www.cbc.ca/news/canada/british-columbia/fraser-valley-realtor-warning-1.4133925
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Government must crack down on dark money 

to create housing affordability in Vancouver 

D O U G L A S  TO D D  

More from Douglas Todd 

Published on: May 6, 2017 | Last Updated: May 9, 

2017 4:12 PM PDT 

 

 

Transparency International financial researcher 

Adam Ross believes ending runaway money 

laundering in Vancouver real estate is an elec-

tion issue for British Columbians. J O N AT H A N  

H AY WA R D  /  C P  

 

Canada has had a reputation as an open, transpar-

ent, trustworthy society, which operates on the 

principles of “peace, order and good government.” 

But when it comes to stopping billions of dollars of 

illicit money funnelling into Canadian real estate, 

our elected officials don’t deserve their status. 

The governments of Canada and B.C. have consist-

ently failed to protect Canadians from unsavoury, 

tax-evading speculators in real estate, who have 

made Metro Vancouver and Toronto housing unaf-

fordable.   

Even though most Canadians remain unaware of the 

complex world of dark money, Vancouver-based fi-

nancial researcher Adam Ross makes clear Metro 

Vancouver and Toronto have become hot spots for 

shady global real-estate deals. 

Because of lax rules in Canada and B.C. it is easy for 

rich investors in real estate to hire accountants and 

lawyers to hide their identities. 

Offshore speculators can therefore avoid detection 

by their own governments, including the rising giant 

of China. And they can avoid or evade taxes in Can-

ada. 

Specifically, they can also dodge the 15 per cent tax 

on foreign buyers of residential properties in Metro 

Vancouver and Toronto. 

Ross believes ending runaway money laundering in 

real estate is an election issue for British Columbi-

ans. 

Even though the illicit money transfers could be 

greatly reduced, elected officials have turned a blind 

eye. The problem is worse than most think, suggests 

Ross, who consults for Transparency International, a 

renowned anti-corruption organization. 

 

The Berlin-based agency recently released a report 

that pinpoints Canada, and especially Metro Van-

http://vancouversun.com/author/douglastodd2
http://vancouversun.com/author/douglastodd2
http://vancouversun.com/opinion/columnists/douglas-todd-canadas-public-guardians-have-failed-vancouverites
http://vancouversun.com/opinion/columnists/douglas-todd-canadas-public-guardians-have-failed-vancouverites
http://vancouversun.com/opinion/columnists/douglas-todd-a-smarter-tax-would-ease-vancouvers-housing-crisis
http://vancouversun.com/opinion/columnists/douglas-todd-a-smarter-tax-would-ease-vancouvers-housing-crisis
http://vancouversun.com/opinion/columnists/douglas-todd-stopping-political-rot-means-saving-democracy-and-more
http://vancouversun.com/author/douglastodd2
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couver, as hot spots for a global “corrupt elite” in-

tent on making their dirty wealth look clean by laun-

dering it through real estate. 

“Governments must close the loopholes that allow 

corrupt politicians, civil servants and business exec-

utives to be able to hide stolen wealth through the 

purchase of expensive houses in London, New York, 

Sydney and Vancouver,” said Jose Ugaz, chair of 

Transparency International. 

The report on money-laundering in Canada, the 

U.S., Britain and Australia recognizes housing is be-

coming out of reach for locals in large part because 

real estate has become an easy place to hide hun-

dreds billions of dollars of dirty currency from police 

and tax authorities. 

 

“As long as the status quo persists with respect to 

opaque ownership here in B.C., efforts to curb for-

eign real estate investment will fall short,” says 

Vancouver-based financial researcher Adam Ross, 

consultant to Transparency International 

Real estate accounted for 30 per cent of criminal as-

sets confiscated worldwide between 2011 and 

2013, according to the Financial Action Task Force 

(FATF). 

Instead of praising Canada for responsible govern-

ance, Transparency International criticizes Canada 

and other English-speaking countries for failing “to 

deliver on their anti-corruption commitments … 

(which) feeds poverty and inequality while the cor-

rupt enjoy lives of luxury.” 

Stronger anti-money laundering rules are desper-

ately needed for B.C. and especially Metro Vancou-

ver, where governments can’t identify the owners of 

almost half the region’s 100 most valuable homes, 

according to Ross, owner of White Label Insights, 

which specializes in corporate risk management. 

Attempts by police or immigration authorities to 

track down illicit financial transactions in Vancouver, 

Toronto and other parts of Canada consistently lead 

to “dead ends,” says Ross. 

This week more evidence of hidden wealth emerged 

when it was revealed the B.C. Liberals have for years 

handed mysterious tax breaks to foreign investors in 

the province, including in real estate. 

The lack of data and vigilance provided by both Ot-

tawa and Victoria frustrates countries such as China, 

which is trying to stop waves of new multi-million-

aires illicitly removing currency from the country. 

The Chinese government is zeroing in on Metro Van-

couver real estate to recover the proceeds of cor-

ruption, according to FATF. Indeed, China appears to 

be doing more to track corrupt property speculators 

in Canada than Canada. 

Last week China’s anti-corruption authorities pub-

lished foreign addresses for 22 of its “most-wanted” 

suspects, reported the South China Morning 

Post. China’s list includes five graft suspects in Can-

ada, all in B.C. 

Even though the federal Liberal government re-

cently vowed to increase efforts to stop interna-

tional money laundering and tax evasion, Ross said 

elected officials have far to go to provide police with 

the basic data required to stop corruption in real es-

tate. 

http://www.transparency.org/whatwedo/publication/doors_wide_open_corruption_and_real_estate_in_four_key_markets
http://www.transparency.org/whatwedo/publication/doors_wide_open_corruption_and_real_estate_in_four_key_markets
http://vancouversun.com/opinion/columnists/douglas-todd-australias-foreign-political-donations-storm-cautionary-for-b-c
http://www.whitelabelinsights.com/
http://vancouversun.com/news/local-news/b-c-liberals-under-fire-for-mystery-program-that-gives-tax-breaks-to-wealthy-foreign-companies
http://vancouversun.com/news/local-news/b-c-liberals-under-fire-for-mystery-program-that-gives-tax-breaks-to-wealthy-foreign-companies
http://vancouversun.com/opinion/columnists/douglas-todd-how-would-vancouvers-housing-bubble-burst-look-to-china
http://vancouversun.com/opinion/columnists/douglas-todd-how-would-vancouvers-housing-bubble-burst-look-to-china
http://www.scmp.com/news/world/united-states-canada/article/2091356/china-reveals-foreign-addresses-corruption-suspects
http://www.scmp.com/news/world/united-states-canada/article/2091356/china-reveals-foreign-addresses-corruption-suspects
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Because the federal and B.C. governments make it a 

piece of cake for wealthy buyers to remain anony-

mous, Ross says it’s highly likely the 15 per cent tax 

on foreign property buyers in Metro Vancouver is 

routinely sidestepped. Prices remain astronomical. 

Ross’s study of 100 of Vancouver’s most expensive 

mansions — those worth $20 million and more — 

found one in four of those sold in recent years were 

owned by proxies, known as “nominees.” They are 

typically students or spouses. 

“As long as the status quo persists with respect to 

opaque ownership here in B.C., efforts to curb for-

eign real estate investment will fall short. If the pro-

vincial government is serious it needs to regulate 

the use of nominees and holding companies as a 

means of indirectly owning property,” says Ross. 

“We know it is dead easy to bring dirty money into 

Canada. Canada is being touted abroad as a great 

destination to park money out of the reach of the 

taxman and local authorities,” he says. 

“If we introduced and enforced rules that made it 

harder to bring dirty money into the country, and 

that made it harder to buy property anonymously, it 

would deter those looking to launder money from 

choosing Canada as a destination for their cash. 

That should be a no-brainer for a government look-

ing to get a handle on an affordability crisis.” 

Even though money launderers usually prefer to 

stream their ill-gotten gains into real estate, Ross 

adds many also divert currency into luxury goods, 

such as ultraexpensive cars, art and fine wines. 

It’s not a coincidence Metro Vancouver is earning a 

reputation as the super-car capital of the 

world, with 3,000 vehicles valued at more than 

$150,000 insured in B.C. last year. That’s double the 

number three years earlier. 

 

 

What reforms should Canada and B.C. institute to 

help China and other countries stop the flow of 

dirty money into the West Coast, especially into 

high-end real estate? Several options are clear. 

“People who become rich through crime and cor-

ruption often seem to have affinity for flashy cars 

and luxury goods,” Ross says. 

What reforms should Canada and B.C. institute to 

stop the flow of dirty money, especially into dwell-

ings? 

First, both governments should provide more data 

to the public, and especially to police and tax audi-

tors, about who actually controls the opaque com-

panies and trusts often used to buy high-end real 

estate in Metro Vancouver and elsewhere. 

Unlike average buyers, the so-called “beneficial 

owners” behind shell companies and trusts are al-

lowed to hide their nationalities, allowed to avoid 

paying property transfer taxes and allowed to fake 

how many “homes” they actually own, thus avoid-

ing capital gains taxes. 

Canadian and B.C. politicians should also require 

“nominee” owners of real estate to identify who 

they represent. 

http://vancouversun.com/opinion/columnists/douglas-todd-foreign-students-make-a-big-impact-on-vancouver
http://vancouversun.com/business/local-business/new-found-wealth-driving-vancouverites-to-high-end-vehicles
http://vancouversun.com/business/local-business/new-found-wealth-driving-vancouverites-to-high-end-vehicles
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That would lead to fewer “students” buying $30-mil-

lion Vancouver mansions. The recent spike in the 

use of nominees, Ross says, protects behind-the-

scenes owners from paying the foreign-buyers tax 

and allows them to claim “principal-residence” tax 

breaks. 

Global money laundering and gaping tax loopholes 

are not the kind of things that tend to makes head-

lines in Canada, even during elections. 

Most busy Canadians like to think, naively, such 

complicated financial issues and money-transfer 

scams are being taken care of by our elected offi-

cials, bureaucrats and law enforcement agencies. 

They’re not. 

If Metro Vancouver and Toronto are ever to become 

remotely affordable cities, where local wage earners 

have a chance to enter the real-estate market, there 

are few injustices more important for the public to 

force politicians to confront. 

dtodd@postmedia.com 

http://vancouversun.com/opinion/column-

ists/douglas-todd-vancouver-is-a-money-launder-

ing-haven 

Singapore fines Credit Suisse, UOB for 1MDB-

related offenses 

By Richard L. Cassin | Wednesday, May 31, 2017 at 

7:28AM 

Singapore's central bank 

Tuesday fined Credit Suisse and United Overseas 

Bank for breaching anti-money laundering rules in 

connection with Malaysian sovereign wealth fund 

1Malaysia Development Berhad. 

The Monetary Authority of Singapore (MAS) said in 

a statement it fined Credit Suisse about $505,000 

and UOB about $650,000. 

MAS said it didn't detect "pervasive control weak-

nesses" in the banks. But it did find "weaknesses in 

conducting due diligence on customers and inade-

quate scrutiny of customers' transactions and activi-

ties." 

Prosecutors in Singapore, the United States, and 

Switzerland believe about $3.5 billion was improp-

erly diverted from the Malaysian sovereign wealth 

fund. 

The U.S. Justice Department used evidence devel-

oped by Singapore to prepare a 144-page civil for-

feiture complaint against about $1 billion in as-

sets allegedly bought with money looted from 

1MDB. 

Singapore last year seized property and bank ac-

counts worth about $177 million linked to money al-

legedly diverted from 1MDB. 

Tuesday's statement from MAS marked the end of 

the regulator's two-year review of the Malaysian 

fund. 

In the statement, MAS announced lifetime bans 

against the former Singapore branch manager of 

Falcon Private Bank, Jens Fred Sturzenegger, and 

two other former Falcon employees. 

The bans, known in Singapore as Prohibition Orders, 

are effective from May 29 and bar the bankers from 

working in Singapore's financial sector. 

http://vancouversun.com/business/real-estate/douglas-todd-how-to-ensure-non-residents-pay-tax-on-canadian-real-estate-profits
http://vancouversun.com/business/real-estate/douglas-todd-how-to-ensure-non-residents-pay-tax-on-canadian-real-estate-profits
mailto:dtodd@postmedia.com
http://vancouversun.com/opinion/columnists/douglas-todd-vancouver-is-a-money-laundering-haven
http://vancouversun.com/opinion/columnists/douglas-todd-vancouver-is-a-money-laundering-haven
http://vancouversun.com/opinion/columnists/douglas-todd-vancouver-is-a-money-laundering-haven
http://www.fcpablog.com/blog/2017/5/31/singapore-fines-credit-suisse-uob-for-1mdb-related-offenses.html
http://www.fcpablog.com/blog/2017/5/31/singapore-fines-credit-suisse-uob-for-1mdb-related-offenses.html
http://www.fcpablog.com/blog/author/fcpablog
http://www.mas.gov.sg/~/media/MAS/News%20and%20Publications/Press%20Releases/Summary%20of%201MDB%20Related%20Court%20and%20Regulatory%20Actions_as%20at%2030May17.pdf
http://www.fcpablog.com/blog/2016/7/20/doj-seeks-forfeiture-of-1-billion-linked-to-malaysia-state-f.html
http://www.fcpablog.com/blog/2016/7/20/doj-seeks-forfeiture-of-1-billion-linked-to-malaysia-state-f.html
http://www.fcpablog.com/blog/2016/7/20/what-did-the-alleged-1mdb-looters-buy-with-1-billion-heres-t.html
http://www.fcpablog.com/blog/2016/7/20/what-did-the-alleged-1mdb-looters-buy-with-1-billion-heres-t.html
http://www.fcpablog.com/blog/2016/7/21/singapore-seizes-177-million-linked-to-1mdb-cites-aml-lapses.html
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Sturzenegger was sentenced earlier to 28 weeks in 

jail and fined about $92,000. MAS said he pleaded 

guilty to six charges related to Falcon Bank's AML 

failures. 

MAS stripped two banks of their Singapore bank li-

censes for money-laundering violations related to 

1MDB. 

In May 2016, MAS withdrew BSI Bank's license and 

fined it $9.6 million, citing "serious breaches of AML 

(anti-money laundering) requirements, poor man-

agement oversight of the bank’s operations and 

gross misconduct by some of the bank’s staff." 

The agency also withdrew the license held by Falcon 

Bank in late 2016 and fined the bank $3.1 million. 

MAS said it found "serious failures in AML controls 

and improper conduct by senior management at the 

Head Office in Switzerland as well as the Singapore 

Branch."  

During the 1MDB investigation, MAS also fined DBS 

Bank about $720,000, Standard Chartered Bank 

$3.7 million, and Coutts & Co $1.73 million. 

Among the eight indivuals MAS sanctioned for 

1MDB-related offenses were Tim Leissner, the for-

mer chief of Goldman Sachs (Southeast Asia). MAS 

banned him for ten years from March 13, 2017.  

MAS said Leissner issued an unauthorized reference 

letter to a bank in Luxembourg in June 2015, using 

Goldman Sachs letterhead. The letter vouched for a 

central figure allegedly involved in 1MDB. 

Leissner resigned from Goldman Sachs in February 

2016. 

MAS said Leissner managed the client relationship 

with 1MDB for its three bond issues from 2012 to 

2013. 

_____ 

Richard L. Cassin is the publisher and editor of the 

FCPA Blog. 

- See more at: http://www.fcpa-

blog.com/blog/2017/5/31/singapore-fines-credit-

suisse-uob-for-1mdb-related-of-

fenses.html#sthash.X6NNCa4U.dpuf 

 

Millions in suspected Russian crime proceeds 

flowed through Canadian banks, companies 

Money traced back to largest tax fraud in Rus-

sian history 

By Diana Swain and Jennifer Fowler, CBC 

News Posted: May 10, 2017  

 

Money that appears to be connected to a massive 

tax fraud in Russia has been traced to bank accounts 

of individuals and companies in Canada. (smad-

mit/Shutterstock) 

A powerful Russian crime syndicate that's accused 

of laundering hundreds of millions of dollars around 

the world appears to have also flowed millions 

through nearly 30 Canadian bank accounts. 

A CBC News investigation has spent months tracking 

down some of the individuals and companies at-

tached to those accounts and found the $2 million 

http://www.fcpablog.com/blog/2016/5/25/1mdb-scandal-singapore-closes-bsi-bank-for-serious-aml-breac.html
http://www.fcpablog.com/blog/2016/10/11/singapore-closes-falcon-bank-arrests-local-manager-for-1mdb.html
http://www.fcpablog.com/blog/2016/10/11/singapore-closes-falcon-bank-arrests-local-manager-for-1mdb.html
http://www.fcpablog.com/blog/2017/5/31/singapore-fines-credit-suisse-uob-for-1mdb-related-offenses.html#sthash.X6NNCa4U.dpuf
http://www.fcpablog.com/blog/2017/5/31/singapore-fines-credit-suisse-uob-for-1mdb-related-offenses.html#sthash.X6NNCa4U.dpuf
http://www.fcpablog.com/blog/2017/5/31/singapore-fines-credit-suisse-uob-for-1mdb-related-offenses.html#sthash.X6NNCa4U.dpuf
http://www.fcpablog.com/blog/2017/5/31/singapore-fines-credit-suisse-uob-for-1mdb-related-offenses.html#sthash.X6NNCa4U.dpuf
http://www.cbc.ca/news/cbc-news-online-news-staff-list-1.1294364
http://www.cbc.ca/news/cbc-news-online-news-staff-list-1.1294364
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sent to Canada was spread among recipients rang-

ing from a boxing manager in Montreal to a con-

struction company in Calgary.   

Many of them expressed surprise that documents 

provided to CBC suggest the money originated from 

a money-laundering scheme. 

A handful of companies registered here also sent 

$17.6 million out of Canada to foreign accounts as-

sociated with the crime syndicate, according to the 

documents that chronicle hundreds of wire trans-

fers in and out of Canada between 2008 and 2013. 

The fact that money from a sophisticated tax fraud 

in Russia may have ended up in Canada, and so 

much documentation exists to support it, is 

"groundbreaking," says Lincoln Caylor, a Toronto 

lawyer who specializes in complex fraud cases and 

has examined the documents. 

"Not a lot of people would have thought that Can-

ada is such a safe haven for ill-gotten gains." 

'We discovered the pipe' 

The CBC News investigation began after receiving 

thousands of pages of documents amassed by U.K.-

based businessman Bill Browder, widely regarded as 

once the most successful foreign investor in Russia 

with his hedge fund, Hermitage Capital. 

Browder says that in 2007, his companies were sto-

len by an organized crime syndicate led by Russian 

crime boss Dmitry Klyuev. 

The stolen companies were then used to commit 

one of the most infamous financial crimes in recent 

Russian history that saw a fraudulent $227-million 

Russian tax refund shared by co-conspirators who 

quickly moved the money out of Russia and into 

other jurisdictions. 

 

Companies stolen from U.K.-based businessman Bill 

Browder were used commit a financial crime that 

ultimately saw a fraudulent $227-million Russian tax 

refund shared by co-conspirators who moved the 

money out of the country. (Jared Thomas/CBC) 

The alleged money laundering is being investigated 

in more than half a dozen countries and Klyuev him-

self has been sanctioned by the U.S. government. 

He is one of roughly a dozen Russians named on a 

law in the U.S. that prevents them from entering the 

country or holding assets there.   

Enacted in 2012, the law is commonly referred to as 

the Magnitsky Act, named for Sergei Magnitsky, the 

Russian lawyer originally hired by Browder to inves-

tigate the tax fraud. He was beaten to death in a 

Russian prison in 2009, after being arrested by some 

of the very officials he accused. 
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Russian tax lawyer Sergei Magnitsky was arrested 

and died in a Moscow jail after he exposed tax fraud 

by Russian government officials. (Alexander Zem-

lianichenko/Associated Press) 

The U.K. passed similar legislation last month. In 

Canada, the House of Commons foreign affairs com-

mittee recently recommended this country do the 

same. 

Browder and his team have spent the past several 

years pushing for that legislation while meticulously 

tracking the money around the globe.   

The effort is frustrated by the fact that money laun-

derers tend to move the funds several times, blend-

ing it with money in other bank accounts, some-

times from other crimes, creating a complicated 

trail for investigators to unravel. 

 

Jonathan Cooperman, a Toronto-based forensic ac-

countant, says moving money through Canada 

doesn't raise red flags the way money from other ju-

risdictions might. (David Donnelly/CBC) 

Moving money through Canada doesn't raise red 

flags the way money from other jurisdictions might, 

says Jonathan Cooperman, a Toronto-based forensic 

accountant who has looked at the documents. 

"It's not Cayman, it's not Belize, it's not Switzerland. 

And people think of Canada as fairly safe." 

Because the documents Browder has amassed show 

so much money flowing through the same ac-

counts he believes laundered the Hermitage tax re-

fund, he feels he's tapped into more than the laun-

dering of the $227 million. 

"We didn't just discover one crime's proceeds being 

laundered, we discovered the pipe." 

Where the money went 

The documents shared with CBC News, primarily 

gathered from evidence in money-laundering inves-

tigations in other countries, show some companies 

registered in Canada sent millions to a bank in Lithu-

ania that Browder believes is part of that pipe and 

has since been shut down. 

Company in New Brunswick 

• $16.3 million over 

69 transactions 

2008-2010 

The largest sum with a Canadian connection was 

sent out of Canada by a New Brunswick company 

with an Estonian bank account and a South African 

director. CBC News could find no evidence the com-

pany has done any business. Corporate records 

show it's in the process of being dissolved. 

Cooperman says such a complicated corporate 

structure can be a classic money-laundering tech-

nique. 

'Canada shares its part of the blame for not having a 

completely transparent system of corporate owner-

ship.'- Jonathan Cooperman 

"Canada shares its part of the blame for not having 

a completely transparent system of corporate own-

ership," he says. "That results in corporations where 
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we don't really know who the owners are and we al-

low that money to flow through." 

It's also clear significant sums were flowing into 

Canada. 

Some of those contacted by CBC said they received 

the money as payment for services or goods. At 

least one said it wasn't his practice to question 

where his clients get the money to pay him. 

In some cases, they were unwilling to discuss why 

they received the money at all. 

Caylor says it's possible some of those who received 

the money had no idea they were unwittingly help-

ing to launder money. 

"Maybe some of them are dupes through the laun-

dering process.  And then probably ... some of them 

are actually aware of it and co-conspirators in the 

laundering of the proceeds from the crime." 

2 routes to Canada 

The documents indicate the money came to Canada 

via two routes. 

More than $300,000 moved here almost directly 

from Russia through two bank accounts in Cyprus 

controlled by Dmitry Klyuev. Four Canadian compa-

nies received the money. 

 

Far more money — about $1.6 million — came to 

Canada through a more complicated route via the 

now-closed Lithuanian bank, UKIO. 

Two dozen Canadian individuals and companies re-

ceived the funds in accounts at major Canadian 

banks, including Royal Bank, CIBC and TD Bank. 
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CBC News contacted some of the individuals and 

companies who received the largest sums or were 

involved in multiple transactions. 

Arum Construction   

• $144,371 from 

Cyprus in 2011 

• $146,660  to Lith-

uania in 2011 

The company is registered in Alberta, but also has a 

business address in Moscow. Documents show it re-

ceived funds two months after it was created. It 

shut down two years later. The Calgary lawyer who 

registered the company says he did so on instruc-

tions from a client in Cyprus, whom he would not 

name. 

Hercules Tire International 

• $87,883 from Cy-

prus in 2011 

The tire company in Kitchener, Ont., exports to cli-

ents around the world and received the money in 

four payments. The new owners, an American firm 

that took over in 2014, indicated the transactions 

are from before they bought the company. 

Haribol Enterprises 

• $20,019 from Cy-

prus in 2011 

The Burnaby, B.C., shipping consultancy says the 

payment matches an invoice sent to a Moscow-

based company in 2011 for freight forwarding. That 

Russian company was opened and closed the same 

year by a woman whose name appears on 19 other 

companies, according to a Moscow corporate rec-

ords search. Haribol's owner said his bank state-

ment didn't indicate where the payment came from. 

Melrose International Trading 

• $69,945 from Cy-

prus in 2008 

• $203,224 from 

Lithuania in 2009 

The Montreal frozen meat exporter with global cus-

tomers confirmed the RBC bank account that re-

ceived the funds is theirs, but said it had never 

heard of the Cypriot companies that paid the in-

voices. The company insists it follows the law. 

Cooperman thinks businesspeople should require a 

clear paper trail and ask harder questions of clients 

who pay from a company other than the one that 

was billed. 

"They're expecting to get money from a certain in-

stitution that they billed and they get money from 

another institution. Why am I getting paid from an-

other entity? Is there a logical explanation?" 

While most of the wire transfers were sent to com-

panies, a handful went to individuals. 

Klara Reva 

• $345,595 over 

nine transactions 

from Lithuania in 

2008 

The sum is the most sent to any individual or com-

pany listed in the documents. Mortgage records 

show she bought a $410,000 home in Montreal the 
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same year, although she lived in Kazakhstan. Her 

daughter Anna Reva, who lives in Montreal, acted 

on her behalf in the real estate deal. 

When Anna Reva was asked about the purchase, 

she responded by email saying she had nothing to 

add. 

9214-1472 Quebec Inc. 

• $188,930 from 

Lithuania in 2010 

The company's directors are Klara Reva and Anna 

Reva, who is a boxing manager in Montreal. The 

company received four payments in 2010. The same 

year, it bought and sold a $7-million commercial and 

residential building on Bishop Street in downtown 

Montreal.   

 

A numbered company in Quebec received four pay-

ments from a Lithuanian bank in 2010, the same 

year it bought and sold a $7-million commercial and 

residential building on Bishop Street in downtown 

Montreal. (CBC) 

Contacted by CBC News, Anna Reva acknowledged 

she received loans from friends and family at the 

time, but said she was shocked by any suggestion 

the money could be connected to a crime. She says 

she's done nothing wrong. 

There's no indication those who sent or received 

the money knew it might be connected to a criminal 

network. But experts like Caylor say the information 

deserves closer scrutiny. 

Lobbying for sanctions 

Browder has made it his life's mission to avenge 

Magnitsky's brutal death by continuing to track the 

stolen $227 million and lobbying governments to 

sanction or seize the assets of those who split the 

bounty. 

"There are crimes being committed in places like 

Russia and people are being repressed and tortured 

in relation to those crimes. Canada should have no 

part of it," says Browder. 

In Europe, Browder's persistence in following the 

money trail has led to the seizure of tens of millions 

of dollars of assets. 

A money-laundering trial is set to get underway next 

week in New York City alleging some of the stolen 

Russian money flowed into Manhattan real estate. 

The prosecution's case is based on many of the 

same foreign bank accounts that originated the 

money flow to Canada. 

 

Lincoln Caylor, a Toronto lawyer who specializes in 

complex fraud cases, says while some of the people 

who received and sent money may be unwittingly 
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helping to launder money, the transactions warrant 

a closer look (David Donnelly/CBC) 

Caylor and Cooperman are among a handful of Ca-

nadian experts offering their services for free to 

help press the RCMP to open an investigation here. 

In January, Browder and his team flew from London, 

U.K., to Ottawa where he met with the force's direc-

tor-general of national intelligence and shared his 

trove of Canada-linked documents. 

"The RCMP have the tools to go and dig deeply into 

this thing. It's effectively like a thread. We have 

given them the thread and we want them to start 

pulling on that and see what comes up," he says. 

The RCMP said it is aware of the matter, but won't 

say whether it's investigating. 

Browder reserves little sympathy for those who 

would allow themselves to think of money launder-

ing as a benign, victimless crime. 

"What I always find to be more disturbing is the 

Westerners who know better.  And in a certain way, 

I want those people to be punished even harder 

than the Russians." 

 

If you have information related to this story, please 

email diana.swain@cbc.ca or jen-

nifer.fowler@cbc.ca 

http://www.cbc.ca/news/business/russian-money-

canada-1.4102132 

 

Stop being a 'safe haven': How Canada could 

do a better job keeping 'dirty money' out of the 

country 

Improve reporting of suspicious transactions 

and tighten real estate rules, experts say 

http://www.cbc.ca/news/business/russian-money-canada-1.4102132
http://www.cbc.ca/news/business/russian-money-canada-1.4102132
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By Jennifer Fowler and Diana Swain, CBC 

News Posted: May 11, 2017  

 

Jonathan Cooperman, a Toronto-based forensic ac-

countant, says Canada’s stable economy and hot 

housing market make real estate an ideal place to 

park corrupt money. (David Donnelly/CBC) 

The discovery of $2 million sent to Canadians from 

a suspected money-laundering network designed to 

hide dirty Russian money highlights the weaknesses 

of a financial intelligence system with too many 

loopholes and not enough teeth, say experts. 

International banking documents provided to CBC 

News reveal 30 Canadian companies and individuals 

received dozens of payments between 2008 and 

2013 from accounts in Cyprus and Lithuania. 

The accounts are suspected to belong to an interna-

tional web of companies created to obscure the 

movement of hundreds of millions of dollars con-

nected to elaborate Russian tax frauds. 

 

Denis Meunier, former deputy director of the Finan-

cial Transactions and Reports Analysis Centre of 

Canada, says Canada is the ideal place to wash illicit 

funds. (University of Ottawa) 

The revelation is no surprise to Denis Meunier, for-

mer deputy director of the Financial Transactions 

and Reports Analysis Centre of Canada (FINTRAC), 

Ottawa's financial intelligence watchdog, who says 

Canada is the ideal place to wash illicit funds. 

"If you have dirty money to launder, you want it to 

go to a stable environment. You want it to be safe." 

He says Canada needs to show more leadership in 

combatting a problem that plagues the economy by 

allowing proceeds of crime to infiltrate the country's 

balance sheets and real estate. 

"The average person has very little knowledge of 

the impact of money laundering, but if you work in 

it every day, you're blown away." 

A 2016 report by the Financial Action Task Force 

(FATF), an international group that evaluates coun-

tries' financial intelligence efforts, highlighted sev-

eral weaknesses in Canada's system, including not 

enough reporting of suspicious activity by real es-

tate and legal professionals and too little transpar-

ency in who really owns corporations. 

The report's authors also pointed out that Canadian 

authorities often don't investigate money-launder-

ing cases with "complex corporate elements or for-

eign ownership." 

Complex and foreign are exactly the picture painted 

by Bill Browder, the U.K.-based investor who has 

spent the past nine years tracing the Russian funds 

and who provided the documents with what he dis-

coverred to CBC News. 

http://www.cbc.ca/news/cbc-news-online-news-staff-list-1.1294364
http://www.cbc.ca/news/cbc-news-online-news-staff-list-1.1294364
http://www.cbc.ca/news/business/russian-money-canada-1.4102132
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U.K.-based investor Bill Browder says money laun-

derers 'try to create so many different nodes in so 

many different jurisdictions that it's almost an im-

possible task for anybody other than the most de-

termined people to put together the pieces.' (Jared 

Thomas/CBC) 

Moving money between countries creates a signifi-

cant challenge for law enforcement working with 

different anti-money laundering regimes to detect, 

investigate and ultimately prosecute the crimes. 

"What the money launderers do is they try to create 

so many different nodes in so many different juris-

dictions that it's almost an impossible task for any-

body other than the most determined people to put 

together the pieces," says Browder. 

20 million reports every year 

Canadian recipients of the $2 million tracked in the 

CBC investigation included a Montreal meat ex-

porter, a Burnaby, B.C., shipping consultant and a 

Toronto car parts business. It's not clear how much 

they knew about the source of the cash, although 

some told CBC News they received the money in re-

turn for goods and services. 

Most of the transfers would have been reported to 

FINTRAC, Canada's financial intelligence unit that re-

ceives 20 million reports every year. They include a 

notice of every cash payment or international wire 

transfer of more than $10,000. 

However, FINTRAC is not authorized to request addi-

tional information from the banks receiving such a 

transfer, essentially creating a one-way flow of infor-

mation, something the FATF report recommends 

changing. 

 

Lincoln Caylor, a Toronto lawyer who specializes in 

complex fraud cases, says Canada has a role to play 

in stemming the flow of proceeds from corruption 

abroad by denying dirty money a safe place to hide. 

(David Donnelly/CBC) 

Some of the wire transfers could have also triggered 

a "suspicious transaction report" to FINTRAC by the 

banks who received the funds, says Meunier. That 

report is generated when the movement of money 

raises red flags for possible money-laundering activ-

ities, such as payments between companies that 

don't appear to have related business. 

In one case, a Toronto currency exchange got 

$216,316 in its TD Bank account that Lithuanian 

banking records say was "for equipment." 

In another, a Montreal company whose sole pur-

pose was to buy real estate received transfers worth 

$188,930 "for goods." The money went to an ac-

count at Laurentian Bank. 

Lincoln Caylor, a Toronto lawyer who specializes in 

complex fraud cases and has reviewed Browder's 
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documents, says detecting every suspicious transac-

tion is a tough job for banks, but they have to be 

vigilant.    

"The banks are at the forefront of it, so they have to 

maintain their standards." 

Lawyers exempt from reporting 

The FATF report recommends including lawyers in 

the 31,000 businesses and professionals who are re-

quired to report large cash and suspicious transac-

tions to FINTRAC. 

A 2015 Supreme Court of Canada decision upheld 

an exemption for legal professionals after the Feder-

ation of Law Societies of Canada argued that requir-

ing lawyers to report to FINTRAC would violate solic-

itor-client privilege. 

A lawyer in Dundas, Ont., whose licence was re-

cently suspended received $53,227 in his trust ac-

count from the suspected money-laundering net-

work linked to the Russian tax fraud.   

'Getaway cars' of financial crime 

Several companies registered in Canada, including 

some with no Canadian directors, bank accounts or 

apparent business in the country, also sent more 

than $17 million to the network Browder discov-

ered.   

But Canada's opaque corporate registry system, 

which allows stand-in or "nominee" directors, 

makes it virtually impossible to know the compa-

nies' true owners. 

Anti-corruption organization Transparency Interna-

tional Canada released a report last year calling 

anonymous companies the "getaway cars" of finan-

cial crime. 

Toronto fraud specialist Jonathan Cooperman, who 

has helped Browder bring evidence of the $2 million 

to the RCMP, agrees. 

'Law enforcement would be a lot happier if we were 

able to find out who the true beneficial owner is … 

and get true answers on who's behind the flow of 

money.'- Jonathan Cooperman 

"I know, not only in my business but in the criminal 

world, law enforcement would be a lot happier if we 

were able to find out who the true beneficial owner 

is … and get true answers on who's behind the flow 

of money." 

The Transparency International report found the 

true owners of many of Vancouver's most expensive 

real estate were masked by corporate structures 

that don't reveal beneficial owners, making it chal-

lenging for authorities to know whether any of the 

properties were used to hide dirty money. 

In its 2017 budget, the federal government prom-

ised to work on changes to improve transparency 

into who owns corporations. In Ontario, the govern-

ment started requiring new information last week 

about the beneficial owners of companies buying 

land with one to six houses or agricultural property. 

'Vulnerable to exploitation' 

Canada's stable economy and hot housing market 

make real estate the ideal place to park corrupt 

money, says Cooperman. 

Last year, a FINTRAC advisory to Canada's real estate 

professionals described the industry as particularly 
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"vulnerable to exploitation" by money launderers 

and pushed agents to do a better job knowing the 

true identity of their clients. 

 

A numbered company in Quebec received four pay-

ments from a Lithuanian bank in 2010, the same 

year it bought and sold a $7-million commercial and 

residential building on Bishop Street in downtown 

Montreal. (CBC) 

CBC News found two women who received a total 

of $534,525 from a bank account in Lithuania. They 

bought two properties in Montreal the same years 

they received the funds. Contacted by CBC News, 

one of the women said she was shocked the ac-

count could be linked to money-laundering.   

Last year, FINTRAC sent 1,500 money-laundering re-

ports to police, generated when it detects patterns 

that suggest someone is washing funds from nefari-

ous activity. 

But police and prosecutors are hampered by a lack 

of resources and overwhelmed by an increase in 

cases involving transnational organized crime, ac-

cording to the FATF report. Cases that do proceed 

are often pleaded out to lesser charges and shorter 

sentences. 

Caylor says Canada has a role to play in stemming 

the flow of proceeds from corruption abroad by 

denying dirty money a safe place to hide here. 

"Canada's giving a safe haven for the money. And if 

you took away the safe haven they're not as likely to 

carry out the grand corruption or the fraud. It's a big 

stick to wield, to say: 'You're gonna steal a bunch of 

money, but you can't do anything with it.' " 

http://www.cbc.ca/news/business/weaknesses-fi-

nancial-intelligence-canada-1.4106391 

FEDERAL JURY CONVICTS FORMER GUINEA 

MINING MINISTER OF LAUNDERING BRIBES 

By Richard L. Cassin | Thursday, May 4, 2017  

A U.S. citizen who served as min-

ing minister of the West African country of Guinea 

was convicted by a federal jury Wednesday of laun-

dering $8.5 million in bribes he took from Chinese 

companies in exchange for valuable mining rights. 

Mahmoud Thiam, 50, took bribes from executives of 

China Sonangol International Ltd. and China Interna-

tional Fund, SA (CIF).  

He was convicted of of one count of dealing in crimi-

nally derived property and one count of money 

laundering.  

The jury reached its verdict yesterday after deliber-

ating five hours. The trial lasted a week. 

Thiam, a resident of New York, was Guinea's minis-

ter of mines from early 2009 until late 2010. 

http://www.cbc.ca/news/business/weaknesses-financial-intelligence-canada-1.4106391
http://www.cbc.ca/news/business/weaknesses-financial-intelligence-canada-1.4106391
http://www.fcpablog.com/blog/2017/5/4/federal-jury-convicts-former-guinea-mining-minister-of-laund.html
http://www.fcpablog.com/blog/2017/5/4/federal-jury-convicts-former-guinea-mining-minister-of-laund.html
http://www.fcpablog.com/blog/author/fcpablog
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He came to the United States when he was seven. 

His father, a banker, had been tortured and killed by 

Guinea's dictator. 

Thiam was granted U.S. citizenship and eventually 

studied at Cornell University. He worked for Merrill 

Lynch and later for UBS in its New York office. 

He left to serve in the Guinea government as the 

Minister of Mines and Geology in 2009 and 2010 

before returning to New York. 

Thiam went to Hong Kong in 2009 and opened a 

bank account there to launder bribe money. China 

Sonangol and CIF paid $8.5 to the account. 

He used some of the money to buy a $3.75 million 

property in Dutchess County, New York and to pay 

for private schools for his children, the DOJ said. 

China Sonangol, CIF, and their subsidiaries signed a 

series of agreements with Guinea that gave them 

valuable mining rights. 

"Thiam influenced the Guinean government’s deci-

sion to enter into those agreements while serving as 

Guinea’s Minister of Mines and Geology from 

2009 to 2010," the DOJ said in a release Thursday. 

To hide the bribes, the DOJ said, Thiam told banks in 

Hong Kong and the United States that he worked as 

a consultant. He also said the money was "income 

from the sale of land which he earned before he 

was a minister," the DOJ said. 

During his trial, Thiam said he lied to the banks not 

to conceal bribes but to avoid being designated as a 

PEP -- a "politically exposed person."  

"My primary concern was to be treated as 

Mahmoud Thiam, private citizen," he testified. 

Banks are sometimes reluctant to deal with PEPs be-

cause of money-laundering concerns. 

China Sonangol -- a Chinese joint venture with An-

gola's state oil company -- and CIF landed "exclusive 

and valuable rights to conduct business operations 

in a broad range of sectors of the Guinean economy, 

including mining, according to the trial evidence," 

the DOJ said. 

Thiam has been in custody since his arrest in New 

York in December 2016. 

He's scheduled to be sentenced on August 11. He 

faces up to ten years in prison. 

______ 

Richard L. Cassin is the publisher and editor of the 

FCPA Blog. 

- See more at: http://www.fcpa-

blog.com/blog/2017/5/4/federal-jury-convicts-for-

mer-guinea-mining-minister-of-

laund.html?utm_source=feedburner&utm_me-

dium=feed&utm_campaign=Feed%3A+fcpa-

blog%2FsLbh+%28The+FCPA+Blog%29#sthash.1sxrK

DyN.dpuf 

UK INVESTIGATES KPMG FOR ROLLS-ROYCE AU-

DITS 

By Richard L. Cassin | Thursday, May 4, 2017  

http://www.fcpablog.com/blog/2017/5/4/federal-jury-convicts-former-guinea-mining-minister-of-laund.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+fcpablog%2FsLbh+%28The+FCPA+Blog%29#sthash.1sxrKDyN.dpuf
http://www.fcpablog.com/blog/2017/5/4/federal-jury-convicts-former-guinea-mining-minister-of-laund.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+fcpablog%2FsLbh+%28The+FCPA+Blog%29#sthash.1sxrKDyN.dpuf
http://www.fcpablog.com/blog/2017/5/4/federal-jury-convicts-former-guinea-mining-minister-of-laund.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+fcpablog%2FsLbh+%28The+FCPA+Blog%29#sthash.1sxrKDyN.dpuf
http://www.fcpablog.com/blog/2017/5/4/federal-jury-convicts-former-guinea-mining-minister-of-laund.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+fcpablog%2FsLbh+%28The+FCPA+Blog%29#sthash.1sxrKDyN.dpuf
http://www.fcpablog.com/blog/2017/5/4/federal-jury-convicts-former-guinea-mining-minister-of-laund.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+fcpablog%2FsLbh+%28The+FCPA+Blog%29#sthash.1sxrKDyN.dpuf
http://www.fcpablog.com/blog/2017/5/4/federal-jury-convicts-former-guinea-mining-minister-of-laund.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+fcpablog%2FsLbh+%28The+FCPA+Blog%29#sthash.1sxrKDyN.dpuf
http://www.fcpablog.com/blog/2017/5/4/federal-jury-convicts-former-guinea-mining-minister-of-laund.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+fcpablog%2FsLbh+%28The+FCPA+Blog%29#sthash.1sxrKDyN.dpuf
http://www.fcpablog.com/blog/2017/5/4/uk-investigates-kpmg-for-rolls-royce-audits.html
http://www.fcpablog.com/blog/2017/5/4/uk-investigates-kpmg-for-rolls-royce-audits.html
http://www.fcpablog.com/blog/author/fcpablog
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The United Kingdom account-

ing regulator said Thursday it has opened an investi-

gation into KPMG for audits the firm did for long-

time client Rolls-Royce Holdings plc. 

The Financial Reporting Council or FRC said its deci-

sion to investigate KPMG "follows the SFO an-

nouncement on 17 January 2017 of a Deferred Pros-

ecution Agreement between the SFO and Rolls-

Royce which relates to offenses including conspiracy 

to corrupt and a failure to prevent bribery." 

The investigation covers KPMG’s audits of Rolls-

Royce's financial statements for 2010 through 2013. 

In December last year, Rolls-Royce replaced KPMG 

with PricewaterhouseCoopers starting from 2018. 

KPMG had audited Rolls-Royce for 26 years. 

The UK Deferred Prosecution Agreement was part 

of an $800 million global resolution Rolls-Royce 

reached with prosecutors in the UK, the United 

States, and Brazil. 

Under its deal with the UK Serious Fraud Office, 

Rolls-Royce paid penalties of £497 million (about 

$640 million). 

In the U.S., Rolls-Royce paid a criminal penalty of 

$170 million after being charged with a long-run-

ning global conspiracy to violate the Foreign Corrupt 

Practices Act. 

In Brazil, Rolls-Royce agreed to pay the Ministério 

Público Federal a $25.5 million criminal penalty un-

der a leniency agreement. 

The company makes engines and generators for the 

aerospace, defense, marine, and energy sectors. 

Rolls-Royce admitted in the U.S. enforcement action 

that between 2000 and 2013 it paid more than $35 

million in bribes to officials in Thailand, Brazil, Ka-

zakhstan, Azerbaijan, Angola, and Iraq. 

As part of its resolution with the SFO, Rolls-Royce 

admitted paying other bribes or failing to prevent 

bribery in China, India, Indonesia, Malaysia, Nigeria, 

Russia, and Thailand from 1989 to 2013. 

KPMG said in a statement Thursday: 

It is important that regulators acting in the public in-

terest should review high profile issues. We will co-

operate fully with the FRC's investigation, which fol-

lows the SFO's investigations into Rolls-Royce. We 

are confident in the quality of all the audit work we 

have completed for Rolls-Royce, including the 2010-

2013 period the FRC is considering. 

The Financial Reporting Council is an independent 

regulator. It sets UK practice standards for account-

ing and actuarial work and monitors and enforces 

audit quality. 

KPMG has about 188,000 professionals in 155 coun-

tries. In the UK it operates from 22 offices with 

about 650 partners and more than 12,000 staff. Last 

year the UK unit reported revenues of about £2 bil-

lion ($2.58). 

In late 2013, KPMG reached a €7 million ($7.65 mil-

lion) settlement with Dutch authorities for allegedly 

helping a client disguise suspicious overseas pay-

ments. 

https://www.frc.org.uk/News-and-Events/FRC-Press/Press/2017/May/FRC-launch-investigation-into-KPMG-in-relation-to.aspx
https://www.sfo.gov.uk/2017/01/17/sfo-completes-497-25m-deferred-prosecution-agreement-rolls-royce-plc/
http://www.fcpablog.com/blog/2017/1/17/doj-charges-rolls-royce-with-fcpa-conspiracy.html
http://www.fcpablog.com/blog/2014/1/13/kpmg-pays-7-million-to-settle-dutch-bribery-case.html
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Prosecutors alleged that KPMG helped Dutch con-

struction company Ballast Nedam conceal corrupt 

payments to an agent in Saudi Arabia. 

Ballast Nedam itself settled overseas corruption 

charges with Dutch prosecutors in 2012 for €17.5 

million ($19 million). 

_____ 

Richard L. Cassin is the publisher and editor of the 

FCPA Blog. 

- See more at: http://www.fcpa-

blog.com/blog/2017/5/4/uk-investigates-kpmg-for-

rolls-royce-audits.html?utm_source=feed-

burner&utm_medium=feed&utm_cam-

paign=Feed%3A+fcpa-

blog%2FsLbh+%28The+FCPA+Blog%29#sthash.jv20E

RQB.dpuf 

 

 

 
 

The Rise of Cryptocurrency Ponzi Schemes 

Scammers are making big money off people who 

want in on the latest digital gold rush but don’t un-

derstand how the technology works. 

 

 
 

 

A Bitcoin ATM at a shopping mall in Sydney, Aus-

tralia David Gray / Reuters  

Last month, the technology developer Gnosis sold 
$12.5 million worth of “GNO,” its in-house digital 
currency, in 12 minutes. The April 24 sale, intended 
to fund development of an advanced prediction 
market, got admiring coverage from Forbes and The 
Wall Street Journal. On the same day, in an exurb of 
Mumbai, a company called OneCoin was in the 
midst of a sales pitch for its own digital currency 
when financial enforcement officers raided the 
meeting, jailing 18 OneCoin representatives and ul-
timately seizing more than $2 million in investor 
funds. Multiple national authorities have now de-
scribed OneCoin, which pitched itself as the next 
Bitcoin, as a Ponzi scheme; by the time of the Mum-
bai bust, it had already moved at least $350 million 
in allegedly scammed funds through a payment pro-
cessor in Germany. 

These two projects—one trumpeted as an innova-
tive success, the other targeted as a criminal con-
spiracy—claimed to be doing essentially the same 
thing. In the last two months alone, more than two 
dozen companies building on the “blockchain” tech-
nology pioneered by Bitcoin have launched what 
are known as Initial Coin Offerings to raise operat-
ing capital. The hype around blockchain technology 
is turning ICOs into the next digital gold rush: Ac-
cording to the research firm Smith and Crown, ICOs 
raised $27.6 million in the first two weeks of May 
alone. 

Unlike IPOs, however, ICOs are catnip for scam-
mers. They are not formally regulated by any finan-
cial authority, and exist in an ecosystem with few 
checks and balances. OneCoin loudly trumpeted its 

http://www.fcpablog.com/blog/2017/5/4/uk-investigates-kpmg-for-rolls-royce-audits.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+fcpablog%2FsLbh+%28The+FCPA+Blog%29#sthash.jv20ERQB.dpuf
http://www.fcpablog.com/blog/2017/5/4/uk-investigates-kpmg-for-rolls-royce-audits.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+fcpablog%2FsLbh+%28The+FCPA+Blog%29#sthash.jv20ERQB.dpuf
http://www.fcpablog.com/blog/2017/5/4/uk-investigates-kpmg-for-rolls-royce-audits.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+fcpablog%2FsLbh+%28The+FCPA+Blog%29#sthash.jv20ERQB.dpuf
http://www.fcpablog.com/blog/2017/5/4/uk-investigates-kpmg-for-rolls-royce-audits.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+fcpablog%2FsLbh+%28The+FCPA+Blog%29#sthash.jv20ERQB.dpuf
http://www.fcpablog.com/blog/2017/5/4/uk-investigates-kpmg-for-rolls-royce-audits.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+fcpablog%2FsLbh+%28The+FCPA+Blog%29#sthash.jv20ERQB.dpuf
http://www.fcpablog.com/blog/2017/5/4/uk-investigates-kpmg-for-rolls-royce-audits.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+fcpablog%2FsLbh+%28The+FCPA+Blog%29#sthash.jv20ERQB.dpuf
http://www.fcpablog.com/blog/2017/5/4/uk-investigates-kpmg-for-rolls-royce-audits.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+fcpablog%2FsLbh+%28The+FCPA+Blog%29#sthash.jv20ERQB.dpuf
https://www.forbes.com/sites/rogeraitken/2017/04/24/gnosis-prediction-market-scores-12-5m-in-record-breaking-crypto-auction/#e87d108e87d1
https://www.wsj.com/articles/how-a-bitcoin-clone-helped-a-company-raise-12-million-in-12-minutes-1495018802
https://www.wsj.com/articles/how-a-bitcoin-clone-helped-a-company-raise-12-million-in-12-minutes-1495018802
http://timesofindia.indiatimes.com/city/navi-mumbai/e-currency-racket-rs-19-crore-seized-from-bank-a/cs-in-delhi-raj/articleshow/58388071.cms?
http://timesofindia.indiatimes.com/city/navi-mumbai/e-currency-racket-rs-19-crore-seized-from-bank-a/cs-in-delhi-raj/articleshow/58388071.cms?
https://news.bitcoin.com/german-regulator-seizes-funds-onecoin-company/
https://www.smithandcrown.com/icos/
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use of blockchain technology, but holes in that 
claim were visible long before international law en-
forcement took notice. Whereas Gnosis had experi-
enced engineers, endorsements from known ex-
perts, and an operational version of their software, 
OneCoin was led and promoted by known fraud-
sters waving fake credentials. According to a re-
spected blockchain engineer who was offered a po-
sition as OneCoin’s Chief Technology Officer, One-
Coin’s “blockchain” consisted of little more than a 
glorified Excel spreadsheet and a fugazi portal that 
displayed demonstrably fake transactions. 

And yet, OneCoin attracted hundreds of millions of 
dollars more than Gnosis. The company seems to 
have targeted a global category of aspirational in-
vestors who noticed the breathless coverage and 
booming valuations of cryptocurrencies and block-
chain companies, but weren’t savvy enough to un-
derstand the difference between the real thing and 
a sham. Left unchecked, this growing crypto-mania 
could be hugely destructive to one of the most 
promising technologies of the 21st century. 

* * * 

This danger exists in large part because grasping 
even the basics of blockchain technology remains 
daunting for non-specialists. In a nutshell, block-
chains link together a global swarm of servers that 
hosts thousands of copies of the system’s transac-
tion records. Server operators constantly monitor 
one another’s records, meaning that to steal money 
or otherwise alter the ledger, a hacker would have 
to compromise many machines across a vast net-
work in one fell swoop. Even as the global banking 
system faces relentless cyberattacks, the more than 
$30 billion in value on Bitcoin’s blockchain has 
proven essentially immune to hacking. 

That level of security has potential uses far beyond 
digital money. Introduced in July of 2015, a platform 
called Ethereum pioneered the idea of more com-
plex and interactive applications backed by block-
chain tech. Because these systems can’t be altered 
without the agreement of everyone involved, and 
maintain incorruptible records of every change, 
blockchains could eventually streamline sensitive, 
high-value networks ranging from health records to 

interbank transfers to remote file storage. Some 
have called the blockchain “Cloud Computing 3.0.” 

Using most of these blockchain applications will re-
quire owning the digital currencies linked to them—
the same digital currencies being sold in all these 
ICOs. So, for example, to upload your vacation pho-
tos to the blockchain cloud-storage service Storj will 
cost a few Storj tokens. In the long term, demand 
for services will set the price of each blockchain pro-
ject’s token. 

As cryptocurrency becomes more mainstream, ICOs 

will present greater risks to larger numbers of peo-

ple. 

While a traditional stock is a legal claim backed up 
by regulators and governments, then, the tokens 
sold in an ICO are deeply embedded in the block-
chain software their sale helps create. Knowledgea-
ble tech investors are excited by this because, along 
with the open-source nature of much of the soft-
ware, it means that ICO-funded projects can, like 
Bitcoin itself, outlast any single founder or legal en-
tity. In a 2016 blog post, Joel Monegro, of the ven-
ture capital fund Union Square Ventures, compared 
owning a blockchain-based asset to owning a piece 
of digital infrastructure as fundamental as the inter-
net’s TCP/IP protocol. 

Almost all groups launching ICOs reiterate some 
version of this idea to potential buyers, in part as a 
kind of incantation to ward off financial regulators. 
The thinking is that, if they are selling part of a plat-
form, rather than stakes in any company, they’re 
not subject to oversight by bodies like the U.S. Secu-
rities and Exchange Commission. But in practice, 
ICOs are constantly traded across a variety of online 
marketplaces as buyers breathlessly track their fluc-
tuating prices. In this light, they look an awful lot 
like speculative investments. 

Buyer expectations may matter more to regulators 
than technical hair-splitting. Todd Kornfeld, a secu-
rities specialist at the law firm Pepper Hamilton, 
finds precedent in the landmark 1946 case SEC v. 
W.J. Howey Co. Howey, a Florida orange-growing 
operation, was selling grove plots and accompany-

http://behindmlm.com/companies/onecoin/blockchain-dev-onecoin-using-a-sql-database-script-to-generate-coins/
http://behindmlm.com/companies/onecoin/blockchain-dev-onecoin-using-a-sql-database-script-to-generate-coins/
http://www.cnn.com/2017/04/03/world/north-korea-hackers-banks/
http://www.usv.com/blog/fat-protocols
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ing “service contracts” that paid faraway landown-
ers based on the orange harvest’s success. When 
the SEC closed in, Howey argued they were selling 
real estate and services, not a security. But the Su-
preme Court ultimately disagreed, establishing 
what’s known as the Howey test: In essence, if you 
give someone else money in the hope that their ac-
tivities will generate a profit on your behalf, you’ve 
just bought a security, no matter what the seller 
calls it. 

Knowledgeable observers tend to agree that some 
form of regulation is inevitable, and that the term 
ICO itself—so intentionally close to IPO—is a reck-
less red flag waved in the SEC’s face. The SEC de-
clined to comment on any prospective moves to 
regulate ICOs, but the Ontario Securities Commis-
sion has issued an advisory that “assets that are 
tracked and traded as part of a distributed ledger 
may be securities, even if they do not represent 
shares of a company or ownership of an entity.” 

According to Kornfeld, even those who believe they 
are conducting ICOs in complete good faith could 
face serious repercussions when regulators do act, 
especially if prosecutors think they’ve made mis-
leading statements. “If [prosecutors] think that 
you’re really bad,” he says. “They can say, hey, you 
deserve 20 years in jail.” 

* * * 

While it’s easy to see the lie in OneCoin’s fictional 
blockchain, entirely sincere claims about such a nas-
cent sector still can strain the limits of mere opti-
mism. Many experts, for instance, believe that Gno-
sis’s use of the blockchain to aggregate data could 
become a widespread backbone technology for 
managing complex systems from traffic to financial 
markets. But the $12.5 million worth of GNO sold in 
the Gnosis ICO represented only 5 percent of the 
tokens created for the project, implying a total mar-
ket value of nearly $300 million. Most tech startups 
at similar stages are valued at under $5 million. 

That astronomical early valuation alone could be-
come bait for an aggressive regulator. Many found-
ers of legitimate blockchain projects have chosen to 
remain anonymous because of this fear, in turn cre-
ating more opportunities for scams. 

Much of the money flowing into these offerings is 
smart, both in that it comes from knowledgeable in-
siders, and in a more literal sense: Buying into ICOs 
almost always requires using either Bitcoin or 
Ethereum tokens (OneCoin, tellingly, accepted pay-
ment in standard currency). Jeff Garzik, a longtime 
Bitcoin developer who now helps organize ICOs 
through his company Bloq, thinks their momentum 
is largely driven by recently minted Bitcoin million-
aires looking to diversify their gains. Many of these 
investors are able to do their own due diligence—
evaluating a project’s team, examining demo ver-
sions of their software, or scrutinizing their block-
chain after launch. 

But as cryptocurrency becomes more mainstream, 
ICOs will present greater risks to larger numbers of 
people. There are few barriers to participation aside 
from knowing how to conduct a Bitcoin transaction, 
and the space mostly lacks the robust independent 
analysis performed by underwriters in the IPO mar-
ket, which can help tamp down overoptimism. The 
risk isn’t just to individual investors; many argue 
that the mania of the late-1990s internet bubble ul-
timately slowed the entire sector down by making 
investors skittish for years afterwards. Imagine how 
much worse things might have been if the whole 
thing had been entirely unregulated. 

Careful regulation, then, could protect blockchain 
projects from a hugely damaging bust. And the 
model is genuinely utopian enough to deserve nur-
turing. Cryptographic tokens effectively make all of 
a platform’s users part-owners. Anyone selling 
goods for Bitcoin, for example, has had a chance to 
benefit from its huge price boost over the past year, 
while Facebook and Google users have not shared 
in those companies’ growth. 

The Gnosis team is taking this very long view. Their 
token sale was halted after that furious 12 minutes 
by an Ethereum-based bot that knew exactly what 
the fundraising goal was. It even returned more 
than $1 million to eager buyers who missed the cut-
off. Gnosis’s co-founder Martin Koppelman says the 
company wants to use its remaining tokens not to 
enrich its creators, but to attract developers and us-
ers. That’s similar to the way that Uber has used 
cash subsidies to recruit riders and drivers, except 
that once those new recruits hold Gnosis tokens, 

http://www.coindesk.com/ontario-securities-regulator-warning-ico-blockchain/
http://www.coindesk.com/ethereum-ico-irrationality-300-million-gnosis-valuation-sparks-market-concerns/
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they will have a serious stake in the platform’s fu-
ture. 

 
https://www.theatlantic.com/technology/ar-
chive/2017/05/cryptocurrency-ponzi-
schemes/528624/  
 
 

platform Kik to launch digital currency 

 

Ted Livingston, founder and CEO of Kik Messenger, 

speaks at the TechCrunch Disrupt event in Brooklyn 

borough of New York, U.S., May 11, 2016. REU-

TERS/Brendan McDermid  

 

By Gertrude Chavez-Dreyfuss | NEW YORK  

NEW YORK Kik Interactive, which created the chat 

platform Kik, said on Thursday it was launching a 

crypto-currency or token called Kin that would ena-

ble customers to use a whole range of digital ser-

vices. 

Kik is a free chat and messaging application founded 

in 2009 and built for teenagers, with about 300 mil-

lion registered users. 

 

 

The Kin token will be created on the Ethereum 

blockchain, another online public ledger much like 

that of bitcoin, the original digital currency. A sale of 

the token will be slated some time this year, Ted Liv-

ingston, Kik founder and chief executive officer, said 

in an interview with Reuters. 

He said Kik would be the first social media app to 

create its own currency for future sale to the public. 

Livingston added that 10 percent of the token would 

be sold in a public sale to investors, in "initial coin 

offerings," a capital-raising scheme employed by 

blockchain companies that entails creating a digital 

asset and selling it to the public.  

At the moment, ICOs are not regulated. 

Blockchain emerged as the software underpinning 

bitcoin and is maintained by a network of comput-

ers on the internet. It has gained global traction 

given the technology's ability to record and track 

the movement of assets. 

"A crypto-currency opens a strategy that can lead to 

a future in digital services that is both open and bet-

ter," said Livingston. 

He noted that digital services such as chat apps and 

social media platforms had become controlled by a 

few enterprises, making it tough for smaller players 

to compete. 

The Kin token will be used to facilitate all kinds of 

services, initially within the Kik platform, and even-

tually expand to other digital services, Livingston 

said. 

By integrating Kin into Kik, the currency will become 

the most used crypto-currency in the world given 

the chat app's millions of monthly active users, Liv-

ingston said. "That would give a lot of value to Kin." 

Kik will also develop a Kin rewards feature, intended 

to promote its use as a common currency. Through 

the Kin rewards program, the token will be intro-

duced as a daily reward, which will be distributed 

among the currency holders reflecting each individ-

ual's or group's contribution to the overall commu-

nity. 

Kik's daily rewards will start at around $100,000, 

which will be divided among the digital service own-

ers, he added. 

https://www.theatlantic.com/technology/archive/2017/05/cryptocurrency-ponzi-schemes/528624/
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(Reporting by Gertrude Chavez-Dreyfuss; Editing by 

Peter Cooney) 

http://www.reuters.com/article/us-cyber-attack-

samba-idUSKBN18L0GD 
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THE ORIGINS OF CRYPTOCURRENCY: PART I 

E C O N O M I C S  

In 2008, Satoshi Nakamoto proposed the develop-

ment of a currency that would eliminate the need 

for trust in the banking system. Instead of relying on 

the guarantees of financial institutions to verify 

transactions, users would trade the currency 

through a combination of advanced cryptography 

and openly published transaction details. With no 

need for a trusted third party, buyers and sellers 

would be able to directly transact in a virtual peer-

to-peer (P2P) environment for a lower cost and with 

greater security than traditional payment methods. 

Developers tested this concept in early 2009 using 

the first so-called “cryptocurrency”—known 

as Bitcoin—to complete a digital transaction. Within 

a few short months, the mysterious Satoshi Naka-

moto—an assumed pseudonym for a person or 

group operating in Japan—had invented a system 

that would change the face of the electronic mar-

ketplace. 

The Operating Process 

Bitcoin users transfer funds in an open, peer-moni-

tored environment, using a public key as an identi-

fier and a private key as a password. Each time a 

transaction takes place, a network of users verifies 

the time and value of each transaction, the public 

keys involved, and the associated Internet Protocol 

(IP) addresses on a public ledger known as the 

“blockchain.” Through a series of mathematical cal-

culations, this same network ensures that no user 

has spent the same bitcoins previously—a pitfall 

known as “double-spending.” 

In exchange for their work, this network of users re-

ceives any associated transaction fees and a bounty 

of newly “mined” bitcoins. As new bitcoins are in-

troduced into the money supply, the bounty de-

creases. Specifically, rewards decrease inversely to 

the amount of computing power required to release 

new bitcoins.  Eventually, supply will reach 21 mil-

lion bitcoins, an arbitrarily determined limit, after 

which time bitcoin miners will receive compensa-

tion for their work through transaction fees alone. 

As a digital currency, Bitcoin is easily convertible 

from any major fiat currency through online ex-

change services like Bitstamp or itBit. For a transac-

tion fee, Bitcoin exchanges will convert various cur-

rencies to bitcoins—or vice versa—at the market 

rate. The bitcoin’s value is subject to market senti-

ment and exchange rates at different exchanges. 

New bitcoin owners deposit their treasure in an 

online “wallet,” an application much like a checking 

account by which users can store and transfer their 

funds. 

Since the advent of Bitcoin, dozens of alternative 

cryptocurrencies, or “altcoins,” have also entered 

the market. Currencies like Dogecoin, Litecoin, Dark-

coin, and Peercoin have attracted loyal followings, 

http://www.reuters.com/article/us-cyber-attack-samba-idUSKBN18L0GD
http://www.reuters.com/article/us-cyber-attack-samba-idUSKBN18L0GD
https://globalriskadvisors.com/author/globalriskadvisors/
https://globalriskadvisors.com/author/globalriskadvisors/
https://globalriskadvisors.com/economics/
https://bitcoin.org/bitcoin.pdf
https://bitcoin.org/
https://blockchain.info/
https://www.bitstamp.net/
https://www.itbit.com/


 

 

GARRY’S SIREN  \  35 

but all pale in comparison to Bitcoin’s supply and 

value. 

Bitcoin’s Importance and the World’s Response 

Cryptocurrencies like Bitcoin are unique because 

they offer a completely decentralized and unregu-

lated alternative to fiat currency, which is subject to 

the oversight of a centralized authority such as a 

central bank. Like fiat currency, individuals or corpo-

rations can use cryptocurrencies as a store of value, 

a unit of account, or a medium of exchange. But un-

like fiat currency, cryptocurrencies lie beyond the 

realm of centralized government control, and do not 

have the backing or full faith and credit of any gov-

ernment. 

This lack of government oversight is precisely what 

makes cryptocurrencies so beneficial—and so dan-

gerous. Avoiding the fees and limitations of tradi-

tional payment systems means lower transaction 

costs, which eases the financial burden on small 

business and consumers. In emerging markets, the 

low-cost, mobile-enabled format by which crypto-

currencies operate is already showing promise for 

poor populations who lack access to traditional fi-

nancial services. Even in wealthier countries like Ar-

gentina, users have turned to cryptocurrencies as a 

hedge against high inflation and strict capital con-

trols on fiat currencies. 

However, the advantages of this innovation come 

with their own set of risks. For example, Bitcoin’s ex-

change rate has fluctuated significantly over the last 

three years and at times this volatility has been a 

product of market forces. Security breaches have 

also caused Bitcoin to crash, and in some instances 

digital thieves have stolen tens of thousands of 

bitcoins in digital heists.  Because cryptocurrencies 

are not associated with personal identities, they 

have also become a favorite medium for criminals 

seeking to launder money or purchase illegal goods 

and services. 

For all these reasons, governments have taken a 

keen interest in cryptocurrencies, though few have 

taken a firm stance on their legality. Authorities in 

China and India are cracking down on the use of 

cryptocurrencies, while Brazil appears to be paving 

the way for their incorporation into its financial sys-

tem. Most jurisdictions lie somewhere in between 

these two extremes. Authorities in the United King-

dom and Japan have yet to issue laws regulating the 

use of cryptocurrencies, but are evaluating their im-

plications for tax purposes. Meanwhile, the US 

Treasury Department is continuing to explore virtual 

currencies, but has not issued an official position. 

The US only requires that administrators and ex-

changers of cryptocurrencies comply with the regu-

lation, reporting, and recordkeeping regulations of 

the Financial Crimes Enforcement Network (Fin-

CEN). The US Department of Defense is also explor-

ing the potential implications of cryptocurrencies 

for terrorist activity. 

Overall, the governments of the developed world 

are still grappling with the implications of a global, 

decentralized currency that is out of their con-

trol.  Time and experience will determine just how 

substantial the risks and advantages are. 

The Future of Cryptocurrencies 

If history is any guide, the future of cryptocurrencies 

will be plagued with many of the past years’ weak-

nesses. Thefts by hackers, server failures, and gen-

eral market volatility will continue to make crypto-

http://www.forbes.com/sites/timothylee/2013/04/11/an-illustrated-history-of-bitcoin-crashes/
http://www.fincen.gov/statutes_regs/guidance/html/FIN-2013-G001.html
https://www.fbo.gov/index?s=opportunity&mode=form&tab=core&id=dde16c3287e01f9c4e23cef3e1593b83&_cview=1
https://www.fbo.gov/index?s=opportunity&mode=form&tab=core&id=dde16c3287e01f9c4e23cef3e1593b83&_cview=1


 

 

GARRY’S SIREN  \  36 

currencies a riskier investment than most fiat cur-

rencies. But with innovations in encryption, storage, 

and processing technologies, these vulnerabilities 

will grow less severe with time. 

The greatest risk to the future viability of cryptocur-

rencies is not inherent weakness, but the prospect 

of government regulation. If authorities impose pro-

hibitive tax and reporting requirements on crypto-

currency users and exchangers, the advantages of a 

low-cost, anonymous electronic currency will disap-

pear overnight. With greater regulation, the in-

creased cost to businesses will ultimately be passed 

on to consumers, which could have a profound ef-

fect on cryptocurrencies’ popularity and value. 

Like any innovation, cryptocurrencies are unlikely to 

maintain their current form ad infinitum. In recent 

months, a number of startups have proposed using 

the technology to facilitate trade in other financial 

instruments like stocks and bonds. Others are devel-

oping alternative uses, such as encoding and execut-

ing contracts using a new blockchain. The minds be-

hind Bitcoin have even touted the blockchain proto-

col’s potential for functions like crowdfunding and 

escrow service. Whatever the future entails, it is 

certain to include increasingly robust and diverse 

applications of the original technology. 

https://globalriskadvisors.com/the-origins-of-cryp-

tocurrency-part-i/ 

 

Blockchain As A Database 

0 

Private blockchains are simply awesome. 

Private Blockchains 

 

A private blockchain involves a separate, essentially 

closed network, of blockchain participants (also 

known as nodes). Each participant has their own 

copy of the blockchain, essentially a ledger, with a 

locked down history of all of the transactions that 

took place in the network. 

Blockchain Advantage 

The advantage that the blockchain offers over tradi-

tional databases is that the history of transactions 

(essentially a transaction log) is shared between 

participants, and locked down using cryptographic 

layers. This is immutable data storage. 

This means that independent actors can trust they 

have the latest verified information and it is univer-

sally accepted by the network. The added ad-

vantage is a built in availability as the blockchain is 

available to each seed - and whichever applications 

that seed serves. 

Big Data Usecase: Realtime global analysis of shop-

per behaviour to track for fraud. A single private 
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blockchain would update whenever any fraud was 

detected.  

Why a Private Blockchain?  

Participant Identification 

In the context of private blockchains, the partici-

pants are all known - this is because they need to be 

on-boarded and brought into the private blockchain 

network. Customised seeds, applications, and secu-

rity procedures will already be in place to exclude 

unwanted users. So knowing your participants gives 

one a level of trust - and negates the need for min-

ing. This means the Proof of Work activity that 

makes it difficult for 'bad' participants to take over 

and control the blockchain network can be re-pur-

posed to award tokens based on: 

• Sensor Data (IoT) 

• Business Logic 

• Smart Contracts 

• Corporate Milestones 

  

Transaction Integrity 

The locked down history provided by the ledger of 

transactions is universally available and transparent. 

No single participant can modify or 'rewrite' this his-

tory once it has been agreed and locked down in the 

blockchain. Unless a group gains control of 51% of 

the network they cannot affect the chain. This limit 

exists with BitCoin and the majority of first genera-

tion cryptocurrencies - and has been superceded by 

work at Razor Labs in London. 

Private blockchains mean not only is data encrypted 

and shared, but the transaction log is locked down 

and agreed in a way that it cannot be modified by 

any one participant, yet it can be easily inspected at 

any time by any participant. 

Blockchain as a Database 

Assuming the above is good fit for a particular use 

case we now would like to store our actual data in 

the blockchain, as if it were a regular database. This 

would allow us to build and integrate applications 

over the blockchain. This can be done via a DBChain 

from Razormind which come with some useful up-

graded features: 

Horizontal vs Vertical Blockchain Scale 

 Blockchains were designed to scale horizontally, 

that is to increase the number of instances running 

the blockchain. However, in vanilla chains each in-

stance holds a complete copy of all of the data, and 

repeats all of the processing. This is great for integ-

rity and security, but not very good if you need to 

store and process large quantities of data. For the 

latter, you need each blockchain node to scale verti-

cally. That is, each node must have the capacity to 

process and store large quantities of data. 

DBChains are upgraded to allow scaleable through-

put of data in each node with options to store data 

in full, compressed, and delta formats. 

Power Blockchain Nodes 

For enterprise class networks the individual nodes 

may vary in processing and storage widely over a 

global organisation. There must be scope to index 

and process the work based on the hardware availa-

ble to the seed at any point in execution.  
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While an Ethereum node essentially runs as a single 

process. There is some light multi-threading inter-

nally, but it is essentially one process, and it can't do 

too much in parallel due to the sequential nature of 

block and transaction management. In fact a lot of 

work is done by the VM around ethereum. That 

means that aside from simple logic tests - workloads 

can't be scaled. 

Private DBChains however allow you to index the lo-

cal hardware and and push that data directly into a 

virtualized and secure key-value store of your choice 

- be that cassandra, riak, or any other system which 

suits. The private chains can index and convert local 

resources into part of the private blockchain's exe-

cution environment. That lets you co-ordinate exe-

cution of threads across the whole network. 

Querying the Data in the Blockchain 

Anyone with hands-on experience of the 

BitCoin/Ethereum blockchains will know that insert-

ing data / transactions into a blockchain is need-

lessly painstaking and slow - for a start you need to 

wait for the block with your transaction to be con-

firmed, and this takes a few minutes on BitCoin and 

at least a few seconds on Ethereum. 

 

Private Blockchains allow you to update continu-

ously and retrieve data near-instantly as well. This is 

because the filestore has been upgraded to a mis-

sion critical datasystem, so data is accessible via 

REST API. 

Indexing Data in the Blockchain 

The main concern with any database is query per-

formance. In relational  (SQL) databases this is ad-

dressed through predefined indices. In no-SQL data-

bases indexes are also created but they are usually 

secondary. In big data analytics platforms, such as 

Hadoop, vast quantities of structured/unstructured 

data are scanned in parallel - while slow it is thor-

ough.  

In the blockchain, the way you define your smart 

contracts should not be driven by the way you in-

tend to query your data. 

The persistence to and from the blockchain itself 

should be part of the private blockchain functional-

ity and that is the case with well designed private 

blockchains. 

Conclusion 

Private blockchains are excellent for building robust, 

secure, and scaleable enterprise databases. They 

can be tailored to suit business usecases for Big 
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Data, IoT and are already in use alongside SQL and 

noSQL brethren.  Blockchains are much leaner, 

faster, and cheaper to use than traditional bloated 

enterprise data layers. 

Thank you for reading my post. I regularly write 

about technology, industry analysis, and artificial in-

telligence. If you would like to read my regular posts 

then please Share or the equivalent and feel free to 

also connect via Razormind website, Twitter or by 

phone: +44 207 193 6611.  

https://www.linkedin.com/pulse/blockchain-data-

base-jawad-yaqub?trk=v-

feed&lipi=urn%3Ali%3Apage%3Ad_flag-

ship3_feed%3B%2FlPfoIXY7jNkfLMIMA-

QrXA%3D%3D 

 

 

New teen texting codes: what they mean, 

when to worryNEXT: 

00:113  

Videos 

Columnist Jennifer Jolly has tips on what they mean, when 

to be alarmed and when not to worry about texting codes. 

Jennifer Jolly, Special for USA Today , KPNX 7:02 AM. 

MST May 25, 2017 

 

 

CONNECT TWEET LINKEDIN GOOGLE+ PINTEREST 

If your teen has a smartphone, chances are they spend 

several hours a day on text and social media. If you ever 

look at what they’re actually doing on there, you’ll likely 

see a lot of innocent “Snapstreaking,” some funny 

Buzzfeed videos and a bunch of letters and numbers that 

look like some kind of modern-day shorthand. 

You probably use some of these yourself: 

LOL = laugh(ing) out loud 

GR8 = great 

IRL = in real life 

TYVM = thank you very much 

IMHO = in my humble opinion 

BRB = be right back 

J/K = just kidding 

L8R = later 

NP = no problem 

WYD= what you doing? 

RELATED:  Sneaky teen texting codes we wish existed 

While most of these terms are completely innocent, some 

child safety experts warn there can be more than meets 

the eye with texting codes. Some strange texting lingo 

might double as code for suicidal thoughts, bullying, sex 

and drugs. 

“The stakes are high, and today’s parents need new ways 

to safeguard their teens from the harmful side effects of 

online interaction,” says Brian Bason, CEO of Bark, a 

safety app parents and teens download that monitors sites 

and services teens use for red flag words and the context 

they're using them in. 

According to the National Institute of Mental Health, sui-

cide is the second leading cause of deaths for young 

adults and adults ages 15 to 34. In recent years, the prob-

lem of teen suicide has taken on a new dimension in part 

due to the proliferation of technology.  "We teach our kids 

to look both ways when they cross the street. Don't talk to 

strangers. We need to do the same thing for children with 

digital uses," Bason says. 

http://razormind.co.uk/
http://twitter.com/razormind
https://www.linkedin.com/pulse/blockchain-database-jawad-yaqub?trk=v-feed&lipi=urn%3Ali%3Apage%3Ad_flagship3_feed%3B%2FlPfoIXY7jNkfLMIMAQrXA%3D%3D
https://www.linkedin.com/pulse/blockchain-database-jawad-yaqub?trk=v-feed&lipi=urn%3Ali%3Apage%3Ad_flagship3_feed%3B%2FlPfoIXY7jNkfLMIMAQrXA%3D%3D
https://www.linkedin.com/pulse/blockchain-database-jawad-yaqub?trk=v-feed&lipi=urn%3Ali%3Apage%3Ad_flagship3_feed%3B%2FlPfoIXY7jNkfLMIMAQrXA%3D%3D
https://www.linkedin.com/pulse/blockchain-database-jawad-yaqub?trk=v-feed&lipi=urn%3Ali%3Apage%3Ad_flagship3_feed%3B%2FlPfoIXY7jNkfLMIMAQrXA%3D%3D
https://www.linkedin.com/pulse/blockchain-database-jawad-yaqub?trk=v-feed&lipi=urn%3Ali%3Apage%3Ad_flagship3_feed%3B%2FlPfoIXY7jNkfLMIMAQrXA%3D%3D
https://support.snapchat.com/en-US/a/Snaps-snapstreak
http://www.12news.com/opinion/talker/sneaky-teen-texting-codes-we-wish-existed/442688840
https://www.bark.us/
https://www.nimh.nih.gov/health/statistics/suicide/index.shtml
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Bark analyzes some 10-million teen messages per month 

across 21 different platforms including text, email, Insta-

gram, Snapchat, and YouTube. Here’s the most recent list 

of the top “sneaky” terms that teens use, according 

to Bark’s data: 

53X = sneaky way to type "sex" 

KMS = kill myself 

LH6 = let’s have sex 

KYS =  kill yourself 

MOS = mom over the shoulder 

POS = parent over shoulder 

CD9 = code 9, parents around 

GNOC = get naked on camera. 

99 = parents are gone 

WTTP = want to trade photos? 

LMIRL = let’s meet in real life 

1174 = meet at a party spot 

IWSN = I want sex now 

CU46 = see you for sex 

FWB = friends with benefits 

ADR = what’s your address 

MPFB = my personal f*** buddy 

PAL= parents are listening 

TWD = texting while driving 

GYPO = get your pants off 

I ran a bunch of these by own teenage daughter, who I’ve 

also tested the Bark service on recently, along 

with Netsanity,Net Nanny, TeenSafe, Limitly, and many 

“watchdog” apps over the years. (The perks of being the 

child of a tech reporter...) In her experience, teens use 

terms like KMS and KYS mainly to describe embarrass-

ment — “I just spilled soda all over my jeans, I want to 

KMS” — most of the time it’s totally sarcastic and nothing 

for anyone to worry about. 

One former data scientist agrees.  “GNOC was typed a 

massive 4,384 times on Android phones in the U.S. in 

2016,” says Brandon Wirtz, now the CEO of artificial intelli-

gence and machine-learning service Recognant.  “In 1,986 

of those times the next word was ‘means," — suggesting 

people were curious about the lingo but not acting on it. 

Bark’s  Bason says that’s why it’s so important to add con-

text and conversation to the shorthand teens use. He says 

spying on kids' conversations simply does not work, but a 

mix of education, communication, and modern tools, often 

can. “We’re not just flagging known texting code though, 

we’re using keywords, data science, and machine learn-

ing. If it detects potential issues, the app sends an alert to 

your phone via email or text, and then offers solutions to 

help with the presented issues.” 

Whether you plan to monitor your kids or are want help 

deciphering the latest text codes, online web-

site Netlingo is a great resource. It even hosts a curated 

list of “the top 50 acronyms parents need to know.” 

Jennifer Jolly is an Emmy Award-winning consumer tech 

contributor and host of USA TODAY's digital video show 

TECH NOW. E-mail her at jj@techish.com. Follow her on 

Twitter @JenniferJolly. 

© 2017 USATODAY.COM 

 

 

 

Artificial intelligence closes in on the work of 

junior lawyers 

 

Artificial intelligence closes in on the work of junior 

lawyers ‘Lawtech’ sifts and summarises data with 

speed and precision to replace routine tasks Read 

next Fox scandal puts spotlight on lawyer Former 

solicitor Daniel van Binsbergen at his lawtech start-

up offices in London's Shoreditch © Anna Gor-

don/FT Share on Twitter (opens new window) Share 

on Facebook (opens new window) Share on 

LinkedIn (opens new window) 63 Save YESTERDAY 

by: Jane Croft After more than five years at a lead-

ing City law firm, Daniel van Binsbergen quit his job 

as a solicitor to found Lexoo, a digital start-up for le-

gal services in the fledgling “lawtech” sector. Sample 

the FT’s top stories for a week You select the topic, 

we deliver the news. Select topic Enter email ad-

dressInvalid email Sign up By signing up you confirm 

that you have read and agree to the terms and con-

ditions, cookie policy and privacy policy. Mr Van 

Binsbergen says he is one of many. “The number of 

lawyers who have been leaving to go to start-ups 

has skyrocketed compared to 15 years ago,” he esti-

mates. Many are abandoning traditional firms to 

pursue entrepreneurial opportunities or join in-

https://www.bark.us/blog/teen-text-speak-codes-every-parent-should-know/
https://netsanity.net/
https://netsanity.net/
https://www.teensafe.com/
http://pumpic.com/limitly-parental-app/
http://www.recognant.com/
http://www.netlingo.com/top50/acronyms-for-parents.php
http://twitter.com/JenniferJolly
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house teams, as the once-unthinkable idea of rou-

tine corporate legal work as an automated task be-

comes reality. Law firms, which tend to be owned by 

partners, have been slow to adopt technology. Their 

traditional and profitable model involves many low-

paid legal staff doing most of the routine work, 

while a handful of equity partners earn about £1m a 

year. But since the 2008 financial crisis, their busi-

ness model has come under pressure as companies 

cut spending on legal services, and technology repli-

cated the repetitive tasks that lower-level lawyers at 

the start of their careers had worked on in the past. 

“The 2020s will be the decade of disruption,” says 

Professor Richard Susskind, co-author of The Future 

of the Professions: How Technology Will Transform 

the Work of Human Experts. He believes there is 

growing demand from executives who control cor-

porate legal budgets to cut costs by taking ad-

vantage of the savings offered by technology. Mr 

Van Binsbergen, 32, whose natural entrepreneurial 

streak meant he was “the guy in school selling 

candy bars”, is embracing the change. Lexoo does 

not automate legal work, but it does cut out the tra-

ditional law firm by using data and algorithms to 

match prices from experienced and self-employed 

lawyers with work for mid-size companies. Solicitors 

with appropriate skills quote a fixed price for a piece 

of work. For their part, law firms are gradually intro-

ducing technology. At Berwin Leighton Paisner, a UK 

firm, for example, staff use an AI system when they 

work on certain property disputes. The system was 

developed by Ravn, a legal technology start-up, 

which extracts data from official title deeds pro-

duced by the UK Land Registry. The software checks 

these details so they can serve legal notices on the 

correct property owners in real estate cases. In the 

past, BLP would have pulled together a small team 

of junior lawyers and paralegals at short notice, 

then put them in a room to extract that data manu-

ally from hundreds of pages — a process that could 

take weeks. The Ravn system reviews and extracts 

the same information in minutes. “We get AI to do a 

bunch of things cheaply, efficiently and accurately 

— which is most important,” says Wendy Miller, 

partner and co-head of real estate disputes at BLP. 

“It leaves lawyers to do the interesting stuff.” Ravn 

was set up in a London living room by four friends, 

none of whom had worked as lawyers. Its 

Shoreditch offices are full of engineers of millennial 

age working on laptops. Inevitably, there is a ping-

pong table and a chillout zone with pub tables and a 

darts board. Ravn’s technology searches largely un-

structured data to retrieve and summarise specific 

information. The legal sector was a perfect cus-

tomer, says Jan Van Hoecke, its co-founder, because 

it was “document-intensive — and has very expen-

sive people looking at documents”. Linklaters, the 

global law firm, uses LinkRFI, a technology program 

that sifts 16 UK and European regulatory registers to 

check client names for banks. It can process thou-

sands of names in hours. A junior lawyer would take 

an average of 12 minutes to search each name, ac-

cording to the firm. Business School Sign up to your 

weekly email briefing Keep up to date with a selec-

tion of the most relevant FT articles to help with 

your education and future career. Slaughter and 

May, another London firm, uses AI technology from 

Luminance, a start-up backed by Autonomy founder 

Mike Lynch to help its mergers and acquisitions law-

yers plough through thousands of documents they 

have to review when analysing target companies in 

deals. Luminance’s machine-learning technology 

means, at a keystroke, lawyers can see all the gov-

erning law in clauses within global sales contracts, 

for example, and identify legal wording that differs 

from the norm. Sally Wokes, a partner at Slaughter 

and May, says Luminance can halve the time spent 
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on due diligence. “It cuts out work that people find 

the least interesting and does not cut out analysing 

the results and looking at importance of transac-

tions and relevant details which client cares about,” 

she says. So far, firms say, technology has not meant 

job losses. But Prof Susskind believes a wave of lay-

offs is to come — law firms are still experimenting 

with AI instead of rolling it out across their offices. 

About 114,000 legal jobs are likely to be automated 

in the next 20 years, a 2016 study by Deloitte pre-

dicted. Technology has contributed to the loss of 

about 31,000 sector jobs. The report predicted an-

other 39 per cent of jobs were at “high risk” of be-

ing made redundant in the next two decades. 

Meanwhile, technology continues its march, trans-

forming the antiquated world of law courts. In the 

US, Lex Machina, a start-up acquired by Lexis Nexis 

in 2015, crunches data about court rulings to ana-

lyse types of cases filed and examine past successes, 

replacing work that is normally done by newly quali-

fied lawyers. In the UK, proposals from the Civil Jus-

tice Council, which oversees civil courts, include an 

online court for consumers to deal with low-value 

money claims. But some legal roles will not be repli-

cated by technology. “In litigation I can see that de-

velopments in AI may lead to improvements in the 

search process in disclosure and in the preparation 

of some documents,” says Philip Marshall QC, a 

commercial barrister. “But where judgment is re-

quired — for example in written advocacy — I doubt 

there is much scope for it. The human touch and 

knowledge of the likely reaction of the tribunal is at 

a premium.” Read more The relentless advance of 

the super-intelligent attorney The legal sector is be-

ing disrupted as clients seek lower bills and greater 

insight from advisers So far, AI lacks the creativity, 

cunning and empathy of a human lawyer. In the US, 

law firms using automated software to issue mass 

debt collection notices without them being re-

viewed by lawyers have been criticised by the courts 

because evidence and details have not been 

properly verified. But investors sense an oppor-

tunity in lawtech. According to CB Insights, a data 

intelligence platform, there were 67 deals last year 

investing $155m into lawtech start-ups. For now, le-

gal services providers are happy about tech disrup-

tion. Introducing AI into the work of junior lawyers 

is allowing them to do more interesting work, their 

bosses say. “In our old method . . . staff would be 

working for long hours doing the data extraction, 

and human error will always creep in,” says Ms Mil-

ler of BLP. But Prof Susskind cautions that true tech-

nological disruption of legal services could take a 

generation — until the current crop of equity part-

ners at leading firms retires. “It is very hard to con-

vince a room of millionaires they have their busi-

ness model wrong,” he says. This article has been 

amended to update the name of Linklaters’ technol-

ogy program 

https://www.ft.com/content/f809870c-26a1-11e7-

8691-d5f7e0cd0a16 
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New executive order on cybersecurity high-

lights need for deterrence, protection of key 

industries 

• By Frank J. Cilluffo and Sharon L. Cardash 

Summary 

President Trump’s new executive order on cyberse-

curity for federal computer networks and key ele-

ments of the country’s infrastructure – such as the 

electricity grid and core communications networks 

– builds meaningfully on the work of the Obama 

administration. Cybersecurity is ultimately an exer-

cise in risk management. Given the range of possi-

ble threats and the pace at which they may ap-

pear, it is impossible to protect everything, every-

where, all the time. But it is possible to make sure 

that the most valuable resources (such as particu-

lar networks and systems, or specific data) are 

properly protected by, at minimum, good cyber-hy-

giene – and ideally, more. Overall, the order is a 

solid document, with guidance that is both meas-

ured and clear. Key to its success – and ultimately 

to the country’s security in cyberspace – will be the 

relationship the government builds with private in-

dustry. Protecting the country won’t be possible 

without both groups working in tandem. 

President Trump’s new executive order on cyberse-

curity for federal computer networks and key ele-

ments of the country’s infrastructure – such as the 

electricity grid and core communications networks 

– builds meaningfully on the work of the Obama ad-

ministration. It focuses on matters of common and 

bipartisan concern, meaning it is likely to avoid the 

disquiet and disorganization generated by other re-

cent executive orders. 

Cybersecurity is ultimately an exercise in risk man-

agement. Given the range of possible threats and 

the pace at which they may appear, it is impossible 

to protect everything, everywhere, all the time. But 

it is possible to make sure that the most valuable re-

sources (such as particular networks and systems, 

or specific data) are properly protected by, at mini-

mum, good cyber-hygiene – and ideally, more. 

The executive order seeks to do just that, by calling 

on Cabinet secretaries and the heads of other fed-

eral agencies to follow the Framework for Improv-

ing Critical Infrastructure Cybersecurity, created by 

the National Institute of Standards and Technology 

under the Obama administration. That framework 

also figures prominently in the final report of 

Obama’s Commission on Enhancing National Cyber-

security. 

Three key topics of the executive order are of par-

ticular interest because they suggest significant new 

developments in the federal government’s ap-

proach to cybersecurity. The order rightly highlights 

cyber-deterrence, the process of discouraging pro-

spective attackers from actually trying to breach our 

systems. In addition, the order correctly identifies 

the electricity grid as needing stronger security – as 

well as the military’s warfighting capabilities. 

Stepping up cyber-deterrence 

One crucial element that has been largely missing 

from American cybersecurity efforts so far is cyber-

deterrence. Just as nuclear deterrence let countries 

with nuclear weapons know that launching a nu-

clear attack would mean their own swift and sure 

destruction, cyber-deterrence involves making clear 

to prospective adversaries that attacks will either be 

too unlikely to succeed, or will be met by certain 

and severe retribution. 

The executive order asks a wide group of senior 

government officials – the secretaries of Commerce, 

Defense, Homeland Security, State and Treasury, 

plus the attorney general, the government’s top 

trade negotiator and the director of national intelli-

gence – to develop options for deterring cyber-ad-

versaries (without specifying any in particular). 
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Deterrence must, by nature, be multi-dimensional: 

It has to include a variety of obstacles to incoming 

attacks, as well as potential consequences for at-

tackers. Coordinating diplomacy, military and eco-

nomic efforts will be crucial to presenting a unified 

front to would-be adversaries. 

This is not to say that a one-size strategy will fit all. 

To the contrary, besides a robust general posture, 

the U.S. must also tailor its specific deterrence ef-

forts to make sure they are effective against individ-

ual potential adversaries. 

Protecting the grid and the military’s warfighting 

capabilities 

The executive order also calls for additional protec-

tion of the electricity grid against cyberattacks. The 

potential is not hypothetical: Ukraine’s grid was at-

tacked twice, in December 2015 and December 

2016. 

And it calls attention to the military’s industrial 

base, including its supply chain – which collectively 

produces, delivers and maintains weapons systems 

and component parts that are necessities for the 

Department of Defense. A successful cyber-attack 

on key suppliers could hamstring America’s armed 

forces as much as a physical incursion against them 

on the battlefield. 

Yet, as important as it is to identify and remedy ex-

isting vulnerabilities, the better course is always to 

design computer systems securely in the first place. 

The executive order focuses more on the former 

than the latter, since we must work with the capa-

bilities and equipment we have, rather than just 

those we would wish to have. 

Basic guidance 

More generally, the executive order discusses and 

reinforces the basic principles of good cyber-hy-

giene. For instance, it emphasizes the significant 

risks to departments and agencies, and the citizens 

they serve, if known vulnerabilities remain unre-

paired. For instance, without proper protections, 

taxpayer records, Social Security data and medical 

records could be stolen or fraudulently altered. 

Sadly, this is a vital issue. Recent testimony from 

the Government Accountability Office documents 

the widespread problems government agencies 

have failing to install routine security upgrades and 

even using software so outdated the company that 

created it no longer supports it. 

But the executive order also looks to a future fed-

eral government that takes advantage of cloud 

computing and the Internet of Things. The docu-

ment not only calls for safeguarding existing net-

works and data; it declares the importance of sys-

tematic planning for future technological upgrades 

and advances, to manage risk effectively. Mainte-

nance and modernization both matter, and both 

must be done securely. 

Overall, the order is a solid document, with guid-

ance that is both measured and clear. Key to its suc-

cess – and ultimately to the country’s security in cy-

berspace – will be the relationship the government 

builds with private industry. Protecting the country 

won’t be possible without both groups working in 

tandem. 

Frank J. Cilluffo is is Director, Center for Cyber and 

Homeland Security, George Washington Univer-

sity. Sharon L. Cardash is Associate Director, Cen-

ter for Cyber and Homeland Security, George 

Washington University. This article is published 

courtesy of The Conversation (under Creative Com-

mons-Attribution / No derivative). 

 

Modeling Is Helping Better Understand Cyber 

Risks 
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By  

BEN DIPIETRO 

May 5, 2017 7:38 am ET 

On May 25 we will host the WSJ Pro Cybersecurity 

Forum in London. Speakers include U.K. Information 

Commissioner Elizabeth Denham, Cheri McGuire 

of Standard Chartered and Uber’s John Flynn. Check 

out details here: http://cyber.wsj.com/ 

The lack of a market standard in how cyber risks are 

assessed is making it difficult for insurers to expand 

their levels of cybersecurity coverage, but advances 

in cyber risk modeling are improving the ability of 

insurers to more accurately sell cyber policies. These 

same modeling advancements also are helping to 

make chief information security officers more 

knowledgeable about the policies they are buying, 

said Matt Mosher, chief operating officer of A.M. 

Best, a ratings agency for insurance. “With the evo-

lution of cyber models, which have started to estab-

lish individual standards on assessing cyber risk, in-

sureds are becoming more comfortable with their 

own management of the risk,” said Mr. Mosher. “Ad-

ditionally, insurance companies are becoming more 

comfortable with their management of the risk they 

are taking on through specific cyber coverage.” 

Technological advances are changing the risk-model-

ing business, allowing firms to create models with 

more complexity and sophistication than they previ-

ously could, while also taking advantage of much 

bigger data sets when contemplating risks. And 

while attackers will change their tactics to adjust to 

any defenses or standards an organization estab-

lishes, Mr. Mosher said there still should be stand-

ards to establish the key drivers in measuring cyber 

risk. “The industry is just starting to move in that di-

rection,” he said. While Mr. Mosher said he hasn’t 

seen a strong push to establish a standard on the 

measurement of cyber risks, he said he’s seen some 

industry and cyber consultants trying to build stand-

ards on measuring the level of conformity a com-

pany might have in their management of cyber risks, 

and the controls they have for cyber risks. “We are 

still at a stage where individual models are being de-

veloped and these are setting separate standards,” 

he said. 

Without an established standard in place, Mr. 

Mosher said best practices need to consider the 

evolving risks that come with cybersecurity, focusing 

both on the susceptibility to attack and the desira-

bility of the target. While competing models look at 

risks in various-yet-similar ways, he said he expects 

the approaches of these models will come closer to-

gether as they mature. “Even once the key drivers of 

risk become more standardized, I still expect some 

of the underlying assumptions that drive the out-

comes will still be different,” because of differences 

in opinions on the level of impact of one driver to 

another, or the interaction of those drivers in deter-

mining the overall risk, he said. 

Readers can subscribe to The Morning Risk Report 

here: http://on.wsj.com/MorningRiskReportSig-

nup. Follow us on Twitter at @WSJRisk. 

 

 

Ransomware attacks were on the rise, even be-

fore the latest episode 

The “WannaCry” attack spread to 150 countries 

http://quotes.wsj.com/STAN.LN
http://on.wsj.com/MorningRiskReportSignup
http://on.wsj.com/MorningRiskReportSignup
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Graphic detail 

May 15th 2017 

by THE DATA TEAM 

 

THE internet is wonderfully useful. The autodidact 

no longer needs a library. The film aficionado can 

live without a cinema. But life is easier for the extor-

tionist as well, who can rob hundreds of thousands 

of people at once while still in pyjamas. Such power 

was on ample display this weekend, when a large 

cyber-attack afflicted an estimated 200,000 comput-

ers in 150 countries. 

The cyber-attack, dubbed “WannaCry”, was built to 

go global. It helpfully offers victims translations of 

its demand for money in 28 different languages, and 

does not discriminate much in its targets. Chinese 

universities, Russia’s interior ministry and Britain’s 

National Health Service (NHS) all saw their com-

puter systems taken hostage in the attack. 

WannaCry is only the most recent example of “ran-

somware”, malicious programs that block access to 

files unless the victim pays off the hackers (usually 

in Bitcoin, an untraceable digital currency). 

Since 2014 the varieties of ransomware have more 

than tripled, according to the Internet Security 

Threat Report by Symantec, a computer-security 

vendor—a sign that internet bandits are catching on 

to the lucrative rewards it offers. The FBI reckons 

that CryptoWall, a particularly nasty strain of ran-

somware, netted at least $18m for cyber-crooks in 

2015. Hackers are also getting greedier: the average 

haul from a ransomware attack has gone up from 

$373 per victim in 2014 to $1,077 in 2016. 

WannaCry demands a comparatively low payment 

of $300 worth of Bitcoin—though the price doubles 

if payment does not arrive within three days. Four 

Bitcoin “wallets” associated with the attackers have, 

at the last check, received 227 payments, worth a 

total of 35.53 Bitcoin (about $63,000). 

By May 15th, the cyber-attack was spreading more 

slowly and the blame game had already begun. Its 

victims were all Windows users who had not up-

dated their software—a process that is necessary 

but also cumbersome and costly for large organisa-

tions. Meanwhile, Microsoft has pointed the finger 

at American spooks: the National Security Agency 

originally discovered the vulnerabilities in Windows 

on which WannaCry relies, but did not notify the 

company until after it had been hacked and the ex-

ploit in question stolen and posted online. The spec-

tacle of the NHS being brought to its knees by mal-

ware will surely focus the public’s attention on the 

vulnerability of critical infrastructure to covert, of-

fensive cyber-attacks that Western governments 

would rather keep hidden. 

http://www.econo-

mist.com/blogs/graphicdetail/2017/05/daily-chart-

10 

Ransomware's biggest target is the healthcare 

sector 

http://www.economist.com/blogs/graphicdetail
http://www.economist.com/node/21722046/comments
http://www.economist.com/node/21722046/comments
http://www.economist.com/blogs/graphicdetail/2017/05/daily-chart-10
http://www.economist.com/blogs/graphicdetail/2017/05/daily-chart-10
http://www.economist.com/blogs/graphicdetail/2017/05/daily-chart-10
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Ransomware grew 50 percent in just a year, accord-

ing to a new report by Verizon. The Verizon Data 

Breach Investigations Report (DBIR) is based on the 

analysis of 79,000 security incidents and 1,945 con-

firmed data breaches, across 79 countries. 

According to the report, ransomware also grew in 

popularity, and by a large margin. In 2014, it was the 

22nd most common malware variety. Fast-forward 

two years, and now it’s fifth most common. 

The healthcare sector is under greater threat than 

all others, it was also added, as 72 percent of all 

malware incidents targeted this sector. 

More consumers than ever are at risk, the report 

continues, adding that phishing and poor cyber-se-

curity hygiene are the biggest culprits. 

Organized criminal groups were behind more than 

half (51 percent) of breaches, while state-affiliated 

groups were involved in 18 per cent. Financial ser-

vices were the most prevalent victims (24 per cent). 

“Insights provided in the DBIR are leveling the cy-

bersecurity playing field,” said George Fischer, presi-

dent of Verizon Enterprise Solutions. “Our data is 

giving governments and organizations the infor-

mation they need to anticipate cyberattacks and 

more effectively mitigate cyber-risk. By analyzing 

data from our own security team and that of other 

leading security practitioners from around the 

world, we’re able to offer valuable intelligence that 

can be used to transform an organization’s risk pro-

file”. 

h t t p s : / / b e t a n e w s . c o m / 2 0 1 7 / 0 5 / 0 1 / ra n -

s o m w a r e - b i g g e s t - t a r g e t /  

Bank Data Breaches Rise, and It's an Insider Job 

• May 3, 2017 

There have been many high-profile bank breaches in 

the news of late, and much of the blame has been 

laid on these institutions' legacy operating systems, 

and their inability to cope with new forms of 

cyberattacks, including breaches. However, a bigger 

security flaw may in fact come from another source, 

new data from IBM's X-Force Research team indi-

cates: 1) Data breaches are on the rise in financial 

services (FS); 2) The FS industry is unusually hard-

hit; 3) Human error is FS firms' biggest vulnerability. 

IBM says that to limit this damage, banks have to 

work harder to educate staff about cybersecurity, 

and up their fraud-detection mechanisms. Open 

banking is the democratization of access to data 

previously exclusively owned by legacy financial in-

stitutions. Banks are using different models of open 

banking. The open banking trend is being driven by 

a number of factors and will ultimately become the 

norm. Open banking will have a significant impact 

on fintechs. 

https://cyware.com/news/bank-data-breaches-rise-

and-its-an-insider-job-60055024?utm_con-

tent=buffer51c8e&utm_medium=so-

cial&utm_source=linkedin.com&utm_cam-

paign=buffer 

| Thu May 25, 2017  

Newly discovered vulnerability raises fears of 

another WannaCry 

https://betanews.com/2017/05/01/ransomware-biggest-target/
https://betanews.com/2017/05/01/ransomware-biggest-target/
https://cyware.com/news/bank-data-breaches-rise-and-its-an-insider-job-60055024?utm_content=buffer51c8e&utm_medium=social&utm_source=linkedin.com&utm_campaign=buffer
https://cyware.com/news/bank-data-breaches-rise-and-its-an-insider-job-60055024?utm_content=buffer51c8e&utm_medium=social&utm_source=linkedin.com&utm_campaign=buffer
https://cyware.com/news/bank-data-breaches-rise-and-its-an-insider-job-60055024?utm_content=buffer51c8e&utm_medium=social&utm_source=linkedin.com&utm_campaign=buffer
https://cyware.com/news/bank-data-breaches-rise-and-its-an-insider-job-60055024?utm_content=buffer51c8e&utm_medium=social&utm_source=linkedin.com&utm_campaign=buffer
https://cyware.com/news/bank-data-breaches-rise-and-its-an-insider-job-60055024?utm_content=buffer51c8e&utm_medium=social&utm_source=linkedin.com&utm_campaign=buffer
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FILE PHOTO: A hooded man holds a laptop computer as 

blue screen with an exclamation mark is projected on him 

in this illustration picture taken on May 13, 2017. REU-

TERS/Kacper Pempel/Illustration  

 

A newly found flaw in widely used networking soft-

ware leaves tens of thousands of computers poten-

tially vulnerable to an attack similar to that caused 

by WannaCry, which infected more than 300,000 

computers worldwide, cybersecurity researchers 

said on Thursday. 

The U.S. Department of Homeland Security on 

Wednesday announced the vulnerability, which 

could be exploited to take control of an affected 

computer, and urged users and administrators to 

apply a patch.   

Rebekah Brown of Rapid7, a cybersecurity com-

pany, told Reuters that there were no signs yet of 

attackers exploiting the vulnerability in the 12 hours 

since its discovery was announced.  

But she said it had taken researchers only 15 

minutes to develop malware that made use of the 

hole. "This one seems to be very, very easy to ex-

ploit," she said.  

Rapid7 said it had found more than 100,000 com-

puters running vulnerable versions of the software, 

Samba, free networking software developed for 

Linux and Unix computers. There are likely to be 

many more, it said in response to emailed ques-

tions.  

Most of the computers found are running older ver-

sions of the software and cannot be patched, said 

Brown.  

Some of the computers appear to belong to organi-

zations and companies, she said, but most were 

home users.  

The vulnerability could potentially be used to create 

a worm like the one which allowed WannaCry to 

spread so quickly, Brown said, but that would re-

quire an extra step for the attacker.  

Cybersecurity researchers have said they believe 

North Korean hackers were behind the WannaCry 

malware, which encrypted data on victims' comput-

ers and demanded bitcoin in return for a decryption 

key.       

(Reporting and writing By Jeremy Wagstaff; Editing 

by Michael Perry) 

http://www.reuters.com/article/us-russia-cyber-

banks-idUSKBN18I0VE 

 

Cyber Risk | Mon May 22, 2017  

Hackers hit Russian bank customers, 

planned international cyber raids 

 

By Jack Stubbs | MOSCOW  

MOSCOW Russian cyber criminals used malware 

planted on Android mobile devices to steal from do-

mestic bank customers and were planning to target 

European lenders before their arrest, investigators 

and sources with knowledge of the case told Reu-

ters. 

Their campaign raised a relatively small sum by 

cyber-crime standards - more than 50 million rou-

bles ($892,000) - but they had also obtained more 

sophisticated malicious software for a modest 

monthly fee to go after the clients of banks in 

France and possibly a range of other western na-

tions. 

Russia's relationship to cyber crime is under intense 

scrutiny after U.S. intelligence officials alleged that 

http://www.reuters.com/article/us-russia-cyber-banks-idUSKBN18I0VE
http://www.reuters.com/article/us-russia-cyber-banks-idUSKBN18I0VE
http://www.reuters.com/news/archive/RCOMUS_Cyberrisk
http://www.reuters.com/journalists/jack-stubbs
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Russian hackers had tried to help Republican Don-

ald Trump win the U.S. presidency by hacking Dem-

ocratic Party servers.  

The Kremlin has repeatedly denied the allegation.  

The gang members tricked the Russian banks' cus-

tomers into downloading malware via fake mobile 

banking applications, as well as via pornography 

and e-commerce programs, according to a report 

compiled by cyber security firm Group-IB which in-

vestigated the attack with the Russian Interior Min-

istry. 

The criminals - 16 suspects were arrested by Rus-

sian law enforcement authorities in November last 

year - infected more than a million smartphones in 

Russia, on average compromising 3,500 devices a 

day, Group-IB said. 

The hackers targeted customers of state lender 

Sberbank (SBER.MM), and also stole money from 

accounts at Alfa Bank and online payments com-

pany Qiwi (QIWI.O), exploiting weaknesses in the 

companies' SMS text message transfer services, said 

two people with direct knowledge of the case. 

Although operating only in Russia before their ar-

rest, they had developed plans to target large Euro-

pean banks including French lenders Credit Agricole 

(CAGR.PA), BNP Paribas (BNPP.PA) and Societe Gen-

erale (SOGN.PA), Group-IB said.  

A BNP Paribas spokeswoman said the bank could 

not confirm this information, but added that it "has 

a significant set of measures in place aimed at 

fighting cyber attacks on a daily basis". Societe Gen-

erale and Credit Agricole declined comment. 

The gang, which was called "Cron" after the mal-

ware it used, did not steal any funds from custom-

ers of the three French banks. However, it exploited 

the bank service in Russia that allows users to trans-

fer small sums to other accounts by sending an SMS 

message.  

Having infected the users' phones, the gang sent 

SMS messages from those devices instructing the 

banks to transfer money to the hackers' own ac-

counts. 

The findings illustrate the dangers of using SMS 

messages for mobile banking, a method favored in 

emerging countries with less advanced internet in-

frastructure, said Lukas Stefanko, a malware re-

searcher at cyber security firm ESET in Slovakia. 

"It's becoming popular among developing nations 

or in the countryside where access to conventional 

banking is difficult for people," he said. "For them it 

is quick, easy and they don't need to visit a bank... 

But security always has to outweigh consumer con-

venience." 

CYBER CRIMINALS 

The Russian Interior Ministry said a number of peo-

ple had been arrested, including what it described 

as the gang leader. This was a 30-year-old man liv-

ing in Ivanovo, an industrial city 300 km (185 miles) 

northeast of Moscow, from where he had com-

manded a team of 20 people across six different re-

gions. 

Four people remain in detention while the others 

are under house arrest, the ministry said in a state-

ment.  

"In the course of 20 searches across six regions, po-

lice seized computers, hundreds of bank cards and 

SIM cards registered under fake names," it said.  

Group-IB said the existence of the Cron malware 

was first detected in mid-2015, and by the time of 

the arrests the hackers had been using it for under a 

year. 

The core members of the group were detained on 

Nov. 22 last year in Ivanovo. Photographs of the op-

eration released by Group-IB showed one suspect 

face down in the snow as police in ski masks hand-

cuffed him. 

http://www.reuters.com/finance/stocks/overview?symbol=SBER.MM
http://www.reuters.com/finance/stocks/overview?symbol=QIWI.O
http://www.reuters.com/finance/stocks/overview?symbol=CAGR.PA
http://www.reuters.com/finance/stocks/overview?symbol=BNPP.PA
http://www.reuters.com/finance/stocks/overview?symbol=SOGN.PA
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The "Cron" hackers were arrested before they could 

mount attacks outside Russia, but plans to do that 

were at an advanced stage, said the investigators.  

Group-IB said that in June 2016 they had rented a 

piece of malware designed to attack mobile banking 

systems, called "Tiny.z" for $2,000 a month. The 

creators of the "Tiny.z" malware had adapted it to 

attack banks in Britain, Germany, France, the United 

States and Turkey, among other countries. 

The "Cron" gang developed software designed to 

attack lenders including the three French groups, it 

said, adding it had notified these and other Euro-

pean banks at risk.  

A spokeswoman for Sberbank said she had no infor-

mation about the group involved. However, she 

said: "Several groups of cyber criminals are working 

against Sberbank. The number of groups and the 

methods they use to attack us change constantly." 

"It isn't clear which specific group is being referred 

to here because the fraudulent scheme involving 

Android OS (operating system) viruses is wide-

spread in Russia and Sberbank has effectively com-

bated it for an extensive period of time." 

Alfa Bank did not provide a comment. Qiwi did not 

respond to multiple requests for comment.  

Google (GOOGL.O), the maker of Android, has taken 

steps in recent years to protect users from down-

loading malicious code and by blocking apps which 

are insecure, impersonate legitimate companies or 

engage in deceptive behaviors.  

A Google spokesman said: "We've tracked this mal-

ware family for several years and will continue to 

take action on its variants to protect our users." 

FAKE MOBILE APPS 

The Russian authorities, bombarded with allega-

tions of state-sponsored hacking, are keen to show 

Russia too is a frequent victim of cyber crime and 

that they are working hard to combat it. The inte-

rior and emergencies ministries, as well as Sber-

bank, said they were targeted in a global cyberat-

tack earlier this month. 

Since the allegations about the U.S. election hack-

ing, further evidence has emerged of what some 

Western officials say is a symbiotic relationship be-

tween cyber criminals and Russian authorities, with 

hackers allowed to attack foreign targets with impu-

nity in return for cooperating with the security ser-

vices while Moscow clamps down on those operat-

ing at home. 

The success of the Cron gang was facilitated by the 

popularity of SMS-banking services in Russia, said 

Dmitry Volkov, head of investigations at Group-IB. 

The gang got their malware on to victims' devices 

by setting up applications designed to mimic banks' 

genuine apps. When users searched online, the re-

sults would suggest the fake app, which they would 

then download. The hackers also inserted malware 

into fake mobile apps for well-known pornography 

sites. 

After infecting a customer's phone, the hackers 

were able to send a text message to the bank initi-

ating a transfer of up to $120 to one of 6,000 bank 

accounts set up to receive the fraudulent payments. 

The malware would then intercept a confirmation 

code sent by the bank and block the victim from re-

ceiving a message notifying them about the transac-

tion. 

"Cron's success was due to two main factors," 

Volkov said. "First, the large-scale use of partner 

programs to distribute the malware in different 

ways. Second, the automation of many (mobile) 

functions which allowed them to carry out the 

thefts without direct involvement."  

($1 = 56.0418 roubles) 

(The story is refiled to fix typo in spelling of Societe 

Generale) 

http://www.reuters.com/finance/stocks/overview?symbol=GOOGL.O
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(Additional reporting by Maya Nikolaeva in Paris 

and Eric Auchard in Frankfurt; Editing by Christian 

Lowe and David Stamp) 

 

 

 

FBI warns of surge in wire-transfer fraud via 

spoofed emails 

Attempts at cyber wire fraud globally, via emails 

purporting to be from trusted business associates, 

have surged in the last seven months of 2016, the 

U.S. Federal Bureau of Investigation said in a warn-

ing to businesses as it bid to curb such crimes. 

Fraudsters sought to steal some $5.3 billion through 

schemes known as business email compromise, the 

FBI said in a report released Thursday by its Internet 

Crime Complaint Center. 

That's up from a total of $3.1 billion reported as of 

the end of May, according to the survey of cases 

from law enforcement agencies around the world, 

in which cyber criminals request wire transfers in 

emails that look like they are from senior corporate 

executives or business suppliers who regularly re-

quest payments. 

The total number of business-email compromise 

cases almost doubled from May to December of last 

year, rising to 40,203 from 22,143. 

U.S. victims jumped to 22,292 by December 2016, 

from 14,032 in May 2016, and non-U.S. victims of 

such crime numbered up to 2,053 by December 

2016 against 1,636. 

The survey, which covers cases dating back to Octo-

ber 2013, does not keep track of how much money 

was actually lost to criminals. 

The FBI has said that about one in four U.S. victims 

respond by wiring money to fraudsters. In some of 

those cases, authorities have been able to identify 

the crimes in time to help victims recover the funds 

from banks before the criminals pulled them out of 

the system. 

The U.S. Department of Justice said in March that it 

had charged a Lithuanian man with orchestrating a 

fraudulent email scheme that had tricked agents 

and employees of two U.S.-based internet compa-

nies into wiring more than $100 million to overseas 

bank accounts. 

Fraudsters have also use spoofed emails to trick cor-

porate workers into releasing sensitive data, includ-

ing wage and tax reports, according to the advisory. 

Reporting by Alastair Sharp in Toronto; Editing by 

Jim Finkle and Bernadette Baum) 

http://www.reuters.com/article/us-cyber-fraud-

email-idUSKBN1811QH 

 

http://www.reuters.com/article/us-cyber-fraud-email-idUSKBN1811QH
http://www.reuters.com/article/us-cyber-fraud-email-idUSKBN1811QH
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Russia warns Canada over 'blatantly unfriendly' 

Magnitsky Act 

Russia says sanctions, travel bans will inflict 

'significant damage' on Canada, Russian rela-

tionship 

By Levon Sevunts - Radio Canada International, 

Posted: May 18, 2017  

 

Minister of Foreign Affairs Chrystia Freeland has 

been barred from entering Russia by the Kremlin 

because of her staunch criticism of Russian actions 

in Ukraine and its annexation of Crimea. (Mike de 

Paul/CBC)  

The Kremlin fired a diplomatic shot across Ottawa's 

bow Thursday, warning that the adoption of a Cana-

dian version of a U.S. law that imposes financial 

sanctions and travel bans on high-ranking Russian 

officials will cause serious damage in relations be-

tween the two countries. 

The stark diplomatic warning comes after Foreign 

Affairs Minister Chrystia Freeland said Wednesday 

that the government has agreed to create a so-

called Magnitsky Act that would expand Canada's 

international sanctions law to target gross human 

rights violators. 

"We are compelled to warn the official Ottawa that 

we view its active support of the Canadian version 

of the American 'Magnitsky Act,' which contains 

contrived human rights claims against Russia, as an-

other blatantly unfriendly step," the Russian Minis-

try of Foreign Affairs said in a statement. 

"If the Canadian Parliament approves this sanctions 

legislation, the relations between our countries, 

which are already experiencing difficult times, will 

suffer significant damage." 

Russia warns of 'self-isolation' 

It would be Canada's loss if "instead of developing 

mutually beneficial cooperation, including in the 

economic sphere and the development of the Arc-

tic," Ottawa follows the path of "self-isolation" from 

Russia, the statement warned. 

The House of Commons foreign affairs committee 

agreed last month to support amending Canada's 

sanctions regime to include the rights violators "in 

honour" of the Russian whistleblower Sergei Mag-

nitsky. 

Magnitsky died in pre-trial detention in a Moscow 

jail in 2009 after accusing high-ranking officials of a 

$230-million tax fraud. 

In late 2012, the United States adopted the so-

called Magnitsky Act, which imposes travel bans and 

http://www.cbc.ca/news/politics/magnitsky-act-freeland-abusers-1.4120806
http://www.cbc.ca/news/politics/magnitsky-act-freeland-abusers-1.4120806
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financial sanctions on Russian officials and other in-

dividuals believed to have been involved in Mag-

nistky's death. 

Russia responded with its own blacklist of U.S. offi-

cials. 

Freeland and 12 other Canadian politicians and ac-

tivists are also on the Kremlin's blacklist and have 

been barred from entering Russia because of their 

staunch criticism of Russian actions in Ukraine and 

its annexation of Crimea. 

http://www.cbc.ca/news/politics/russia-warns-can-

ada-magnitsky-1.4122758 

New York Russian Money Laundering Trial Set-

tled Suddenly 

U.S. prosecutors said the $230 million scheme was 

uncovered by a Russian lawyer who died in a Mos-

cow jail "under suspicious circumstances." 

By Colin Miner (Patch Staff) - May 15, 2017  

 

 

A money laundering trial scheduled to begin Mon-

day in Manhattan federal court that prosecutors had 

said would lay out how millions of dollars were sto-

len from Russia and hidden in New York was sud-

denly settled, according to a weekend announce-

ment by the U.S. Attorney's Office for the Southern 

District of New York. 

"We will not allow the U.S. financial system to be 

used to launder the proceeds of crimes committed 

anywhere – here in the U.S., in Russia, or anywhere 

else," said Acting Manhattan U.S. Attorney Joon 

Kim. 

"The defendants have agreed to pay not just what 

we alleged flowed to them from the Russian treas-

ury fraud, but three times that amount, and roughly 

10 times the money we alleged could be traced di-

rectly into U.S. accounts and real estate." 

The case against a company called Prevezon charged 

that it had bought up "high-end commercial space 

and luxury apartments" with money that was part 

of $230 million stolen from Russia. 

Federal prosecutors had said the fraud had been un-

covered by a Sergei Magnitsky, a Russian lawyer 

who died in a Moscow jail "under suspicious circum-

stances and was posthumously prosecuted by Rus-

sia." 

The Russian human rights council headed by then-

President Dmitry Medvedev concluded that Magnit-

sky’s arrest and detention had been illegal. 

The council had also found that: 

• Magnitsky was denied necessary medical 

care in custody; 

• he was beaten by eight guards with rubber 

batons on the last day of his life and 

http://www.cbc.ca/news/politics/russia-warns-canada-magnitsky-1.4122758
http://www.cbc.ca/news/politics/russia-warns-canada-magnitsky-1.4122758
https://patch.com/users/colin-miner
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• the ambulance crew that was called to treat 

him as he was dying was deliberately kept 

outside of his cell for more than an hour un-

til he was dead. 

The case stemmed from a 2007 Russian tax fraud 

case — considered the largest in Russian history — 

in which the identities of companies were stolen 

and then used to file lawsuits that would be settled 

for amounts that would be paid from the Russian 

treasury. 

The death of Magnitsky, who had been working for 

Hermitage, the company whose identity had been 

stolen, was the impetus for the United States to 

pass an act in 2012 that sanctioned Russia officials, 

judges and investigators connected to human rights 

abuses. 

The Russian government responded by banning 

then-U.S. Attorney Preet Bharara, who had brought 

the case against Prevezon, from traveling to Russia. 

When he announced the case, Bharara said, "a Rus-

sian criminal enterprise sought to launder some of 

its billions in ill-gotten rubles through the purchase 

of pricey Manhattan real estate. 

"While New York is a world financial capital, it is not 

a safe haven for criminals seeking to hide their loot, 

no matter how and where their fraud took place." 

While Bharara's replacement touted that the de-

fendants would be paying more than had allegedly 

flowed to them, it is significantly less than the sus-

pected value of the real estate they bought with the 

money. 

As part of the settlement, Prevezon was not re-

quired to admit any wrongdoing, and the govern-

ment agrees to release it from any civil suits in the 

future connected with the investigation. 

https://patch.com/new-york/new-york-city/new-

york-russian-money-laundering-trial-settled-sud-

denly 

SELVA OZELLI: IRS JOINS FIGHT AGAINST COR-

RUPTION IN OFFSET TRADE DEALS 

By Selva Ozelli | Wednesday, May 31, 2017  

Bill Steinman recently wrote 

a post for the FCPA Blog about compliance risks in 

offset obligations. I'd like to continue that discus-

sion, this time with some information about inter-

national cooperation to clean up offset transactions, 

and how the U.S. Internal Revenue Service is playing 

a role. 

To review, “offset agreements” are industrial com-

pensation requirements imposed by foreign govern-

ments as condition to purchase of goods, technol-

ogy, intellectual property (IP) and services from non-

domestic suppliers. Offsets typically are used in the 

aerospace and defense sector. 

Offset transactions have been often abused for cor-

ruption. For example, in Austria, a €2 billion ($2.24 

billion) deal for 18 Eurofighter combat jets required 

Airbus to invest into Austria twice the value of the 

aircraft deal. In the end, more than $100 million of 

https://patch.com/new-york/new-york-city/new-york-russian-money-laundering-trial-settled-suddenly
https://patch.com/new-york/new-york-city/new-york-russian-money-laundering-trial-settled-suddenly
https://patch.com/new-york/new-york-city/new-york-russian-money-laundering-trial-settled-suddenly
http://www.fcpablog.com/blog/2017/5/31/selva-ozelli-irs-joins-fight-against-corruption-in-offset-tr.html
http://www.fcpablog.com/blog/2017/5/31/selva-ozelli-irs-joins-fight-against-corruption-in-offset-tr.html
http://www.fcpablog.com/blog/author/sozelli
http://www.fcpablog.com/blog/2017/5/23/bill-steinman-do-you-know-what-your-offset-department-is-up.html
https://www.oecd.org/cleangovbiz/Integrity-Forum-2017-Beraldi-Broecker-offsets-public-procurement.pdf
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this offset amount was reportedly lost to bribery 

and corruption. 

To fight that sort of graft, the OECD or Organization 

for Economic Co-operation Development adopted 

new tax compliance reporting requirements called 

the Country-by-Country Report (CbCR). 

So far, 58 countries have adopted the CbCR, which is 

intended to bring a certain amount of transparency 

to offset arrangements entered into by aerospace 

and defense multinational companies. 

The CbCR will be automatically exchanged with 

other governments via tax treaties, Tax Information 

Exchange Agreements (TIEA), and Multilateral Com-

petent Authority Agreements (MCAA). EU coun-

tries propose to make CbCRs publicly available. 

In the United States, for the first time this year, aer-

ospace and defense companies with annual reve-

nues of at least $850 million (Multinational Enter-

prises or MNE) will be obligated to file CbCR via IRS 

Form 8975 on Oct 16, 2017. 

MNE will disclose to tax authorities information re-

garding offset arrangements with offset advisors, in-

direct offset partners, and offset subcontractors, on 

a country-by-country basis as follows: 

▪ The legal name of the entity 

▪ Tax jurisdiction and residence of the entity 

▪ The tax identification number (TIN) of the entity 

▪ The main business activity or activities of entity 

▪ Third party revenue 

▪ Revenue generated from transactions with related 

parties 

▪ Pretax profit and loss 

▪ Total cash income tax paid (including withholding 

tax) 

▪ Total current year accrued income tax expense (ex-

cluding reserves) 

▪ Stated Capital 

▪ Total accumulated earnings 

▪ Total number of employees, and 

▪ Total net book value of tangible assets (cash or cash 

equivalents, intangibles, or financial assets are not 

declared). 

MNE won't be required to report cash or cash 

equivalents, intangibles, or financial assets, or tech-

nology or intellectual property transfers made to 

foreign governments. 

The United States will automatically exchange filed 

CbCR with Tax Treaty and TIEA countries. 

The final U.S. regulations do not provide for public 

disclosure of CbCR and the preamble to the regula-

tions state that the CbCR would benefit from the 

confidentiality requirements, safeguards and appro-

priate use restrictions provided under the compe-

tent authority provisions of U.S. tax treaties. 

Nevertheless, U.S. taxpayers have expressed con-

cerns that a CbCR could be made publicly available 

in other jurisdictions that are less stringent about 

confidentiality or have proposed legislation for the 

public disclosure of CbCRs. 

https://www.ft.com/content/33255cac-f458-11e6-8758-6876151821a6
http://www.europarl.europa.eu/RegData/etudes/BRIE/2017/595867/EPRS_BRI(2017)595867_EN.pdf
http://people.defensenews.com/top-100/
https://www.oecd.org/cleangovbiz/Integrity-Forum-2017-Ozelli-Russell-payment-disclosure.pdf
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MNE that fail to file a CbCR could be subject to pen-

alties federal tax rules, and to penalties under rules 

imposed by the 57 other countries that have agreed 

to exchange CbCR. The U.S. Supreme Court said 

in Pasquantino v. U.S. (2005) that federal wire fraud 

charges could be brought against violators of foreign 

tax laws. 

In light of the above, offset departments of MNE are 

urged to coordinate with their tax and legal depart-

ments to minimize unintended consequences from 

failing to file a CbCR this year. 

____ 

Selva Ozelli is a tax attorney and legal and account-

ing analyst, with special expertise on the extraterri-

torial application of the FCPA via international tax 

rules. 

- See more at: 

http://www.fcpablog.com/blog/2017/5/31/selva-

ozelli-irs-joins-fight-against-corruption-in-offset-

tr.html#sthash.E9LDRlrE.dpuf 

ANGELA BARKHOUSE: KLEPTOCRATS 

SHOULD FACE THE INTERNATIONAL 

CRIMINAL COURT 

By Angela Barkhouse | Thursday, May 25, 2017  

The arguments for prosecuting grand corrup-

tion at the International Criminal Court as a crime 

against humanity are persuasive. 

While States may openly declare a war on corrup-

tion, the reality often is that very little is recovered 

in practice, or that amnesties are made with little 

transparency. 

Perhaps one of the most important advantages is 

the principle of complementarity, where the Inter-

national Criminal Court or ICC can accept jurisdic-

tion if a State is unwilling or unable to investigate or 

prosecute a case, or if cases are not being con-

ducted “genuinely,” thus ensuring impunity does not 

prevail, a consistent theme in cases of grand corrup-

tion. 

Indeed it is not unusual to experience obstruction or 

delay by certain parties in grand corruption cases. 

Even in a regime change context, the new admin-

istration usually relies upon the same civil service 

which served the prior regime. After years of sys-

temic corruption, it would be highly unlikely to find 

a well-funded and experienced team of financial in-

vestigators with the tools to conduct wide-ranging 

and complex investigations.  

By the ICC establishing jurisdiction and thus control 

over investigations when the national justice system 

is unable to undertake these, a prosecution would-

n't be prevented from proceeding. 

Immunity would not exist. The ICC does not recog-

nize functional immunity, including serving heads of 

state, as a bar to prosecution.  

And importantly, the jurisdictional reach of the ICC 

extends to state parties where the offense has taken 

place, for example the laundering of illicit proceeds 

in countries which are party to the ICC. 

The ICC focus is on individual liability, and typically 

on senior leadership. The nature of grand corrup-

tion therefore fits the prosecutorial strategy of the 

ICC. 

The core international crimes which fall under the 

jurisdiction of the ICC are genocide, war crimes, 

crimes against humanity, and aggression. Those are 

considered international crimes because they do 

not only cover the international aspects of criminal 

law but are also directly enforced at the interna-

tional level through agreed norms.   

https://www.law.cornell.edu/supct/html/03-725.ZO.html
http://www.fcpablog.com/blog/2017/5/31/selva-ozelli-irs-joins-fight-against-corruption-in-offset-tr.html#sthash.E9LDRlrE.dpuf
http://www.fcpablog.com/blog/2017/5/31/selva-ozelli-irs-joins-fight-against-corruption-in-offset-tr.html#sthash.E9LDRlrE.dpuf
http://www.fcpablog.com/blog/2017/5/31/selva-ozelli-irs-joins-fight-against-corruption-in-offset-tr.html#sthash.E9LDRlrE.dpuf
http://www.fcpablog.com/blog/2017/5/25/angela-barkhouse-kleptocrats-should-face-the-international-c.html
http://www.fcpablog.com/blog/2017/5/25/angela-barkhouse-kleptocrats-should-face-the-international-c.html
http://www.fcpablog.com/blog/2017/5/25/angela-barkhouse-kleptocrats-should-face-the-international-c.html
http://www.fcpablog.com/blog/author/abark
http://hdl.handle.net/10986/20002
https://www.ictj.org/news/ictj-calls-withdrawal-economic-reconciliation-law-tunisia
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Each of those crimes represents conduct which is a 

direct or indirect threat to the peace and security of 

the international community, or conduct which is 

shocking to the collective conscience of the world-

wide community. And therein may lie the problem 

when it comes to the prosecution of grand corrup-

tion. 

The ICC was developed as a mechanism to prose-

cute those who have caused human suffering 

through commissioning “the most heinous crimes to 

humankind,” and are so reprehensible as to warrant 

international intervention. Any crime-against-hu-

manity argument must satisfy the customary norms 

of “seriousness” and be “grave.”  

Many view corruption as an economic crime that is 

best prosecuted domestically, or bi-laterally. Those 

same people usually fail to see how corruption 

could be seen to threaten peace and stability, or be 

considered on a par with genocide or war crimes. 

In my view, grand corruption is a crime that is of the 

most serious concern to the international commu-

nity. When State funds are diverted into the pockets 

of kleptocrats, the result is often disruptions to 

schools, hospitals, housing, water and food supplies, 

and other civil services. Those disruptions are there-

fore a direct cause of violations of liberty, dignity, 

civil and political rights, the right to family life, edu-

cation, health care, and so on. 

That's why I have been contributing to a policy re-

port in conjunction with the Universal Rights Group, 

to consider corruption in connection with human 

rights violations. 

Still, there will be times when corruption is best 

dealt with through inter-regional venues, foreign 

civil courts, or even domestic courts. Sometimes 

those forums create a broad range of effective op-

tions and remedies, including criminal prosecution 

in the domestic courts, private civil actions for finan-

cial wrong-doing, conviction-based asset forfeiture, 

and insolvency mechanisms to wind up entities that 

received the proceeds of corruption. All these can 

help achieve economic redress for the State and its 

citizens and until the ICC accept jurisdiction, this will 

continue to be the way forward. So long as there is 

recognition that not all asset recovery cases are the 

same and each instance may require a different ap-

proach to the assumed norm. 

Yet, where grand corruption causes harm that 

meets the gravity threshold under Article 7 of the 

Rome Statute of the International Criminal Court 

("Crimes against humanity"), the ICC is the proper 

forum for redress. 

The criteria for admissibility to ICC jurisdiction in-

clude causing violent bloodshed, civil unrest and in-

stability, or causing significant risks to international 

peace and security. When evidence of any of those 

are present and can be linked to grand corruption, I 

believe the Prosecutor could formulate an Article 7 

charge based on a crime against humanity. 

Ultimately the ICC prosecutes the consequences of 

an action, not the ideology behind it. Therefore with 

grand corruption, the “why” should not color the 

Prosecutor’s decision to prosecute. 

If the consequences of grand corruption fulfill both 

the legal construct and the contextual elements of a 

crime against humanity under the Rome Treaty, the 

ICC has jurisdiction and should accept it. That action 

may well be the deterrent required to stem the ever 

increasing looting of public wealth. 

____ 

Angela Barkhouse, pictured above, is a Director 

at Kalo Advisors, a company founded on the core 

principles of finding ethical solutions and creating a 

lasting impact.  She has 15 years of professional ex-

perience investigating bribery and corruption, and 

making cross-border asset recoveries. She holds a 

Bsc in Applied Accounting from Oxford Brookes Uni-

versity and a Msc in Criminal Justice Policy from the 

http://www.universal-rights.org/programmes/contemporary-and-emerging-human-rights-issues/corruption-human-rights-designing-effective-un-interventions/
http://www.universal-rights.org/programmes/contemporary-and-emerging-human-rights-issues/corruption-human-rights-designing-effective-un-interventions/
http://legal.un.org/icc/statute/99_corr/cstatute.htm
http://www.kaloadvisors.com/
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London School of Economics and Political Science. 

She is a Fellow of the Association of Chartered Certi-

fied Accountants and a Certified Fraud Exam-

iner. https://www.linkedin.com/in/angelabar-

khouse/ 

- See more at: http://www.fcpa-

blog.com/blog/2017/5/25/angela-barkhouse-klep-

tocrats-should-face-the-international-

c.html?utm_source=feedburner&utm_me-

dium=feed&utm_campaign=Feed%3A+fcpa-

blog%2FsLbh+%28The+FCPA+Blog%29#sthash.4GGx

jyL3.dpuf 

 

 

 

The Canadian Mafia next door 
If a member of one of Canada’s most infa-

mous Mafia families lived a few doors down 

from you, would you know it? 

Aaron Hutchins 

May 6, 2017 

  

 
(CityNews.ca) 

There aren’t many crime families in Canada with a 

high enough profile to warrant their own Wikipedia 

page. 

 

But if Angelo Musitano’s neighbours searched his 

name online this week, they’d have seen that he 

was born into one of Canada’s most notorious Ma-

fia clans. They’d find out that he was sentenced to 

ten years in prison in 2000 for conspiracy to commit 

murder and that a hitman named him and his 

brother, Pasquale “Fat Pat” Musitano, as the 

pair who ordered mob hits on two rival Mafia family 

members. Lastly, Angelo’s neighbours would read 

what they already knew: he was shot dead in the 

driveway of his suburban Hamilton home in broad 

daylight this past week, mere days before his 

40th birthday. 

 

The news of the killing shocked the neighbourhood 

in Waterdown, Ont., near Hamilton, not only be-

cause of the targeted killing itself, but also because 

several neighbours told reporters they had no idea 

that Angelo, a husband and father of three young 

boys living a few doors down, was in fact one of 

Canada’s most infamous mobsters. 

 

“Everyone… on the street knew him as just a neigh-

bour,” Kaitlyn Tritchew, told the Toronto Sun. “They 

just seemed like a normal family.” 

And if a Musitano of all people can keep his past 

hidden from his neighbours, how hard could it be 

for a mobster with even less notoriety to live in a 

sleepy Canadian neighbourhood without anyone 

suspecting a thing? 

 

“Your neighbour three doors down could very well 

be involved in some type of criminal behaviour and 

you wouldn’t know it,” says John “J.R.” Roff, the re-

cently retired Hamilton police detective who spent 

https://www.linkedin.com/in/angelabarkhouse/
https://www.linkedin.com/in/angelabarkhouse/
http://www.fcpablog.com/blog/2017/5/25/angela-barkhouse-kleptocrats-should-face-the-international-c.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+fcpablog%2FsLbh+%28The+FCPA+Blog%29#sthash.4GGxjyL3.dpuf
http://www.fcpablog.com/blog/2017/5/25/angela-barkhouse-kleptocrats-should-face-the-international-c.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+fcpablog%2FsLbh+%28The+FCPA+Blog%29#sthash.4GGxjyL3.dpuf
http://www.fcpablog.com/blog/2017/5/25/angela-barkhouse-kleptocrats-should-face-the-international-c.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+fcpablog%2FsLbh+%28The+FCPA+Blog%29#sthash.4GGxjyL3.dpuf
http://www.fcpablog.com/blog/2017/5/25/angela-barkhouse-kleptocrats-should-face-the-international-c.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+fcpablog%2FsLbh+%28The+FCPA+Blog%29#sthash.4GGxjyL3.dpuf
http://www.fcpablog.com/blog/2017/5/25/angela-barkhouse-kleptocrats-should-face-the-international-c.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+fcpablog%2FsLbh+%28The+FCPA+Blog%29#sthash.4GGxjyL3.dpuf
http://www.fcpablog.com/blog/2017/5/25/angela-barkhouse-kleptocrats-should-face-the-international-c.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+fcpablog%2FsLbh+%28The+FCPA+Blog%29#sthash.4GGxjyL3.dpuf
http://www.fcpablog.com/blog/2017/5/25/angela-barkhouse-kleptocrats-should-face-the-international-c.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+fcpablog%2FsLbh+%28The+FCPA+Blog%29#sthash.4GGxjyL3.dpuf
http://www.macleans.ca/author/aaronhutchins/
http://www.torontosun.com/2017/05/02/mobster-angelo-musitano-shot-dead-in-waterdown-report
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years dealing with organized crime. “One hundred 

per cent.” 

 

Roff says not all organized crime members are walk-

ing around in custom suits and driving luxury auto-

mobiles cars. And even for those who do, it might 

still not set off any alarm bells among the neigh-

bourhood watch. 

 

“If you’re living in an upscale neighbourhood, and 

you’re driving a nice car and wearing a $2,000 suit, 

you’ll blend in with the doctors and lawyers on your 

street,” he says. “It’s not like the boys are having 

beers in the garage every night.” They’d rather keep 

a low profile and make sure any trouble stays far 

away from where they reside. Roff says they might 

even be willing to lend a cup of sugar to a neighbour 

in need. 

 

But when it comes to the Musitanos, others are 

skeptical that at least some neighbours didn’t sus-

pect something was amiss. “Around Toronto, peo-

ple might keep to themselves and have no idea if 

the guy next door is Ivan the Terrible,” says Bob 

Deasy, a former Ontario Provincial Police officer. 

“But you can’t live in the Hamilton area and not 

know the name Musitano.” 

 

Deasy would know first-hand of the family name’s 

reach. A former undercover cop who earned the 

trust of the Musitano family, Deasy became a drug 

dealer masked with the job of chauffeur for An-

gelo’s older brother, Fat Pat, which he documented 

in his book Being Uncle Charlie: A Life Undercover 

with Killers, Kingpins, Bikers and Druglords. 

In the predominantly Italian downtown Hamilton 

neighbourhood where Fat Pat lived, Deasy says eve-

ryone knew who the Musitano’s were and everyone 

kept their mouth shut. If there was any trouble stir-

ring in the area, neighbours would go to the Musi-

tano’s, not the cops. 

 

So when it comes to Angelo, even if he kept a lower 

profile, Deasy says, “I just fail to see how the heir 

apparent to the mob could be living in your subdivi-

sion and people had no idea.” 

James Dubro is similarly skeptical. “I know someone 

who saw him two weeks ago who said he was the 

same old Ang,” says the author and expert on orga-

nized crime in Canada. “If you had someone like 

that living next door—and imagine some of the peo-

ple who would come by—it would take five seconds 

to Google that name and see an incredible criminal 

history,” 

 

And yet, that Google search would only prove fruit-

ful if a Mafia member were perfectly candid about 

his identity.  “It’s not like Angelo’s going to intro-

duce himself to his neighbours to talk about his past 

life,” Roff says. “If he just kept to himself and only 

said hello and goodbye to people, no one would 

suspect anything. Maybe the neighbours didn’t 

even know his last name, they just knew him as 

Ang.” 

 

Indeed, neighbours willing to speak with media of-

fered some insight into how they might not of 

known. One neighbour, speaking anonymously, told 

the Hamilton Spectator that the Musitano family 

hadn’t lived on the street for very long. Another 

neighbour said when he first met them, Angelo gave 

a different last name, but in their conversations he 

“seemed like a nice fellow.” 

 

Deasy doesn’t quite remember Angelo as a nice fel-

low, but rather equates him to the character James 

http://penguinrandomhouse.ca/books/224535/being-uncle-charlie#9780345812834
http://penguinrandomhouse.ca/books/224535/being-uncle-charlie#9780345812834
http://www.thespec.com/news-story/7273835-mobster-angelo-musitano-shot-dead-in-waterdown-driveway/
http://www.thespec.com/news-story/7273835-mobster-angelo-musitano-shot-dead-in-waterdown-driveway/
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Caan portrayed in The Godfather.  “He was the 

crazy one,” Deasy says. 

 

Meanwhile Angelo’s family and friends told media 

after the shooting that Angelo had turned to reli-

gion after his prison sentence and was trying to 

carve a new life for his family. There have also been 

fewer major stories about Mafia activity in the area 

in recent years, which some locals might see as a 

sign that organized crime has reduced its presence 

in the area. 

 

Deasy dismisses that idea. “The mob is alive and 

well and taking care business,” he says. “If they 

weren’t alive and well, we wouldn’t have people be-

ing shot in their driveway in the middle of the day.” 

That’s something the people of a beautiful upper-

middle class neighbourhood in Waterdown, Ont. 

must now reconcile. 

http://www.macleans.ca/news/canada/the-cana-

dian-mafia-next-door/ 

 

 

Manchester bomber linked to former radical 

Ottawa imam? 

  

National Post 

May 25, 2017 

  

TORONTO — The bomber who attacked a Manchester 

pop concert has been linked to an extremist imam from 

Ottawa whom Canadian intelligence officials had warned 

was “promoting violent jihad” in Libya. 

  

Quoting a senior American official who spoke on the condi-

tion of anonymity, The New York Times reported that Sal-

man Abedi “had links to a radical preacher in Libya identi-

fied as Abdul Baset Ghwela.” 

  

The report appeared to be referring to a Libyan-Canadian 

the Canadian government calls Abdu Albasset Egwilla. 

Formerly a cleric at an Ottawa mosque, Egwilla has been 

accused of inciting violence since returning to Libya. 

  

“The RCMP is aware of the latest allegations,” Sgt. Harold 

Pfleiderer, an RCMP spokesman, said when asked about 

the alleged Canadian connection to the Briton said to be 

behind Monday's terrorist attack, which killed 22. 

  

He would not confirm the RCMP was investigating, saying 

it would be inappropriate to do so before charges were 

laid. Canada was collaborating with its international part-

ners to "ensure the safety and security of Canadian inter-

ests and that of the broader global community," he said. 

  

Egwilla did not respond to a request for comment sent to 

his Facebook page. 

  

The New York Times report did not elaborate on the nature 

of the alleged connection between Abedi and Egwilla. 

Abedi had visited Libya days before he set off a bomb out-

side an Ariana Grande concert packed with teens. 

  

ISIS has claimed responsibility for the attack but investiga-

tors are trying to identify Abedi’s possible links to extremist 

groups in Libya. Libyan authorities have arrested his fa-

ther, Ramadan, and brother Hashim, who has been ac-

cused of belonging to ISIS. 

  

"While we can confirm the government of Canada is aware 

of these allegations, we do not comment on national secu-

rity operational matters," said Scott Bardsley, Public Safety 

Minister Ralph Goodale's press secretary. 

  

Egwilla was part of a Libyan militant group based in Pesh-

awar and supported by Osama bin Laden, according to a 

Canadian familiar with the extremist scene in the Pakistani 

city in the late '80s and early '90s. 

  

http://www.macleans.ca/news/canada/the-canadian-mafia-next-door/
http://www.macleans.ca/news/canada/the-canadian-mafia-next-door/
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He later arrived in Canada and obtained citizenship, but 

several years ago he returned to Libya, where he is con-

sidered a hardliner, and served as director of the Tripoli of-

fice of the ministry of religious endowments. 

  

Canada’s Integrated Terrorism Assessment Centre said in 

a 2014 intelligence report that Egwilla had appeared in a 

video in which he had “urged an audience of Libyan Islam-

ist fighters to take part in jihad.” 

  

“Jihad today is simple and easily accessible, and does not 

require moving as in the past, as it was for Afghanistan 

and Iraq,” he said in the video. The “secret” intelligence re-

port was released under the Access to Information Act. 

  

Last March, Egwilla’s son, Owais, who grew up in Ottawa, 

was killed while fighting with an armed Islamist group in 

Benghazi. Before his death, he had posted messages on 

Facebook about jihad as well as the propaganda of the 

Syrian branch of al-Qaida. 

  

After Egwilla's son was killed, an Ottawa mosque held a 

service for him but distanced itself from the father’s call to 

arms. “You want to talk about politics, take it to Tim Hor-

tons,” the mosque president told the Ottawa Citizen. 

  

Meanwhile in Libya, Egwilla responded to his son’s death 

by issuing another call to arms, saying in a televised 

speech: “Allah break the backs of the tyrants and the op-

pressors and the unjust and those nations of the world that 

are with them. 

  

“Allah they have gathered against us and are scheming 

against us, so scheme against them. Trick them, kill them. 

… We are waiting for martyrdom in the name of Allah. And 

by Allah this is our path until we push back evil. We will not 

stop nor resign.” 

  

A handful of Libyan-Canadians took part in the 2011 con-

flict to oust dictator Col. Moammar Gadhafi. Since then, 

others have made their way to Libya for training and to 

fight with factions vying for control of the country. 

  

Canadian security officials have been on the alert for trav-

ellers who may have been active in fighting in Libya since 

Gadhafi's death, including those with possible links to ISIS 

and other terrorist or armed groups. 

  

An intelligence report distributed to frontline Canada Bor-

der Services Agency officers in November 2015 warned 

that ISIS was "luring recruits and fighters" and could at-

tract Canadians into the Libyan conflict. 

  

“The potential for any of these Canadians to return to Can-

ada is an inherent security risk and requires CBSA scru-

tiny of Canadians travelling to and from Libya as potential 

High Risk Travellers,” said the report. 

  

 

Study cites significant challenge in detecting 

terrorism financing in crowdfunds 

THE CANADIAN PRESS  

Published May 18, 2017 -  

 

TORONTO — Canada's money-laundering watch-

dog is studying the use of crowdfunding platforms 

by suspected terrorists and says in an internal study 

that the reporting protocol poses a "significant chal-

lenge" in trying to identify such transactions. 

The Fintrac report, obtained by The Canadian Press 

through an Access to Information request, says 

there is a lack of information available in electronic 

fund transfer reports on contributors to crowdfund-

ing campaigns. 

Financial companies, money services businesses 

and casinos are legally required to submit the re-

ports to Fintrac for cross-border, electronic transac-

tions above $10,000. 

That lack of information poses a problem for finan-

cial intelligence, "especially when trying to flag indi-

viduals supporting a crowdfunding campaign that 

may be suspected of being (terrorist financing)-re-

lated by an investigative authority," Fintrac says in 

the November 2015 report. 
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The federal agency said the reports typically don't 

include information on contributors to crowdfund-

ing campaigns because the amounts transferred 

tend to fall below the reporting threshold of 

$10,000. 

"Terrorism financing and high-risk traveller cases, in 

particular, most often entail relatively small 

amounts of money," spokeswoman Renee Bercier 

said in an email. 

Daryl Hatton, founder of ConnectionPoint.com, a 

company that runs three crowdfunding websites, 

said they don't have to submit funds transfer re-

ports because that is the duty of the payment pro-

cessors. 

"The short answer is that crowdfunding platforms 

leverage the anti-money laundering systems of our 

payment processors," Hatton said in an email.  

"We add our own checks on the identities of the 

people running the fundraising campaigns but trust 

the much more sophisticated work our partners are 

doing in this area." 

Hatton said he has removed a "very small number" 

of campaigns over terrorism financing concerns. The 

decision to remove the campaigns was made in col-

laboration with payment processors and was done 

more as a precaution, he said. 

Craig Asano, the executive director of the National 

Crowdfunding Association of Canada, said it's im-

portant that there are mechanisms in place to de-

tect such transactions. 

The Financial Action Task Force, an international or-

ganization that aims to combat money laundering 

and terrorist financing, flagged crowdfunding as an 

emerging terrorism-finance risk in a 2015 report. 

The task force report said crowdfunding platforms 

are vulnerable to being exploited for illegal pur-

poses because people can mask the true reason for 

their fundraising efforts. 

It also said there have been instances in Canada 

where people under investigation for terrorism-re-

lated offences have used crowdfunding sites before 

leaving the country or attempting to leave the coun-

try, suggesting that they could be using that money 

to fight overseas. But details of those cases were 

not provided. 

In addition to filing reports for large electronic funds 

transfers, banks and payment processors also have 

an obligation to report suspicious transactions to 

Fintrac, even ones that fall below $10,000. 

But in the case of crowdfunding campaigns, banks 

are only facilitators of the transactions and typically 

don't have all of the information about the fundrais-

ing effort, said Moh Datoo, a senior adviser in the fi-

nancial crime risk management practice at Se-

curefact Transaction Services. 

"The actual information on who the investors are, 

the identities of the companies and the individuals 

— all that information is maintained by the crowd-

funding platform," said Datoo. "So it becomes inher-

ently very difficult for banks to be able to spot illicit 

activity within those transactions." 

Datoo suggested that regulators undertake a "coun-

trywide" review of existing laws in light of techno-

logical advancements that have transformed the fi-

nancial services industry. 
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"A lot of the (current) regulations do not consider 

the fast-changing pace of technology and how it's 

affecting the way businesses are being run today," 

he said. 

  

Follow @alexposadzki on Twitter. 

Alexandra Posadzki, The Canadian Press 

http://thechronicleherald.ca/business/1469426-

study-cites-significant-challenge-in-detecting-terror-

ism-financing-in-crowdfunds 
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Casinos are a rather arcane business given that not 

too long ago legal gambling was confined to the 

states of Nevada and New Jersey. Lest anyone think 

otherwise, operating a successful legal casino is a lot 

harder than it looks. The smiling faces of dealers 

and the festive atmosphere belie the intensity of 

the operation. Every nuance of the gaming floor is 

monitored to ensure cheaters do not have the up-

per hand and patrons are dealt a fair game. 

The few that are deemed worthy to operate casinos 

are exposed to comprehensive background checks 

before the coveted casino license is granted. In addi-

tion, the intrusive suitability checks continue as long 

as the person holds the license. Any hint of impro-

priety could force a licensee to appear before a 

gaming regulatory board to explain his/her actions.  

Thanks to Hollywood, stereotypes abound on casi-

nos and those who operate them. A Las Vegas Inter-

nal Revenue Service (IRS) special agent once 

quipped at a meeting of industry casino compliance 

directors, “There are those outside of Nevada that 

think all casinos are owned by Robert De Niro and 

their anti-money laundering (AML) program is run 

by Joe Pesci.” This IRS agent was empathetically ac-

knowledging challenges casinos face in overcoming 

views incubated by pop culture. Even though casi-

nos are highly regulated, frequently audited and 

publicly traded, the bygone era of organized crime 

http://thechronicleherald.ca/business/1469426-study-cites-significant-challenge-in-detecting-terrorism-financing-in-crowdfunds
http://thechronicleherald.ca/business/1469426-study-cites-significant-challenge-in-detecting-terrorism-financing-in-crowdfunds
http://thechronicleherald.ca/business/1469426-study-cites-significant-challenge-in-detecting-terrorism-financing-in-crowdfunds
https://www.linkedin.com/in/paul-camacho-b825b334
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figures surreptitiously running certain casinos still 

undeservedly haunts the industry.   

Establishing a culture of strict adherence to proce-

dures and fostering employee integrity is critical to a 

gaming operation. In this sense, casinos and banks 

share a commonality. However, casinos in many ar-

eas are not like banks. Whereas banks are in the 

business of moving and storing your money, casinos 

are, in large part, in the business of winning and los-

ing money. Although casinos do provide services to 

facilitate gambling, they have little interest in finan-

cial transactions that do not bring customers to the 

tables or slot machines. A common mantra among 

casino cashiers when patrons request a nongaming-

related financial transaction is, “Sorry, we are not 

your bank.”  

Even comparing currency transaction reports (CTRs) 

of banks and casinos is like comparing apples to or-

anges. If a bank files a CTR for $10,000 it usually 

means that the patron walked in with $10,000 in 

currency. However, this is not true for casinos. This 

is because the Financial Crimes Enforcement Net-

work (FinCEN) requires casinos to aggregate every 

time a patron drops cash on a blackjack table or 

feeds cash into a slot machine. Lady Luck often 

drives patrons to cash-out, take a break and move 

to another table or slot machine. Even though it is 

the same cash, the new wagers are still included in 

the total currency in for the day. It is like a banking 

customer depositing $5,000, immediately withdraw-

ing all of it and then walking to another teller and 

repeating the transaction. There is logic to this Fin-

CEN rule, but law enforcement often has to be edu-

cated on how to interpret a casino’s CTRs.   

A practical way to understand casino AML programs 

is to first grasp how money laundering occurs in a 

casino and then how such activity is detected.    

Enjoyment of dirty money  

The most common form of money laundering in a 

casino is simply enjoying ill-gotten gains.[1] This is 

the end stage of the money laundering cycle (inte-

gration). Most of the time, patrons enjoy “bad 

money” by gambling without regard to concealing 

their identity. In these situations there are no dis-

cernible differences between criminals spending il-

licit money and a gambler using legitimate funds. 

The one exception could be a significant spike in 

play. A material increase in a customer’s average 

monthly betting might indicate someone may have 

enriched themselves through a criminal activ-

ity. However, it is not that uncommon for legitimate 

players to have a spike in play. This often happens 

when a casino entices a patron away from a com-

peting operator.    

To vet out criminals enjoying their untaxed money, 

casinos rely on established due diligence procedures 

to identify possible instances of illicit funds entering 

the casino. In marked contrast from the past, Fin-

CEN has strongly advised casinos of their obligation 

to use all available information to ascertain patrons’ 

source of funds. This includes what any casino em-

ployee (such as managers, hosts, or player develop-

ment staff) knows about the patron’s source of 

funds.    

Deploying an adequate due diligence process in-

cludes training employees who regularly interact 

with larger players on how to spot red flags—in par-

ticular indications that a person may be engaged in 

fraud or embezzlement. Interestingly, sometimes 
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embezzlers think that Lady Luck will solve all their 

problems. Just a few “big wins” will allow them to 

replenish the pilfered accounts and still have money 

left over or disguise the real source of the funds.   

Avoiding detection (structuring) 

According to FinCEN, the most common suspicious 

activity reports (SARs) filed are for structuring trans-

actions to avoid a CTR. Many SARs filed for structur-

ing cash out relate to the redemption of chips. 

These are situations where the patrons have more 

than $10,000 in chips in their possession, but 

choose to cash out less.[2] FinCEN has used the 

term “chip walking” to describe this behavior and 

put the industry on notice to report instances where 

chip walking might indicate an attempt to avoid a 

CTR. FinCEN concedes that not all chip walks are 

suspicious, but states that there may be “less inno-

cent reasons” why a patron leaves a casino with 

chips.[3]  

There are legitimate reasons why someone may not 

want to cash all their chips in, especially if the pa-

tron plans to return to the casino to continue gam-

bling. To mitigate risk, casinos review situations 

where a patron appears to have held back an inordi-

nate amount of chips from redemption. Each cir-

cumstance must be evaluated to determine if there 

are aspects of the transaction that would raise sus-

picion. For instance, the patron continually makes 

redemptions under the reporting amount during 

subsequent trips. Interestingly, chip walks are usu-

ally tied to patrons who have more gambling win-

nings than losses in a day, with much of the originat-

ing legal funds coming from the casino.   

Avoiding detection (concealing identity)  

Law enforcement has alerted casinos to watch for 

individuals attempting to use a false identification to 

sign up for customer loyalty programs or criminals 

using another person’s loyalty program card.[4] Ca-

sinos use customer loyalty programs to encourage 

gambling by rewarding patrons with comps (meals, 

hotel rooms, shows) based on their level of 

play. The more a patron gambles, the more comps 

are earned. Loyalty programs track play through a 

loyalty card which patrons insert into slot machines 

or hands to the dealer.  

To mitigate risk of someone using a loyalty card to 

conceal activity, casinos require a valid ID in order to 

enter the loyalty program. In addition, regardless if 

a patron uses the loyalty card, patrons should be re-

quired to provide a valid ID in order to conduct cur-

rency transactions over a certain dollar thresh-

old. Whether or not a loyalty card is used, if a pa-

tron’s aggregated currency transactions exceeds 

$10,000 in a day and he/she refused to provide a 

valid ID and his/her social security number, the pa-

tron should be banned from further play.      

Converting dirty money 

Drug trade organizations and currency intensive 

criminal enterprises frequently use $100 bills to pur-

chase contraband and store their ill-gotten gains. 

Thus, law enforcement has stressed to look for pa-

trons converting small denomination bills to $100 

bills, with an emphasis when there is minimal gam-

ing activity.[5] This money laundering method is re-

ferred to as “bill stuffing.” Bill stuffing could also ap-

ply to converting $100 bills to new $100 bills—new 

bills are desirable if criminals want to unload cur-

rency laden with drug residue or suspect the bills 

are marked.   
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Bill stuffing works as follows: The patron feeds cur-

rency into a slot machine and then requests a cash-

out voucher. The patron then uses a kiosk machine 

to redeem the voucher for $100 bills. Kiosks are 

generally located throughout the gaming floor for 

convenience to handle smaller transactions without 

the customer having to go to the cage (the casino 

cashier).  As an AML control, kiosks are limited on 

how much currency can be redeemed at one 

time. Vouchers over this limit must be redeemed at 

the cage where patrons may be required to provide 

valid ID.  

In addition, cash-out vouchers have an expiration 

date—usually no more than 180 days—which limits 

their longevity as a form of currency. Nevertheless, 

recent intelligence provided by the FBI suggests that 

criminals have used cash-out vouchers to transfer 

funds from one confederate to another.[6]  

As a prevention mechanism, casino kiosk systems 

will generate real-time alerts that identify instances 

of possible bill stuffing. These alerts allow casinos to 

take immediate action to stop the activity—if 

deemed suspicious—and report it. Greatly aiding in 

identifying culprits are the ubiquitous surveillance 

cameras recording activity from various angles.  

Using chips to facilitate illegal activity 

Criminals have been known to use casino chips as 

an alternative form of currency. The chips can then 

be used to store funds or transfer to confederates. 

Criminals may believe that the possession of casino 

chips gives them a convenient alibi that their money 

came from gambling winnings.  As detailed in a re-

cent enforcement action on a Southern California 

card club, criminals used gaming chips to facilitate 

clandestine, illegal “casinos” operated out of luxury 

homes. As the investigation revealed, the main de-

fendant would wire illegal funds into the card club 

and the casino would then give him chips. [7]  Law 

enforcement sources suggest that high stakes poker 

players are known to hoard chips in safe deposit 

boxes to avoid detection from the IRS. 

A control to reduce the risk of chips being used for 

nefarious purposes is to validate whether the pa-

tron at the time the chips are redeemed had gam-

bling winnings or prior chip buy-ins. Similar proce-

dures are applied to those requesting redemptions 

of cash-out vouchers at the casino cashier. Casinos 

do not cash in the chips of competing casinos unless 

they confirm from the competing casino that the 

patron legitimately acquired the chips. Keep in 

mind, there is also an operational purpose to ascer-

tain the ownership of the chips in that these proce-

dures aid in identifying chip theft from the casino or 

from another patron.  

Facilitating illegal sports betting operations 

A few months prior to the 2015 Super Bowl, FinCEN 

issued a letter to the American Gaming Association 

(AGA) concerning legal sports books. The letter 

stated, “It has come to the attention of the Financial 

Crimes Enforcement Network and its law enforce-

ment and regulatory colleagues that increase in 

sports betting conducted on behalf of third parties 

are facilitating criminal activity and posing a money 

laundering risk to the U.S. financial system.” As a 

means to balance their operational risk, illegal 

sports betting operations have been known to sur-

reptitiously use third parties to place bets in legal 

Nevada sports books. The illegal bookmakers—oper-

ating mainly outside of Nevada—earn income from 

loan sharking and charging a fee based on a percent 
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of the bet rather than taking a position on the out-

come of the game. These criminal enterprises at-

tempt to balance their bets by “laying off” their 

overexposed positions without being detected.[8]   

In the letter to the AGA, FinCEN advised Nevada 

sportsbooks to inquire with their sports book pa-

trons—whose transactions approach currency re-

porting thresholds—whether they are conducting 

the transaction on behalf of another. According to 

FinCEN, such patron inquiries would enable sports-

books to comply with the CTR requirement to report 

whether the transaction is being conducted by a 

third party.[9]    

In response to the FinCEN letter, Geoff Freeman, 

president of the AGA, publicly stated, “While casi-

nos routinely look for suspicious bets at sportsbooks 

and have worked with law enforcement to identify 

illegal activity, in some cases leading to criminal con-

victions, no such oversight exists for the illegal 

sports betting market.”[10]   

Paying the expenses of others 

Paying the expenses or debt of another is a century 

old money laundering technique used to transfer il-

licit funds without creating a money trail of the pay-

ment between confederates. The IRS has alerted ca-

sinos to the risk associated with third-party pay-

ments used to establish front money accounts or 

paying markers. Front money accounts are credit 

balance accounts that patrons use to fund gambling 

and markers are casino-issued loans to fund gam-

bling.  

The risk exponentially increases when third-party 

payments originated from an entity or unrelated in-

dividuals—even more so if they emanate interna-

tionally. Foreign wires are of particular risk given the 

limited ability to conduct due diligence of the payer. 

Many casinos will not allow these wires unless they 

can establish the legitimate connection between 

payer and benefactor.    

In a recent FBI/IRS case, criminals used third-party 

payments to transfer illicit funds from an illegal 

sports betting operation to fund a front money ac-

count on behalf of a confederate.[11] In addition, 

law enforcement recently caught an embezzler at-

tempting to fund a confederate’s front money ac-

count with a bank wire exceeding a million dol-

lars. The casino, unaware of the embezzlement, re-

fused the wire because the casino could not validate 

the legitimacy of the transaction.[12]         

Cleaning  

Quite a bit of intrigue has been attached to the idea 

of gambling in a manner to make “dirty money” 

look clean. On the internet, it is not hard to find 

someone pontificating on the possible betting 

machinations a person could deploy to give the illu-

sion funds came from winnings. But these methods 

should contain a flashing neon warning sign. At-

tempting to clean funds by gambling is fraught with 

hazards. For example, a money launderer could ac-

tually lose all ill-gotten gains to the casino. That is 

just the nature of the unwavering law of probability 

and the house advantage.  

Often the end game of those who attempt to 

“clean” their money is to obtain a payout in the 

form of a casino check. Depositing a casino check 

into a bank is less suspicious because the bank will 

assume it is gambling winnings. Unfortunately for 

money launderers, you cannot just buy a bunch of 
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chips, walk around the casino without gambling and 

go to the cage to get a check payout. Check payouts 

are not allowed unless it is validated that the funds 

were put at risk (gambled) and the patron has win-

nings. The policy also applies when a patron re-

quests remaining front money account balances to 

be wired out.  

Although known instances are rare, offset betting 

techniques might allow money launderers to put all 

their funds at risk without exposing their dirty 

money to significant gambling losses. Offset betting 

is the process of placing equal bets on both out-

comes of a casino game. For instance, on a roulette 

wheel, placing equal bets on black and red and hop-

ing you do not get too many greens. If just one pa-

tron attempts offset betting it would draw suspi-

cion.  To reduce suspicion, a money launderer might 

enlist confederates to place the other side of the 

bets. Surveillance personnel, however, are also keen 

in spotting team betting patterns.      

To identify instances of offset betting to obtain 

checks, casinos can review those patrons that re-

ceive a material dollar value of check payouts and 

determine how the patron funded their gaming ac-

tivity. Situations where patrons fund their gaming 

with currency and consistently requested a check 

may warrant further due diligence.  

One method drug dealers have deployed to give the 

illusion that funds originated from gambling win-

nings is a W-2G scheme. A W-2G is a form required 

to be filed annually with the IRS when a patron hits 

a jackpot over $1,199. The rules require that when a 

patron hits a reportable jackpot, the slot machine 

locks up and a casino employee approaches the pa-

tron to obtain a valid ID and social security number. 

The patron is then issued a copy of the W-2G. At 

this point, the patron could request to be paid in 

currency. Jackpot currency payouts are not included 

in the computation of currency out for CTR pur-

poses because FinCEN has ruled that these amounts 

are already reported to the federal government via 

the W-2Gs.       

The W-2G scheme is rather simple because it merely 

involves just sitting at a slot machine and gambling 

until you obtain enough W-2Gs to pacify anyone 

questioning your stash of currency. Since W-2Gs are 

merely snapshots of gaming activity throughout the 

year they are rather poor indicators of actual net 

gaming income. It is not uncommon for those in 

possession of numerous W-2Gs to be net losers at 

the end of the year. 

But those not familiar with the nature of gambling 

may consider the W-2Gs as proof that the person’s 

currency came from successful trips to casinos.  This 

faulty logic is akin to assessing earnings from stock 

trades by just adding up gross sale proceeds without 

regard to the cost of those shares. The rather fossil-

ized rules on W-2Gs were enacted by Congress in 

1970. Any attempt to revise the rules should take 

into account the money laundering vulnerability im-

posed on casinos.     

What has peaked law enforcement’s interest of late 

is a patron using third-party payments to give the il-

lusion of gambling winnings.[13] A third-party pay-

ment could allow a pool of funds to look like it origi-

nated from a casino winning. The scheme would 

work as follows: A patron obtains a casino marker to 

fund his gambling during his trip. If at the end of the 

trip the patron is lucky, then he/she uses his/her 

winnings to pay off the marker and requests the re-

maining balance in either check or bank wire. In 

subsequent casino trips if the patron is a net loser, 
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then the patron attempts to pay off the marker 

through a third-party payment. This way the pa-

tron’s bank records only show gambling winning de-

posits but do not show the repayment of the mark-

ers.    

A word on card clubs 

A review of DOJ and FinCEN press releases reveals 

that a notable portion of recent casino enforcement 

actions have been on card clubs. There is a regula-

tory distinction between Vegas-style casinos and 

card clubs. In California, card clubs are issued a 

“Class II” license, which only allows them to offer 

games where patrons play against each other and 

the card club earns revenue on the “rake” (a fee 

charged to each player per hand). In Class II opera-

tions, the players are self-banked and the card club 

has no action in the game. Casinos that offer Vegas-

style games are granted a “Class III” license that au-

thorizes them to bank players and earn revenue 

from winnings.[14] Generally, there is a more robust 

regulatory regime for Class III casinos.[15] Some 

card clubs have been known to surreptitiously bank 

players, which could be a violation of Title 18, Sec-

tion 1955, illegal wagering.[16]   

Conclusion 

There has been a flurry of casino enforcement ac-

tions, but a recent study conducted by Ernst & 

Young demonstrates that many major casinos have 

been taking to heart their responsibilities to deploy 

robust AML programs.[17] As former FinCEN Direc-

tor Jennifer Shasky Calvery pointed out in a speech 

to the American Banking Association, casinos have 

made extensive strives to enhance their AML pro-

grams to meet current regulatory expectations.   

Unquestionably, casinos do pose certain money 

laundering vulnerabilities given the intensity of cur-

rency transactions. That said, the U.S. Treasury’s 

2015 National Money Laundering Risk Assessment 

indicates that criminals have not gravitated to casi-

nos over traditional and nontraditional financial in-

stitutions. Casinos were not even mentioned in 

Treasury’s 2015 National Terrorist Financing Risk As-

sessment.   

Regardless where casinos fit in the money launder-

ing spectrum, there is no excuse for casinos to avoid 

making compliance a top priority. FinCEN and the 

IRS have shown they will responsd swiftly and puni-

tively to those casinos that willfully falter in the reg-

ulatory responsibility. To be on pace with banking 

regulatory examination cycles, the IRS is now de-

ploying more resources to ensure a wider swath of 

casinos are examined.[18] 

In the U.S., the regulatory regime for Class III casi-

nos plays a significant role in reducing money laun-

dering risk by ensuring bad actors are unable to con-

trol casinos. The movie Casino is a critically ac-

claimed and international fan classic, but when you 

watch such movies do not let it color your opinion 

on how modern-day casinos operate. There are few 

times when Hollywood intersects with reality. The 

characters played by De Niro and Pesci would never 

stand a chance obtaining a Class III casino license in 

today’s gaming regulatory environment.  

Paul Camacho, CAMS, vice president of AML compli-

ance, Station Casinos LLC, Las Vegas, NV, 

USA, paul.camacho@stationcasinos.com 

https://www.linkedin.com/pulse/hype-vs-realty-

practical-approach-casino-anti-money-program-
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Philippine Congress expands money launder-

ing laws to include casinos 

 

The Philippine Congress on Tuesday approved an 

amendment to a money laundering law to cover 

gambling, a move aimed at plugging loopholes that 

allowed $81 million stolen from Bangladesh to pass 

through casinos. 

Voting separately, the House of Representatives 

and Senate passed on third and final readings simi-

lar bills expanding the existing anti-money launder-

ing act to improve the legal framework against dirty 

money, making it compliant with global standards. 

 

"We should move to be more transparent by 

amending the law to protect our casinos from 

money laundering by crime syndicates," said Jose-

phine Sato, one of the amended bill authors in the 

lower house. 

 

The approved measure requires any casino transac-

tions worth 5 million pesos ($100,500) to be re-

ported to an anti-money laundering agency, includ-

ing accumulated bets, Sato added. 

 

Amending the law had been an uphill battle be-

cause of fierce lobbying by the gaming industry, ac-

cording to lawmakers. 

 

The Philippines has emerged as an Asian gambling 

hub and its casinos last year raked in 149 billion pe-

sos in gross gaming revenue, data from the gaming 

regulator showed. Japanese gaming magnate Kazuo 

Okada is set to launch a $2.4 billion casino in Manila 

in July. 

 

The main proponent of the bill in the upper house, 

Senator Francis Escudero, said internet and ship-

based casinos were also covered under the 

amended version to ensure that the country will not 

be "used as a money laundering site for the pro-

ceeds of any unlawful activity". 

 

Both bills were passed on the second to last day of 

the regular session of Congress, beating the June 

deadline imposed by the Asia Pacific Group on 

Money Laundering, a regional body with 41 mem-

ber countries, for the Philippines to strengthen its 

laws. 

 

The exclusion of casinos from the current scope of 

the anti-money laundering legislation and a strict 

bank secrecy law have made it difficult for authori-

ties to track the Bangladesh money trail and identify 

the perpetrators. 

 

Bangladesh's central bank has retrieved just under a 

fifth of the stolen $81 million funds. 

 

President Rodrigo Duterte is expected to sign the 

measure into law next month. 

(Reporting by Manuel Mogato; Editing by Martin 

Petty and Nick Macfie) 

http://www.reuters.com/article/us-philippines-casi-

nos-idUSKBN18Q14K 
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http://www.reuters.com/article/us-philippines-casinos-idUSKBN18Q14K
http://www.reuters.com/article/us-philippines-casinos-idUSKBN18Q14K
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I am delighted to indicate that ACFCS has white-; labeled the TAMLO train-

ing products and that we are now offering them as part of the ACFCS train-

ing suite of courses. 

 

 

  

ABOUT Mindbridge formerly SQUANTO 

http://www.mindbridge.ai/ 

Augmenting 

human intelligence 

MindBridge is leveraging new advancements in ma-

chine learning and data science for near real-time 

data analytics, pattern recognition and anomaly de-

tection to help organizations of all sizes save time 

and money whether it be investigating or auditing 

past activity, detecting active inadmissible behav-

iour or preventing potential transgression. 

 

 

 

 

 

 

 

 

 

NPC is a proud Canadian success story. Based in the 

Toronto area, we're a subsidiary of The Keating 

Group, Canada's leading branch outsourcing service 

to the high-tech industry for more than 25 years, 

and an award winning specialist in customer care 

and technical support… the heart of NPC. You can 

read more about our leadership team, and our advi-

sors to the corporation 

Our experience with customer care and IT support 

was the inspiration for NPC. From our unique van-

tage point, we could see that the risks and chal-

lenges of do-it-yourself computing for companies of 

every size were multiplying constantly, even if time 

to deal with them wasn't. And we could also see 

that the security challenges facing the solo profes-

sional through to large enterprises were about to 

http://www.mindbridge.ai/
http://www.npcdataguard.com/leadership.php
http://www.npcdataguard.com/advisors.php
http://www.npcdataguard.com/advisors.php
http://pacelawfirm.com/
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explode. Managing computing was quickly becom-

ing a hidden tax on productivity. NPC was born in 

2008, the first service of its kind to help every pro-

fessional and business stay firmly ahead of these 

challenges, and save time and money in the pro-

cess. 

When our customers choose NPC, they also benefit 

from some of the most respected and successful 

brands in the industry, our technology partners HP, 

Hewlett Packard Enterprise (formerly Iron Mountain 

Digital), Intel® and Rogers. 

www.npcdataguard.com 

w 

 

Founded by Matthew McGuire, one of the 

world's leading experts in Financial Crime, the 

AML Shop is the only partner you need when it 

comes to Anti-Money Laundering. 

Bringing together a dynamic team of industry 

experts, the AML Shop provides advice, regula-

tory compliance support, audits, training and 

staffing solutions to ensure you can meet and 

exceed your business objectives 

 

& 

 

POWER IN PARTNERSHIP - VALUE-ADDED FOR CLIENTS 

 

 

 

Garry W.G. Clement, CFE, CAMS, CFCS 

President and CEO 

Clement Advisory Group 

Executive Vice President and Executive Director 

Association of Certified Financial Crime Specialists 

 

gclement@clementadvisorygroup.ca 

garry.clement@barbri.com 

CAG:905-355-1066 

Cell: 905-375-5076 

www.clementadvisorygroup.ca 

skype: garryw.g.clement 

 

We are what we repeatedly do. Excellence, then, is not an act, but a habit. 

http://www.npcdataguard.com/
mailto:gclement@clementadvisorygroup.ca
http://www.clementadvisorygroup.ca/

